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ABSTRACT

Stream ciphers are well-known primitives that are used to ensure privacy over a com-
munication channel. The central theme of a stream cipher is a keystream generator that
produces a pseudorandom bit sequence. In such algorithms, the keystream bits are usually
XORed with the plaintext bits to produce the ciphertext bits. Therefore, the design and
analysis of new keystream generators are important. This thesis presents the design and
analysis of several word-oriented keystream generators.

The word-based LESR also known as the multiple recursive matrix method (MRMM) is
very attractive as it possesses most of the randomness properties like LESR. It also takes
advantage of modern word-based processors and thus increases the throughput. We intro-
duce a generalized form of the feedback function for word-oriented feedback shift registers
(WFSRs) along with some special cases. A necessary and sufficient condition for nonsingular
WESR is also provided.

Like LFSR, the major drawback of MRMM is that it has very low linear complexity. In
order to address the low linear complexity drawback in MRMM, the concept of several bit-
oriented generators has been introduced. First, word-oriented shrinking and self-shrinking
generators are studied where the lower bound for the period as well as for the linear com-
plexity of the bitstream is shown to be exponential. Further experimentation and research
have resulted in the identification and then mathematical verification of the exact period of
self-shrinking generators.

Different word-based cascade systems along with their periods are studied. We provide
experimental results on avalanche property on the states of all cascade systems and then
analyze the statistical results of the keystream. We present a cryptanalytic attack on the
cascade systems and suggest its countermeasure. In the later part of the thesis, we extend
the idea of bit-oriented alternating step generators and nonlinear combination generators to

the respective word-oriented generators.

Keywords: Stream Cipher, LFSR, LFG, Multiple-Recursive Matrix Method, Cascade Gener-

ator, Linear Complexity, Shrinking Generator, Alternative Step Generator, Statistical Tests
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Chapter 1

Introduction

In the 21st century, information technology and electronic communication play a crucial
role in our lives. They have become even more significant in the post-pandemic era due to
their contactless nature. The volume of electronically exchanged and stored data is growing
rapidly and is expected to continue its upward trend in the future. However, the increase in
digital technologies also brings about a rise in online frauds, scams, intrusions, and security
breaches. In such a scenario, the challenge is to ensure secure communication over insecure
channels and secure storage of digital data. The cryptography [37, 46, 50] takes a leading
role to solve these challenges. Cryptography has a long and fascinating history, showcasing
remarkable advancements in the art of secret communication.

A widespread example is the technique used by the Roman military and political leader
Julius Caesar on secret writing during the first century BC. Another well-known milestone
is the “Enigma system”, developed by German scientists in the 1920s and famously used
by Nazi Germany. The Enigma machine, considered the first specialized computer used
for encryption, was eventually deciphered by Marian Rejewski. This breakthrough allowed
the Western Allies to exploit Enigma-enciphered messages and significantly shortening the
duration of the war. The Enigma system marks a pivotal moment in the evolution of modern
cryptography.

Earlier cryptography was mostly restricted to government agencies and the military.



Now it has been extensively used by the telecommunication industry, the financial world,
the healthcare sectors, the entertainment industry, etc.
Fig. 1.1 illustrates the typical path of information flow in an insecure channel, comprising

four main stages:

1. Source Coding: Redundancy is eliminated from the source, resulting in compressed
information. Source encoders like ZIP and RAR are commonly used for this purpose.

Source decoding reverses the compression to restore the original data.

2. Encryption: The compressed information undergoes encryption, transforming it into

ciphertext, which is an encrypted message.

3. Channel Coding: Redundancy is added to the data stream to facilitate error detection
and correction during transmission. Error-correcting codes, employed in applications

such as media compact discs and mobile communication, help ensure data integrity.

4. Modulation: The modulation process alters the properties (amplitude, frequency, or
phase) of a radio frequency or light wave to transmit the information effectively through

the channel.

___________

|
|
|
|
Source ! ] I Channel ]
m Encryption Coding ]—)[ Modulation
Source Decryption Channel Demodulation
ecelver Decoding . vp Decoding

|
Figure 1.1: Role of cryptography in a communication system.
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Role of cryptography

Encryption is used for secret storage or transmission of the message from one end to an-

other such that any attacker or eavesdropper cannot understand the meaning of the message.



Only intended people can read /understand after using the reverse process called decryption.
So, encryption safeguards the personal security of millions of people and the national security
of countries around the world. After encryption, the ciphertext is transmitted by the sender
to the intended receiver over an insecure communication channel. At the receiver end, the
plaintext is recovered using the decryption algorithm. The algorithm used for performing
encryption and decryption is called the cryptosystem or cipher.

There are two types of cryptosystems given as follows:
1. Symmetric key cryptosystems (also called secret key cryptosystems).
2. Asymmetric key cryptosystems (also known as public key cryptosystems).

This thesis aims mostly on the area of type 1. For asymmetric key cryptosystems, refer

37, 50).

1.1 Symmetric key cryptosystems

Symmetric key encryption is important for secure communication and storage. In a sym-
metric key cryptosystem, the decryption key K, is either easily derivable from K. or the
same as the encryption key K.. But in most of the ciphers, both K, and K, are the same
key K [37]. So we consider both K, and Kj to be the same. Both sender and receiver share
the same secret key and the same symmetric key cipher before the communication starts.

Symmetric key cryptosystems are usually categorized into block cipher and stream cipher.

1.1.1 Block cipher

In block cipher, the input message M breaks into successive blocks, where each message
block is of a fixed length known as block size (typically containing 64-256 bits) and suitable
padding is used if the length of the last message block is less than the block size. Suppose the
message M = M;||Ms...||M,. Then the block cipher takes each message block M; one by
one along with the secret key and outputs a fixed-length ciphertext C; for 1 < i < mn. That is,



M is encrypted to C' = C4||Cy ... ||C,, where Cy = Ey(M,),Cy = Ex(Ms),...,C, = Ex(M,)
and further C' is transmitted across the channel to the receiver. At the receiver end, M is
recovered using the decryption algorithm as Dy(C;) = M; for 1 < i < n. The literature
on block cipher is extremely rich and one may refer to [37, 50] for more details. Advanced
Encryption Standard (AES) [38], DES [39], RC6 [44], SERPENT [4], TWOFISH [47], etc

are some of the popular block ciphers.

1.1.2 Stream cipher

An important class of encryption algorithms is Stream cipher. They are very simple block
ciphers having block length equal to one. Prior to the eSTREAM project, several well-
known stream ciphers, such as A5, E0, HELIX [18], FISH, RC4, SNOW [17], were in
use. The eSTREAM project [16], initiated by ECRYPT, spanned multiple years to dis-
cover and evaluate new and promising stream ciphers. The project solicited proposals for
new stream ciphers started in November 2004. These proposals were intended to satisfy
either a hardware-oriented or a software-oriented profile or both. With an announcement
of a portfolio of eight stream ciphers [16], four in each profile, the project ended in April
2008. The hardware-oriented cipher, F-FCSR-H v2, was eliminated from this portfolio in
September 2008. The other seven ciphers were Grain vl, HC-128, MICKEY 2.0, Rabbit,
Salsa20/12, SOSEMANUK, and Trivium.

In a stream cipher, if kq, ko,..., k; are the keystream bits generated from the key K
and my, ms, ..., m; are the message bits of message M, then the ciphertext bits ¢y, ¢, ..., ¢
are in general produced as ¢; = m; P k;, 1 < i < t, where t is the length of M in bits.
The classical example of stream cipher is the one-time pad in which keystream bits are
generated randomly and independently. It is proven by Shannon [48] that the one-time
pad is unconditionally secure against a ciphertext-only attack. A necessary condition for
a symmetric-key encryption scheme to be unconditionally secure is that the entropy of K
is greater or equal to the entropy of M [48]. So, to ensure unconditional security, the

length of the plaintext should be less than or equal to the length of the key, and that



makes key distribution and key management challenging. This motivates the design of
stream ciphers based on the keystream generated by a pseudorandom bit generator. While
pseudorandom bit generator-based stream ciphers are not unconditionally secure, their main
goal is to achieve computational security. A pseudorandom bit generator is a deterministic
algorithm that takes a smaller size random key K and produces a random-looking binary
sequence of a large period. So, the problem in designing stream cipher is to construct a
good pseudorandom bit generator. Fig. 1.2 illustrates the typical application of stream
cipher in communication. Feedback shift registers (FSRs) are often used in stream cipher

for pseudorandom bit generation that we discuss in detail in Chapter 2.

1
1
Sender : Receiver
|
1
Key Bit stream : Key Bit stream
(K) —>| Generation : (K) —3 Generation
algorithm I algorithm
1
1
Cryptographic 1 Cryptographic
1
1

Bit stream (k;) Bit stream (k;)

Y h 4

Plaintext —>€9—) Ciphertext —>€3—> Plaintext
(p)) (c}) (p))

/,

-
\_ Insecure
Channel

Figure 1.2: Stream Cipher

Stream ciphers are commonly classified as being synchronous or self-synchronizing. A
synchronous stream cipher is a finite state machine for which the keystream is generated
from a key, but independent of the plaintext message and the ciphertext. This dissertation

discusses only the synchronous stream ciphers.



1.2 Motivation

In stream ciphers, LFSRs are popularly used as one of the suitable primitives in the keystream
generators due to their simple structure, good statistical properties, and for low cost hardware
implementations. However, the bitstream generated by LFSRs has low linear complexity,
which makes them vulnerable due to the Berlekamp-Massey algorithm [35]. To overcome
such an attack, it is necessary that the bitstream must have high linear complexity. There
are several techniques available in the literature to generate bitstream with high linear com-
plexity. Nonlinear feedback shift registers, nonlinear combination generators, nonlinear filter
generators, and clock-controlled generators are some popular techniques [37].

The above mentioned generators use only bit-oriented finite state machine (FSM) and
all those bit-oriented pseudorandom number generators (PRNGs) do not take advantage
of the available modern word-based processors. Instead, the word-oriented primitives like
word-based LFSRs called MRMMs [5, 6, 54], lagged Fibonacci generators (LFGs) [14] and
Xorshift RNGs [7]) are preferred to take this advantage. Like LFSR, the major drawback
of MRMM is that it possesses low linear complexity. This motivates us to explore word-
oriented, processor-friendly FSRs with large period and linear complexity along with good

randomness properties.

1.3 Objectives of the Thesis

The main objective of this thesis is the design and analysis of several word-oriented pseudo-

random number generators.

1.4 Organisation of the Thesis

The rest of this thesis is organized as follows:
Chapter 2: This chapter discusses both bit-oriented and word-oriented FSRs. We in-

troduce a generalized form of the feedback function for word-oriented feedback shift registers



(WFSRs) along with some special cases. A necessary and sufficient condition for nonsingu-
lar WFSR is also provided. The linear WFSR called MRMM is discussed and some results
pertaining to the keystream generated by it are presented. We discuss two algorithms for
generation of efficient primitive MRMMs and perform a comparative analysis.

Chapter 3: In this chapter, the concept of both bit-oriented shrinking and self-shrinking
generators are introduced in the case of MRMMs. In both cases, the lower bound for the
period as well as for the linear complexity of the bitstream are shown to be exponential.
Further, we have investigated some results on the periodicity and statistical properties of
the bitstream in self-shrinking MRMMSs. This helps to find and prove the exact period of
the bitstream produced by the self-shrinking generators.

Chapter 4: Different word-based cascade systems along with their periods are studied
in this chapter. We present experimental results on the avalanche property on the states of
the cascade systems, also the statistical analysis of the generated keystream by these cascade
systems is discussed. Finally, we present a cryptanalytic attack on the cascade systems and
suggest its countermeasure.

Chapter 5: We extend the idea of bit-oriented alternating step generators and nonlinear
combination generators to the respective word-oriented generators in this chapter. Further,
we study their periodicity and linear complexity.

Chapter 6: In this chapter, we conclude the thesis with a summary of our work and

related open problems.



Chapter 2

Feedback shift registers

In the stream cipher design, feedback shift registers (FSRs, see [26, 32, 37, 50]) serve as
one of the important basic building blocks. Both linear feedback shift registers (LFSRs)
and nonlinear feedback shift registers (NLFSRs) [19, 26, 37, 46] are quite useful in the de-
sign of symmetric-key crypto algorithms, especially for stream cipher design. LFSRs have
a simple structure with an exponential period, good statistical properties, and also low cost
of hardware implementations. However, they have very low linear complexity, which can
be computed efficiently using the well-known Berlekamp-Massey algorithm [35]. Because of
this algorithm, it is possible to find the initial states of an LFSR of order n along with the
feedback polynomial from any 2n consecutive output bits. To overcome this attack, it is
necessary that the bitstream must have high linear complexity. The linear complexity of
a bitstream is defined as the shortest length LFSR which reproduces the given bitstream.
There are several techniques available in the literature to generate bitstream with high linear
complexity. Nonlinear feedback shift registers, nonlinear combination generators, nonlinear
filter generators, and clock-controlled generators are some well-known techniques [37]. In
nonlinear combination generators and nonlinear filter generators, the component LFSRs are
clocked regularly and the nonlinearity is introduced by a nonlinear boolean function. How-

ever, in a clock-controlled generator [15, 36], nonlinearity is introduced into the keystream

by controlling the output of one LFSR by the other LFSR/LFSRs. In [37, Section 6.3.3], two



clock-controlled generators i.e., the alternating step generator [27] and the shrinking gener-
ator [15] are described. The alternating step generator was introduced by C.G. Gunther,
where three LFSRs are used for keystream generation and the output bit of the first LFSR
controls the clocking of the other two LFSRs.

On the other hand, two LFSRs are used in the case of the shrinking generator [15]
proposed by Coppersmith, Krawczyk, and Mansour. In this generator, both the LFSRs
are always clocked together. As the name suggests, the bits are produced by shrinking the
output sequence of one LF'SR under the control of the second LFSR. The output bit of the
second LFSR is selected as a keystream bit if the control bit (i.e., the output bit of the first
LFSR) is 1, otherwise, it is discarded. Another generator used for achieving the high linear
complexity is the self-shrinking generator [36] proposed by Meier and Staffelbach. Here only
one LFSR is used for the keystream generation. For k = 0,1,. .., if the (2k + 1) output bit
of the LFSR is 1, then the (2k +2)™ output bit is added to the keystream bit, otherwise the
(2k + 2)™ bit is discarded. In [36], it is shown that the shrinking generator can be realized
as a self-shrinking generator and vice versa.

The above mentioned generators use only bit-oriented finite state machine (FSM). If the
order of the FSM is n, then it needs n shifting and some operations for feedback value com-
putation in each cycle. Note that in the case of processors, the cost for shifting 1-bit is the
same as that of shifting an m-bit word, where m is the bit size of the machine processor.
In most modern computer systems, m is 16 or 32, or 64. So the bit-oriented pseudorandom
number generators (PRNGs) like LESR, shrinking generators and others do not take advan-
tage of the available modern word-based processors. Instead, the word-oriented primitives
like word-based LFSRs called MRMMs [5, 6, 43, 51, 54], lagged Fibonacci generators (LFGs)
[14] and Xorshift RNGs [7]) are preferred to take this advantage.

The bit or word sequences generated by these FSMs have a large period which is expo-
nential in terms of its order n and word size m. It has also very good statistical properties
except for low linear complexity. Thus, in order to increase the linear complexity of the bit

sequences generated by word-based FSMs, similar kind of methods can be used as in the



case of bit-oriented LFSRs. In this dissertation, we have extended some of those ideas of
the bit-oriented generator to the respective word-oriented generator. Then we investigate
the period and linear complexity of those generators along with their randomness properties.
The word-oriented shrinking generators and word-oriented cascade systems are discussed in
Chapter 3 and Chapter 4, respectively. In Chapter 5, we cover word-oriented alternate step
generators and nonlinear combination generators.

Now we introduce some notations, definitions, and results concerning primitive LFSRs

and MRMMs.

2.1 Preliminaries

Since we study properties of bitstream generated by several pseudorandom bit generators,
our base field is the binary field, i.e., Galois field of two elements denoted by Fo= {0, 1}.
Denote by F5* the m-dimensional vector space over Fy. The symbol @ denotes the addition
in Fy and the symbol + is the addition in the residue class ring Z/2™Z. The set of all m x m
matrices with entries in Fy is denoted by M,,(Fy) and GL,,(F2) represents the set of all
m X m invertible matrices in M,,(Fs). The m x m identity matrix is denoted by I,,,. For any
matrix C' € M,,(Fs), det(C) denotes its determinant. Since two finite dimensional vector
spaces Fom and F3" are isomorphic [40], the element of Fym may be thought of as a column
vector of size m over Fy and hence, for any s € Fom and C' € M,,(Fs) the matrix-vector
multiplication C's is a well-defined element of F7'. We use bold letter variable if it belongs
to Fom i.e., @ € Fom, whereas the normal letter x as a bit i.e., x € [Fs.

We denote by MP,, [z, ..., Tu_1] = Myu(Fo)|xo, ..., 20 1]/ (> D o, ..., Ty1® D Trv),
the set of all multivariate polynomial F(.) in n variables x, ..., x, 1 with coefficients in
M, (Fs) such that F(0,...,0) = 0 and each x; € Fom. If F € MP,,[x,...,x,_1], then it

can be expressed as follows.

F(x,...,xn1) = Y Cr] [ (2.1)
)

IEP(N) kel

10



where P(N) denotes the power set of N = {0,...,n—1} and C; € M,,(Fs). For example, if
N ={0,1,2} then the general expression of F(xy, 1, ;) = Coxo+ Crx1 + Coxa + Co1xox; +
Coaoxy + Crawi @y + Coraoxi . In Eq. (2.1), X = [] @ is computed first, which returns
an m-bit number and then C; X is calculated using nﬁzq:rix—vector multiplication. Here the
product ] can be either field multiplication or modular integer multiplication * or bitwise
AND operation &. Similarly, the sum ) is either modular integer addition + or bitwise
XOR operation @. As field multiplication is an expensive operation compared to the other
two, so we only focus on the other two multiplication operations * and &. The algebraic

degree of F' denoted as deg(F) can be defined as max{|I| : C; # 0}, where |I| denotes the

size of I.

2.2 Word-oriented FSR

An n-stage word-oriented FSR (WFSR) is an FSR where each stage stores a word of
size m-bits. A state of a WFSR is a vector (xo,...,®, 1), where x; indicates the con-
tent of stage i. Let Sp = (sg,S1,...,8,-1) be the initial states of WFSR and Suppose
F e MP,,[xo,...,x,_1] is the feedback function for WFSR. At every clock pulse, there is a
transition from the state S; = (S¢,S¢41,- -+, St4n_1) to the state S;11 = (Si11,St425 -+ St4n)
for integer ¢ > 0, where s, ., = F/(S;). After consecutive clock pulses, the WFSR outputs a
word sequence [s] = {sg,S1,...,8p,...}. The sequence [s] is ultimately periodic if there are
integers r,ng with r > 1 and ny > 0 such that s;;, = s; for all j > ngy. If ng = 0, then
s] is said to be periodic and in such case, the least positive integer r is called the period of
the sequence [s]. A WFSR is called a linear WFSR if its feedback function F' is linear i.e.,
deg(F') = 1 and a nonlinear WFSR otherwise.

Before discussing WFSR further, we would like to present three WFSRs through the

following example.

Example 2.2.1. Consider a three-stage WFSR with word size 2 called WFSR;. The feed-
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back functions of WFSR; is Fi(xg, 1, x2) = Coxg + Craxixe where Cy = and
0 1
1 0
Cp = . Here modular integer addition and modular integer multiplication are
01

used in the feedback value computation. Using the feedback function, one can compute
the next state of a given state. All possible states for a WFSR of length 3 with word size
2 are 43 states. Fig. 2.1 shows a part of the state diagram of WFSR, with initial state
(1,2,3). For abuse of notation, we use 123 for the state (1,2,3). Here each number is con-
verted to a vector and vice-versa during the feedback value calculation. For this example,
0=1[0,0]*,1=10,1]",2 = [1,0]* and 3 = [1,1]". Tt is easy to verify that the next state of 123
is 231 as F(1,2,3) = 1. In this case, the state 231 is called the successor of 123, and 123 is
called the predecessor of 231. Consider WFSRj5, another three-stage WFSR with word size
2 with feedback function Fy(xo, 1, €z) = Coxy + Craxox; 2 where the matrix coefficients Cy
and Cy are same as in WFSR;. Fig. 2.2 shows part of the state diagram of WFSR, with
the same initial state 123. Suppose WFSRj is a three-stage WFSR with word size 2 having
feedback function F3(xg, @1, 2) = Coxo + Cra2(x1&xy). The feedback function is the same
as in WFSR; except the operation & is used in place of *. Fig. 2.3 shows part of the state
diagram of WFSRj3 with the same initial state 123.

v |

123 -5 231 - 311 - 112 > 121 =211 = 113 = 132 —» 321 = 213 = 131 = 312

Figure 2.1: The part of state diagrams of WFSR; with initial state 123

v |

123 = 233 = 330—>301 —- 011 - 110 = 103 =033 = 330

Figure 2.2: The part of state diagrams of WFSR, with initial state 123

Unlike to WFSR; and WFSR3, distinct vectors do not have distinct successors in WESR,.

The states 233 and 330 of WFSR, have common successors 301 i.e., 301 does not have unique
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123 - 231 = 313 =132 = 321 - 211 = 113 = 130 = 303 — 031 = 311 —- 112

Figure 2.3: The part of state diagrams of WFSR3 with initial state 123

predecessors. A WFSR (or its feedback function) is called nonsingular if each state has a
unique predecessor i.e., its state diagram consists of disjoint cycles. In the case of bit-oriented
FSR, it is shown in [26] that the FSR is nonsingular if and only if its feedback function is of
type

flzo, 1, ..o Tp1) = 20 B g(1, T2, . .., Tp_1) (2.2)

where the function ¢(.) does not depend on the variable zy. Is there any necessary and
sufficient condition for WEFSR to be nonsingular? It is easy to show that the WFSR is
nonsingular if its feedback function is of the form as in Eq. (2.2). There are other WFSRs
whose feedback functions are in different forms as WFSR, of Example 2.2.1. In the following,

we provide a necessary and sufficient condition for which WFSR is nonsingular.

Theorem 2.2.2. An n-stage WFSR is nonsingular if and only if its feedback function F €
MP o, ..., x, 1] can be represented as

F(xy, ..., @ 1) = folxo) © fi(@,..., 2 1) (2.3)

where fy is a bijective function and fi is an arbitrary function from Fiy.' — Fom. The

operation © 1is either + or @.

Proof. Suppose WFSR is nonsingular, then distinct vectors have distinct successors. If the
feedback function F' does not contain any xy term, then it is easy to get two distinct vectors
having a common successor. Thus, the expression of F must contains x, term therefore,
F(xo,...,x,—1) can be expressed as fo(xg) © xofolx,...,Xn—1) © fi(x,...,T,_1) Where
fo(xy) contains all terms of @, and both the functions f; and f; are independent of .
Also fy does not have any constant term as all the xy are in fy and hence f5(0,...,0) = 0.
If fy is not bijective, then there exists x, ¢y, such that F(x,0,...,0) = F(x;,0,...,0),

! 1 ’ 1" . .
where x, # x,. Thus (x,,0,...,0) and (x,,0,...,0) have common successor. This is a
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contradiction and hence fy is bijective. Next, to prove that fo = 0, suppose f; has some
nonzero terms, then fo(xy,...,x,_1) must contain a term of x; for k£ # 0. In this case,
F(0,2,...,2) = F(2™1,2,...,2). This is not possible as WFSR is nonsingular and therefore
fo(x1, ..., x,_1) = 0. This proves the necessary part.

To prove WFSR is nonsingular, we need to show that distinct vectors have distinct suc-
cessors. If the two vectors (g, 1, ..., ,—1) and (Yy, Yy, - - -, Y,,_;) differ in any component
other than the first, then their successors (&, @, ..., ®,) and (y;, Y, ..., y,) are still dis-
tinct. Thus, WFSR is nonsingular if and only if (xy, @1,...,2,-1) and (yy, @1, .., Tp_1)
have distinct successors for &y # y,. Suppose WFSR is singular, then there exists xy # y,
such that f(xo, x1,..., T0-1) = f(Yp: Y1,---, Y,_1)- This implies that fo(xo) = fo(y,) for
xo # Y, This is a contradiction as fy is bijective. This completes the proof.

O

Corollary 2.2.3. Bit-oriented FSRs are nonsingular if and only if the feedback function

flxo,x1,. ., Tpo1) = 2o @B g(T1, T2, .., Ty_1).

Proof. In the case of bit-oriented FSR, m = 1. Thus, there are two bijective functions from

Fy — F5. In both cases, the feedback function f is expressed in the desired form. [

Note that if deg(F') = 1, then the feedback function F' in Eq. (2.1) satisfies the criteria

of Theorem 2.2.2 and so the feedback function is always nonsingular.

2.3 Some special cases of WFSR

In this section, we discuss some well-known FSRs as the special case of WFSR by putting

different restrictions in Eq. (2.1).

2.3.1 Bit-oriented FSRs

The WFSR becomes a bit-oriented FSR when m = 1. In this case, the m x m matrix
coefficient Cy, of Eq. (2.1) becomes a scalar ¢, € Fy. If deg(F') = 1, then F(xg,...,2,-1) =
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n—1

Q_Bckxk. This expression is the feedback function of well known FSR called LFSR [26] and
Iggg theory of LFSRs is well-developed. If the feedback polynomial of LFSR is primitive,
then it generates maximal periodic bitstreams for any nonzero initialization of the LFSR
state and these bitstreams satisfy most of the statistical properties.

If deg(F) > 1 then bit-oriented FSR becomes NLFSR. There is no efficient way to
find a feedback function such that its corresponding NFSR can generate bitstream with
guaranteed large periods. Also, it is hard to determine the periods of NFSR sequences for a
given feedback function. However, Golomb [26] proved a necessary and sufficient condition
for all the sequences produced by an NFSR to be periodic is that its feedback function is
nonsingular. The maximum period that can be achieved by an n-stage NFSR is 2" and in

this case, it is known as de Bruijn sequences. Unlike LFSRs, the theory of NFSRs is not

well-investigated due to its complexity.

2.3.2 MRMM

If deg(F) = 1, word size m > 1 and @ is used in place of ®, then the feedback function
as expressed in Eq. (2.1) becomes F(xg,..., &, 1) = ne_}lC’ka:k where Cy,C1,...,C,h_1 €
M,,,(Fy). This is the general expression for the feedback fﬁ;(zztion of MRMM [40, 41, 42]. For
a periodic word sequence [s], it is always possible to have a relation called linear recurring

relation (LRR) among the elements as

n—1
Sisn = » CiSipr 120, (2.4)
k=0

The Eq. (2.4) for [s] can be mapped to an MRMM of order n over Fom which we denote as
MRMM(m,n). The sequence [s] is referred to as the sequence generated by the MRMM (m, n)
and the polynomial associated with Eq. (2.4) denoted as M (z) = I,,2" — Cp,_12™ ' — -+ —
Cix — Cp with matrix coeflicients is called the matriz polynomial of the MRMM(m, n). The

determinant of the matrix polynomial i.e., |M ()] is a polynomial of degree mn over Fy and

it is known as the characteristic polynomial of the MRMM. Again, for a matrix polynomial
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m
Sh-1 cer | S | Sy />

Figure 2.4: The n'* order MRMM over Fom

M(z) € M,,(F9)[z], it is always possible to associate an (m,n)-block companion matrix

T € M, (IF2) of the following form

0 0 0 G
I, 0 0
T= , (2.5)
0 ... I, 0 Ch
0 ... 0 I, Co,

where [, denotes the m x m identity matrix over Fy, while O indicates the zero matrix in
M,,(Fs). It is easy to see that the characteristic polynomial of T = |T' — x| is the same as
the characteristic polynomial of the MRMM.

Note that (1,7n)-block companion matrix is the same as the transition matrix of the

polynomial f(z) = 2" + ¢, 12" + ... + 1z + ¢y € TFylz] and we denote the transition
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matrix as

0 0 0 o
1 0 0 ¢
A= , (2.6)
0 ... 1 0 cpo
0O ... 01 ¢,

The following proposition [22, Proposition 4.2] gives some basic facts about the MRMMs.

Proposition 2.3.1. For the sequence [s] generated by the MRMM of order n over Fym, we

have
(i) [s] is ultimately periodic and its period is no more than ¢™" — 1;

(ii) if Cy is nonsingular, then [s] is periodic. Conversely, if [s] is periodic whenever the initial

state is of the form (b,0,...,0), where b € F,m with b # 0, then Cj is nonsingular.

An MRMM(m,n) is called primitive if, for any choice of the nonzero initial state, the
sequence generated by that MRMM is periodic with period 2" — 1. It is shown in [5] that if
the MRMM(m, n) is primitive if and only if the determinant of the matrix polynomial M (x)
of MRMM(m,n) is a primitive polynomial of degree mn over Fs.

In Eq. (2.4), it is clear that to produce m-bit word, the MRMM needs n state shifting
operations along with a feedback value computation. Here, in the case of feedback value
calculation, it needs several matrix-vector multiplications and XOR operations. In general,
the computational complexity for matrix-vector multiplication of order m is O(m?). How-
ever, the matrices used in the search algorithm [54] and the construction algorithm [5] are
of special kind of matrices for the generation of primitive MRMMs. Here the matrix-vector
multiplication complexity is O(m). Therefore, both the search algorithm and the construc-
tion algorithm produce efficient primitive MRMMs. The search algorithm for the primitive

MRMM, first constructs the matrix polynomial of order n, where each coefficient is an m xm
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matrix. Then checks the primitiveness of the characteristic polynomial g(z) which is the de-
terminant of the constructed matrix polynomial. But in the construction algorithm for the
primitive MRMM, it first finds a primitive polynomial g(z) of degree mn and then using
n" order Horner’s form, it constructs the (m, n)-block companion matrix 7" as given in Eq.

(2.5). Then from T', the matrix coefficients C}, are derived.

Let the word sequence [s] be generated by a primitive MRMM(m,n). For j = 1,2,...,m,
consider [s0)] = {s§, s ... } be the bit sequence, where s is the j* least significant

bit (Isb) of m-bit word si. Then, s; = (s (m),. s,(f ), (1) ) € F' for K =0,1,..., and each

s € Fy. Now, we have the following result due to Niederreiter [40, Lemma-1].

Lemma 2.3.2. Let [s] be an arbitrary recursive vector sequence with the characteristic
polynomial g(z) € Fy[z| of degree mn and each vector is m-bit wide. Then, the bit sequence
[s(j)] for 1 < j < m will be a linear recurring sequence in Fy with the same characteristic
polynomial g(x). So if g(z) is primitive, then the word sequence [s] and each bit sequence

[s)] attain the maximal period i.e., (2" — 1).

Remarks 2.3.3. Note that in the case of a primitive MRMM(m, n), each bit sequence [sV/)]

2™ — 1) and is a circular shifted version of any other bit sequence [s*)] for

has period (
1<, k<m.
The following corollary trivially follows from Lemma 2.3.2 and gives the component-wise

linear complexity of the sequences generated by primitive MRMM.

Corollary 2.3.4. Let

Si:<8(m)7"'7851)>G]FmZIFQm i:0717"'7

(2

be a sequence of words generated by a primitive MRMM of order n over Fom. Then for each
1 < j < m, the linear complexity of the j* coordinate sequence [s)] = {50 ,31 ,..., } over

Fy is mn.
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2.3.3 LFG

If deg(F) = 1, word size m > 1 and + is used in place of ®, then F(xo,...,®,_1) =
Coxg + Cry + ... + Cpqx, . If all Cy € {I,,,0}, then F(xo,...,x, 1) is the general
expression of the feedback function of an additive LFG. If f(z) = 2" —c, 12" '—...—c1z—¢p
is the corresponding characteristic primitive polynomial of LFG, then it is proved by R. P.
Brent [10] that the period of the recurrence relation is 2™~1(2" — 1) for all m > 1 if and
only if f(z)* + f(—x)* # 2f(2*) (modulo 8) and f(z)? + f(—z)* # 2(—1)"f(—=z?) (modulo
8). Using matrix theory, George Marsaglia et al. [34] also have shown, for the transition
matrix A corresponding to the characteristic primitive polynomial, the recurrence relation

has the maximal period (2" — 1)2™~! for all m > 1 for every initial state with at least one

odd number if and only the order of A satisfies the following
e order 7 = 2" — 1 in the group of nonsingular matrices for mod 2,
o order 2j for mod 22,
o order 45 for mod 23.

When an LFG has a maximal period, it is known as a primitive LFG. In [14], it is shown that
an n'" order LFG can be visualized as a scrambler of m binary LFSRs. In this case, each
LFSR is of length n with the same feedback function, and for k = 1,2, ..., m; the k" LFSR
corresponds to the k' least significant bit (Isb) of each of the m-bit state of the LFG. Except
1% 1sb LFSR, all other (m —1) LFSRs run in scrambler mode, i.e., feedback value is modified
by an external bit value. In fact, the i*" carry bit of feedback value of k** LFSR affects the
feedback bit value of (i + k)" LFSR, for k = 1,2,...,(m —1). The jumping concept in LFG
is also introduced in [14]. It has been known that in the case of LFSR and o-LFSR a jump
always exists if the characteristic polynomial is primitive. However, the primitivity of the
characteristic polynomial is not sufficient for an LFG to have a jump. An LFG may jump in
the same cycle or jump across different cycles depending on the characteristic polynomial.
Moreover, the period of the jump LFG and the hyper jump LFG is the same as that of the
LFG. It is proved that an LFG jumps across the same cycle if and only if the associated

19



characteristic polynomial is primitive and of the form x™ — x — 1, otherwise it will have a

hyper jump.

2.4 Algorithms for efficient primitive MRMM

For a general m x m matrix, the number of multiplication in the matrix-vector multiplication
is O(m?). However, there are special sets of matrices for which matrix-vector multiplication
needs O(m) operations. We say MRMM is efficient if its feedback calculation takes O(m) op-
erations for matrix-vector multiplication. First, we discuss the search algorithm for efficient

MRMM.

2.4.1 Search algorithm

The primitive MRMMs generated by the search algorithm [54, Algorithm 1] proposed by
Zeng et al. have a very efficient and fast software implementation. These MRMMs use
some special linear transformation, especially the word-based operations provided by modern
processors. The list of those operations is left (right) shift operation, combination of left

shift, right operations, circular rotation, AND, OR, and XOR.

1. Left shift operation L and right shift operation R.
For ¢ = (xq, ..., %m,_1), the left shift operator L is defined as L(x) = (x1,...,%y_1,0)
and the right shift operator R is defined as R(x) = (0,,...,Zm—2). The matrix

20



representation of the operator L is as follows

0 1 0 0
L=1o00.---10
00 ---0 1
00 --- 00

mXxm

00 -~ 00
10 - 00
R=L"=]| ¢ 0 0
00 - 10

mxXm

2. Combination of left shift and right shift operation | |_,.
For given positive integers 0 < s,t < m, the operator | |,, = Ly+R; , i.e., it isan mxm

matrix having all entries are 1 in s upper sub-diagonal and #*" lower sub-diagonal.
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For example

m—2,1 o

mxXm

It is shown [54, Lemma 1] that | |, is invertible if and only if (s +1) | m.

. Circular rotation operation o and f.

The right circular rotation o is defined as

o(x) =o(xo, 21,y Tm—1) = (Tm-1,T0, T1, ..., Tm_2). The matrix representation of o is

as follows

mxXm

Similarly, the left circular rotation f is defined as the transpose of o , i.e., f(z) =
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B(xo, @1,y Tne1) = (T1, .o, Tm—1, To) and the matrix form of 3 is

010 ---0

0 01 0
ﬁ:o‘T:

0 00 1

1 00 0

mxXm

Note that o = fo = I,,.

4. AND operation A,.
m—1
Let {a;}7," be the basis for Fom, then each v € Fom can be expressed as v = Z cia,
i=0

where ¢; € Fy. Then, for each = = (29, 21, ..., Tp—1) € Fom, A, is defined as A, (z) =
m—1

Z c;0;;. The matrix representation of A, is given below.

i=0

o 0 0 0
0 ¢ 0 0
Ay=1 10 o0 0 0
0 0 --- 0 ¢

mXxXm

Using above four operators, two sets W and V' are defined for the search algorithm [54] as

follows.
W ={A, L/ R" U, | v € Fom, y# 0 or 27 — 1,0 < j, k,s,t < m}

V={c" Uy | —m<k<m0<st<m,(s+t)|m}
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Note that the elements of the set V' are invertible. It is clear that the primitive MRMMs
with coefficients from V' and W are suitable for fast software implementation. The steps of

the search algorithm [54] is given in Algorithm 1.

Algorithm 1 : Search algorithm for primitive MRMM

Input: Order of the MRMM n and the word size m
Output: An efficient primitive MRMM of order n over Fm.
1: Randomly choose the coefficients of matrix polynomial M(z) = I,,X" + C,_1 X" +
-+ C1 X + Cy having Cy € V and C,Cy, ..., C,y € VW,
2: Compute the determinant g(z) = |M(x)|, which will be a polynomial of degree mn over
]FQ.
3: If g(x) is primitive, then M (x) will generate a primitive MRMM, otherwise go to Step 1

Both software and hardware implementations of the MRMMs obtained through the search
algorithm are quite efficient. Yet for larger values of m and n, the search algorithm becomes
sluggish to produce primitive MRMM as it takes large number of attempts due to exponential
increase in search space size. In the following section, we have computed the exhaustive
search space of the search algorithm.

In order to compute the complexity of the search space of Algorithm 1, the number of
elements in both the sets V' and W need to be calculated. The size of W is first derived in

the following proposition.
Proposition 2.4.1. The size of the set W is (2™ + m? — 3).
Proof. Since the operators A, L’ R*, U are different for all values of v € Fom, 7 # 0,2™ —1

and 0 < j,k,s,t <m. So, the size of W is

W[ = A+ L]+ RY + | Uy |
= 2"=2)+(m—1)+(m—1)+(m—1)>

— (2" +m?-3). (2.7)

To compute the size of V, it is necessary to find the number of invertible o* for 0 < k < m
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and U&t for 0 < s,t < m. Since 0™ = I,,,, " is invertible for all 0 < & < m. The following

lemma tells the relation between the linear transformation | |, , and o.
Lemma 2.4.2. For 0 <k <m, oc* =[], ,.

Proof. The proof is obvious as

k
0 0 01
10 0 0
=101 ... 0 0 :Lk+Rm_k:|_|km,k
0 0 10
mxXm

O

Because of the above results, it is easy to see that V' C W. Again, to compute |V, i.e.,
the size of V/, it is sufficient to compute the number invertible |_|57t for 0 < s,t <m. It is
proved in [54, Lemma 1] that [ |,, is invertible if and only if (s + ¢) [ m. Therefore to find
|V], it is required to count the number of distinct pairs (s,t) for which (s +¢) | m. The

following lemma computes this number.

Lemma 2.4.3. If the set of all distinct factors (> 1) of m is {d;, da, ..., dy}, then the number
of distinct pairs (s, ) such that 0 < s,¢ < m and (s + t)|m is Yp_,(d; — 1).

Proof. For each factor, Table 2.1 tells the number of distinct pairs (s, t) such that (s+t)|m.
So, the total number of such pairs (s, ) is ((dy—1)+(da—1)+. . .4+ (de—1)) = S5 (d;—1).
This proves the lemma. O

Corollary 2.4.4. If m is prime, then the number of distinct pairs (s, ) such that 0 < s,t < m
and (s +t)|mis (m —1).
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Factor of m All possible pairs (s, t) Number of pairs
dl <17d1_1)7(27d1_2)7"'7(d1_171) (dl_l)
do (1,dy — 1),(2,dy — 2),...,(dy — 1,1) (dy — 1)
dy (17dk_1)7(27dk_2)77(dk_17]-) (dk_1>

Table 2.1: Distinct pairs (s,t) such that (s +t)|m

Proof. The only divisor greater than 1 is m itself. So, the required number of distinct pairs

is (m —1). N

Corollary 2.4.5. If m = 2%, then the number of distinct pairs (s,t) such that 0 < s, <m
and (s +t)|m is (28! — k — 2).

Proof. Since m = 2* the set of possible factors (> 1) of m are {2,22,23 ... 2F}. So, the
total number of such pairs (s,t) is (14+3+7+...+28—1) = 35 (21 —1) = (21 —k—2). O

Proposition 2.4.6. If m = 2% then |V| is (2m — logam — 2).
Proof. Using Corollary 2.4.5, it is clear that |[V| = (2*! — k — 2) = 2m — logym — 2. O

Since in most of the operating system, the word size is of the form 2¥, now onwards we
have considered m = 2* for some positive integer k. Let [,, X"+ C,_ 1 X" ' .-+ C1 X + O
be the primitive o-polynomial generated by the search Algorithm 1. Then, Cy € V and
C1,Cy,...,Chqy € VW = W. So, the size of the search space is |V ||W|*~1. Thus, by the
Proposition 2.4.1 and 2.4.6, (2m — logam — 2)(2™ +m? — 3)"~! is the exhaustive search space

size.

2.4.2 Construction of efficient primitive MRMM

A search algorithm [54, Algorithm 1] for generating efficient primitive MRMM was proposed
by Zeng et al.. Their algorithm first constructs the matrix polynomial by choosing some

matrices randomly from a specific set. Then test the primitivity of a polynomial obtained by
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computing the determinant of a matrix polynomial. The idea behind the search algorithm
is, it first constructs efficient MRMM and then checks for its primitiveness. Can the reverse
method is possible i.e., from a given primitive polynomial, can an efficient MRMM be con-
structed? Yes, it is possible, An algorithm called the construction algorithm for primitive
MRMM is given for the same [5]. For this, the notion of generalized Horner’s form corre-
sponding to a given polynomial is defined. We then construct an efficient primitive MRMM
by using it.

d
Definition 2.4.7. Let f(X) = Z a; X" be a polynomial of degree d over F,. For any given

=0
positive integer n < d, we can find integers m and r such that d = mn +r, where 0 < r < n.

We express f(X) in the following form

fX)=fo+ X" (i+ X" (fat -+ X" (frr + X i) - ++)), (2.8)
where,
(i+1)n—1 d
filX) = Z ap X" for i =0,1,...,(m—1) and f,(X)= Z apX
k=in k=mn

The representation of f(X) in Eq. (2.8) is referred to as n-Horner’s form ! of f(X).

Example 2.4.8. Consider the polynomial f(X) = 14+ X2+ X5+ X"+ X104 X114 X12 € Fy[X]
of degree 12. Here d = 12. For n = 3, we have m = 4 and r = 0. Then 3-Horner’s form of
f(X) is given by

FX) = fot+ XP(fu + X3(fa+ XP(f5 + X2 ),

where fo(X) = (1 + X2), fi(X) = X2, fo(X) = X, f3(X) = (X + X?) and f4(X) = 1.

Corresponding to the n-Horner’s form of a given polynomial of degree mn over Fy, we

can associate an m x m matrix as defined below. This matrix would play a crucial role

'The 1-Horner’s form is indeed the usual Horner’s form of a polynomial used for computing the polyno-
mial value with less number of multiplications.
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in the construction of an efficient multiple-recursive matrix method of order n over Fom for

generating pseudorandom vectors.

Definition 2.4.9. Let m and n be positive integers and let f(X) = Z a; X" be polynomial
i=0
of degree mn over Fy. The m X m matrix

X 0 0 0 Jo
1 X" 0 0 fi
0 1 Xn 0 f2
: (2.9)
o 0 0 --- X" fins
0 0 0 - 1 foid fuX"

corresponding to the n-Horner’s form Eq. (2.8) of f(X) is referred to as n-Horner’s matrix

of f(X) and denoted as H,,(n, f).
For each 7 = 0,1,...,n—1, let C} denotes the m x m matrix whose entries are coefficients
of X7 in the matrix H,,(n, f). It is easy to see that the matrix H,,(n, f) can be written as

Hm(n, f) = Ian + C’n,lX"’1 + -+ ClX + Co, (210)

provided f is monic, that is, f,, = 1. It is clear from Eq. (2.10) that we can associate a

multiple-recursive matrix method of order n over Fom corresponding to this m xm matrices
OOa 017 ) On—l-

It is interesting to note that the matrix C for 1 < j < n — 1 has the following form
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000 -0 a
0000 -+ 0 any

‘. 0000 -+ 0 gy o)
000 -+ 0 Gz
0000 -+ 0 a1y

whose first (m — 1) columns are zero. Moreover, the matrix Cy has the following form

000 --0 a
100 -0 a,
010 - 0 a
Co = . (2.12)
000 - 0 Gumom
000 -+ 1 a1y

It is due to this special structure of these matrices that we are able to construct an efficient
multiple-recursive matrix method. In Section 2.4.3, we shall see in greater detail why such
construction is fast and efficient.

The following lemma gives the determinant of the matrix H,,(n, f) and will be used in

the sequel.

Lemma 2.4.10. Let H,,(n, f) be n-Horner’s matrix corresponding to the polynomial f(X)
of degree mn over Fy as defined in Eq. (2.9). Then det (H,,(n, f)) is equal to f(X).

Proof. Add X™ times the n'™ row to the (n — 1)™ row of the matrix H,,(n, f). This will
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remove the X™ in the (n — 1)™ row and it will not alter the determinant. Next, add X"
times the new (n — 1)™ row to the (n — 2)™ row. Continue successively until all of the X™'s

on the main diagonal has been removed. The result is the matrix

000 - 0 fo+r X" (A+X"(fot - +X"(fru1+X"f)--))
100 --- 0 H+X"(fot + X" (frr + X))
010 -0 fot o+ X" (frno1 + X" fin)

000 -0 fn—2 + X" (frno1 + X" f1n)

000 - 1 -1+ X"

which has the same determinant as H,,(n, f). We can clean up the last column by adding

to it appropriate multiples of the other columns so as to obtain

00 0 0 f(X)

1 00 0 O

010 0 O
det (H,,(n, f)) = det

000 - 0 O

00 0 - 1 0

Finally, we can slide the last column to the first by successive column interchanges. We need
(m — 1) interchanges, and so the determinant changes by (—1)™~Y. Further, if we pull out
the negative sign in each of the rows in all except the first row, then the determinant gets

multiplied by (—1)(™~1. It follows that the determinant of H,,(n, f) is (—1)2("~Y times the
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determinant of the diagonal matrix diag (f(X),1,...,1) and this proves the lemma. O

We can construct an efficient MRMM regardless of whether it’s reducible, irreducible,
or primitive. However, in view of cryptographic applications, we shall focus only on the
construction of efficient primitive MRMM.

It is clear that an MRMM Eq. (2.4) is primitive if the characteristic polynomial det (M (X))
of its transition matrix 7" is primitive of degree mn over Fy. We shall denote by MRMMP (m, n),
the set of all those block companion matrices in MRMM (m, n) whose characteristic polyno-
mial is primitive and by P(d), the set of primitive polynomials in Fo[X] of degree d. Then

the characteristic map
U My (Fy) — Fy[X]  defined by W(7') := det(X L, — T),
if restricted to the set MRMMP(m, n) yields the following map
Up: MRMMP(m,n) — P(mn).

By using the structure of Horner’s matrix, we prove the surjectivity of the map Wp in the
following theorem. The proof of this theorem would enable us a way to construct efficient

primitive MRMM.

Theorem 2.4.11. The map ¥Yp : MRMMP(m,n) — P(mn) is surjective.

Proof. Let f(X) = ZaiXi € P(mn). Clearly, f is a monic polynomial i.e. @G, = 1.
=0

Therefore, as in Eq. (2.10), the n-Horner’s matrix H,,(n, f) of f(X) can be expressed in the

following form

Hy(n, f) =L X" +Cp 1 X" -+ C1 X + Oy, (2.13)

where C; denotes the m x m matrix whose entries are coefficients of X* in the Horner’s

matrix H,,(n, f). Let T denote the block companion matrix corresponding to the matrix
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polynomial Eq. (2.13). Then by Lemma 2.4.10, it follows that

Up(T) = det(X I — T) = det (Hou(n, f)) = [(X),

as desired. O

Now we present an algorithm to find an efficient primitive MRMM of order n over Fom.
In view of the proof of Theorem 2.4.11, we shall begin by first finding a primitive polynomial
f(X) of degree mn over 5 so as to obtain a primitive MRMM of order n over Fom.

It may be remarked that for checking the primitivity of a polynomial of degree mn over
[F,, one needs to know the distinct prime factors of ¢™" — 1 beforehand. The computational
complexity of finding distinct prime factors of ¢"" — 1 is very large. In fact, the factors of
q"™" — 1 can not be computed in polynomial time in general. However, for smaller values of
¢ (note that in most applications ¢ = 2), many thanks to the Cunningham project [11, 52],
the factorization of 2™ — 1 is known for reasonable values of mn that are needed in most
of the practical applications. Our algorithm is based on the assumption that the distinct
prime factors of 2" — 1 are already known. The sequential steps of the algorithm [5] are
described as follows.

In Step 2 of the algorithm, one may use Ben-Or’s algorithm [2, 20] for the irreducibility
test, which is quite efficient in practice. It is pointed out in [20] that by using fast mul-
tiplication [12], O(m?n?log mn loglog mnlogmn) is the worst case complexity of Ben-Or’s
algorithm. As noted in [21, Section 1], in polynomial basis representation of Fomn over Fy,
the exponentiation can be done with O(m?n?log mnloglogmn) operations in Fy, with fast
multiplication and repeated squaring. Thus the cost of Step 3 is O(km?*n? log mn loglogmn).
Let « denote the probability that a given random monic polynomial of degree mn is prim-
itive. Since the number of primitive polynomials of degree mn over Fy is ¢(2™" — 1)/mn,
where ¢ is Euler’s totient function. The value of « is given by ¢(2™" —1)/(mn2™"). It is clear
that the expected number of times the Algorithm 2 is iterated to find a primitive MRMM

is 1/a. So the expected number of times Step 2 to be executed is 1/cv. It is well-known that
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Algorithm 2 : Construction of an efficient primitive MRMM

Input: Positive integers m and n, the distinct prime factors py, po,--- , pp of 2™ — 1.
Output: An efficient primitive MRMM(n, m).
1: Choose a random monic polynomial f € Fo[X] of degree mn.
2: Verify if f is irreducible. If f is not irreducible then go to Step 1, otherwise go to Step
3.
3: Verify if f is primitive. If f is not primitive then go to Step 1, otherwise go to Step 4.
The primitivity test is done as follows: Compute h(X) = X" ~V/Pi mod f(X) for each
i. If h(X) # 1 for all k distinct prime factors p; then f is primitive.
4: Express f(X) in its n-Horner’s form.
5. Construct n-Horner’s matrix H,,(n, f) of f(X).
6: Express H,,(n, f) in the form of matrix polynomial as described in Eq. (2.10), i.e.,

Hm(”?f) = ]an + Cn—an_l + -+ ClX + 007

where C; denotes the m x m matrix whose entries are coefficients of X* in the Horner’s
matrix H,,(n, f).
7: Return Cy, C1, -+ ,C,_1.

the probability of a random monic polynomial of degree mn in F5[X] being irreducible over
[Fy is close to 1/mn. So the expected number of times Step 3 to be executed is 1/(mna).
Thus o' O(m?n? log mn log log mn log mn) + (mna)” ' O(km2n? log mn log log mn) is the ex-
pected run time of Algorithm 2, which after simplification, can be seen to be equal to
O(a~'mnlog mnloglog mn(mnlogmn+k)). Since the number of distinct prime factors of a
given number N is at most log, N, the value of k in our case is at most mn. As a consequence,

the expected run time of Algorithm 2 is given by O(a~'m?n?log mn log log mn log mn).

Example 2.4.12. Let us consider the same polynomial f(X) as given in Example 2.4.8.
One can verify that f(X) is a primitive over Fy. Using Eq. (2.9), the 3-Horner’s matrix of
f(X) is given by
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X5 0 0 (14 X?)

1 X2 0 X?
H4(37f) =
0 1 X3 X

0 0 1 (X*4+X?2+4+X)
We can express Hy(3, f) in the form of a following matrix polynomial

Hy(3, f) = X? + CoX? + Cyz + Cy,

0001 0000 0001
1000 0000 0001
where Cy = , O = , and Cy = . It is clear
0100 0001 0000
0 010 0 001 0001

that Cy € GLy(Fy). If T denotes the block companion matrix corresponding to the matrix

0 0 Cy

polynomial, that is, 7 = I; 0 C, |, then T € GLy3(F3) and o(T) = 2'2 — 1. Moreover,

0[3 02

Up(T) = f(X). Now corresponding to these Cy, C;, and Cy, we can associate a primitive

MRMM of order 3 over Fya.

2.4.3 Efficient Implementation

As pointed out in the previous section, the efficiency of MRMM constructed through Algo-

rithm 2 is due to the special structure of the matrices Cy, C1,...,C,_1. It was also noted
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in Section 2.4.2 that all the columns of matrix C; (1 < j < n — 1) are zero except the m'™

column. Moreover, the matrix Cy has a special structure. In fact, it is easy to see that

Co=R+ 6’;, where R is right shift operator given by the matrix

00 -0 0
10 0 0
00 - 10
mXxXm

and 6’\0 has all its columns zero except the m' column, which is essentially the last
column of Cy. The structure of 6’; is exactly same as Cj, j > 1.
Thanks to the following lemma that will make implementation of MRMM fast and effi-

cient.

Lemma 2.4.13. For any matrix A € M,,(FF,) having all the columns zero except the m'!

column and for any vector s = [sq, S1, ..., Sm_1]" € FJ', we have
As = Sm—1Vm,

where v,, represents the m'" column of the matrix A.
Proof. Proof is obvious. [

By invoking Lemma 2.4.13, the recurrence relation Eq. (2.4) can be written as follows:

Siyn = HRs;+ 6'\051‘ +C1sip1+ -+ Cp18in—1

= Rs;+ sV, +81vh + o+ s, Vi (2.15)

where s; is the least significant bit (LSB) of s;, v¢ is the m' column of the matrix C;(0 <
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i<n-—1).

It is clear that Eq. (2.15) can be computed by using only one right shift operation and
at most n bitwise XOR operations instead of matrix multiplications and thus, provides an
efficient software realization.

As the MRMMs constructed by the construction algorithm use only XOR and shift
operations, they belong to the class of xorshift RNGs [33]. It is shown in [7] that the initial
states of the xorshift generators produced by the construction algorithm are significant for
the quality of pseudorandom vector generation. To avoid this weakness, it is suggested that

the initial states of such xorshift RNGs need to be initialized with odd numbers.

mn

Remark 2.4.14. The Algorithm 2 will produce W distinct efficient primitive MRMMs

n

of order n over Fom, where ¢ is Euler’s totient function.

2.4.4 Comparative analysis of the construction algorithm with the

search algorithm

Both the search algorithm and construction algorithm for generating efficient primitive MR-
MMs are randomized algorithms. In the case of the search algorithm [54], it first constructs
a random MRMM and then checks the primitiveness whereas the construction algorithm [5]
finds a primitive polynomial f(z) over Fy and constructs a primitive MRMM from f(x). It
may be remarked that for checking the primitivity of a polynomial of degree mn over s, one

2mn

needs to know the distinct prime factors of ( — 1) beforehand. Due to the Cunningham
project [11], the factorization of (2™ — 1) is known for reasonable values of mn which is
sufficient for most of the practical applications. So, all primitive polynomials up to that
reasonable value of mn could be generated offline. Then, using the construction algorithm it
is possible to generate primitive MRMM in O(1) computational complexity as all the matrix
coefficients C'; of the MRMM can be constructed from the given primitive polynomial, just
by rearranging the coefficients using Eq. (2.11) and Eq. (2.12).

In order to have a fair comparison, we have implemented both the randomized algorithms

(i.e., construction and search algorithms) in Maple-16 to generate primitive MRMMs of
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Order of the

Avg. time in seconds to

MRMM n generate an MRMM by
Construction algorithm (100) Search algorithm (100)
4 0.004 9.89
8 0.016 19.76
12 0.071 47.49
16 0.086 63.64
20 0.122 116.91

Table 2.2: Average time for m = 8

Order of the

Avg. time in seconds to

MRMM n generate an MRMM by
Construction algorithm (100) Search algorithm (100)
4 0.031 17.63
8 0.078 43.05
12 0.304 218.59
16 0.723 355.95
20 1.456 492.73

Table 2.3: Average time for m = 16
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Order of the Avg. time in seconds to
MRMM n generate an MRMM by
Construction algorithm (100) Search algorithm (50)

4 0.094 105.87

5) 0.217 181.7

6 0.348 248.58

7 0.578 313.6

8 0.636 397.71

9 1.89 488.73

10 2.11 571.95

Table 2.4: Average time for m = 32

varied lengths over different extension fields. The used test machine is Intel Xeon(R) CPU
E5645 @ 2.40GHz x 12 with 8 GB memory and a 64-bit Linux operating system. Since in
most of the operating system, the word size is of the form 2*, we have considered m = 2%,
for some positive integer k, and for our experiment, we have used k = 3,4 and 5.

The Table 2.2 shows the comparison between the time taken by the construction algo-
rithm and the search algorithm for different values of n with m = 8. The first column tells
the MRMM'’s order and the second and third columns tell the average time taken to generate
a single primitive MRMM. The number of iterations used to compute the average time is
indicated in the column header. In this case, it is 100. Similarly, Table 2.3 and Table 2.4
contain the average time required with fixed values of m as 16 and 32, respectively. Note
that in the third column of Table 2.4, the number of iterations used to compute average
time is 50.

Based on our experimental results as shown in Tables 2.2, 2.3 and 2.4, it is observed
that the construction algorithm is much faster compared to the search algorithm to produce
a single primitive MRMM. The exact reason for this observation is yet to be investigated.

However, It is shown in [5] that if «v is the probability that a given random monic polynomial
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of degree mn over Fy is primitive, then the expected run time complexity of Algorithm 2 is
O(a™'m?n?log mn log log mnlog mn), whereas the same for the search algorithm is not yet

available in the literature.

2.4.5 Number of similar MRMMs

In this section, we are computing the total number of similar primitive MRMMs to the set of
primitive MRMM generated by the construction algorithm [5]. It is noted that the Algorithm
2 maps every primitive polynomial f(x) of degree mn over Fy into a unique primitive matrix
polynomial M (z) and then from M (x), it constructs a unique MRMM of order n over
Fom. Using the similarity transformation, it is possible to construct several similar primitive
MRMMs. Let M(z) be the matrix polynomial generated by the construction algorithm
and let M(z) be a similar matrix polynomial of M(x), i.e., M(z) = PM(z)P~", for a
non-identity matrix P € GL,,(F,). Before showing that M(z) # M(z), we first prove the

following results.

Lemma 2.4.15. If C € M,,(F,) is a non-zero matrix having first (m — 1) columns contain

only zeros and P € GL,,(Fy) such that PC' = C'P, then m'" row of both P and I,,, are same.

Proof. Let the matrices P and C' be as follows

P11 P12 " Pim 00 --- o

P21 P22t Pom 00 -+
P == , C —

Pm1i Pm2 *°° DPmm 0 0 MR 6 797

39



As PC = C'P, we have the following equation

00 ---0 61 Q1Pm1 A1Pm2 Q1 Pmm
00 --0 52 A2Pm1 QoPm2 - O2Dmm

_ (2.16)
00 ---0 ﬁm AOmPm1 OmPm2 °° O;mPmm

mxXm

where 3, = ZZ; agpix- Since C' # 0, at least one of a; = 1. Now comparing both sides of the
i" row of the above matrix equation Eq. (2.16), it gives (0,0, -+, 8;) = (Pm1, Pm2, """ » Pmm)-
This implies pp1 = Pm2 = -+ = Pmm—1) = 0. If pp, = 0, then the m** row of P is the zero
vector. So P is not invertible, which is a contradiction. Thus, p,.,, = 1 and this proves the

lemma.

]

Lemma 2.4.16. Let P € GL,,(Fy), where m' row of both P and I,,, are the same and R is
the right shift matrix defined in Eq. (2.14). Then PR = RP implies P = I,,,.

Proof. As PR = RP, this implies

Pi2 P13 - Pim O 0 0 e 0
P22 D23 - Pam O P11 D12 T Pim
0 0o - I 0 Pim-11 Pm-1)2 *°° Pim—1)m
Comparing 1% row of both sides, implies pis = pi3 = -+ = pi, = 0. Again p;; = 1 as

P € GL,,(F;). Then by comparing 2"¢ and subsequent rows of both sides, it is easy to see
that pij:(si,j for 1,7 € {1,2, ,m}. SOP:[m O
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Theorem 2.4.17. Suppose M (x) be a primitive matriz polynomial generated by Algorithm
2, then for two distinct matrices P,Q € GL,,(Fy), PM(z)P~' # QM (z)Q .

Proof. First we will prove that for P € GL,,(Fs), M(x) = PM(z)P~" if and only if P = I,,,.

As M (x) is generated by Algorithm 2, the matrix polynomial M (x) will have the following

form

M(z) = Iz"+Chpa" '+ Choa™? + -+ Ciz + C

= I2"+Cp 2" 4 Cp g2 2+ 4+ Ciz + R+ C,.
Then if M(z) = PM(z)P™,

= PM(z) = M(x)P
— PR=RPand PC;=C,P,Vi=0,1,--- ,n—1.

Thus by Lemma 2.4.15 and Lemma 2.4.16, P = [,,. Next, we will see that for P # @,
PM(z)P7' £ QM(z)Q™". Define R=Q 'P. So R € GL,,(F3) and R # I,,,. So

RM(x)R™ # M(x)
= (Q7'P)M(x)(P™'Q) # M(x)
= PM(x)P7' #£QM(z)Q "

This completes the proof.
O

Using the above theorem, now it is possible to generate a distinct primitive matrix
polynomial from a given primitive matrix polynomial. Again these distinct primitive matrix
polynomials produce similar MRMMs. The Algorithm 3 produces such MRMMs. The steps

of this algorithm are as follows.
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Algorithm 3 : Construction of similar MRMM

Input: A primitive polynomial of degree mn.
Output: Returns a pair of similar MRMMs.
1: Using Algorithm 2, construct the matrix polynomial M (z)
2: Choose a random non-identity matrix A € GL,,(F2)
3: Define J(z) = A- M(z)- A™!
4: From the matrix polynomials J(z) and M (z) generate the pair of similar MRMMs.

Now, we are in a position to count the number of primitive similar MRMMSs generated
by the construction algorithm. The total number of primitive polynomials of degree mn over

Fy is % Again, Algorithm 2 produces unique MRMM from a unique polynomial and

n
¢(2mn

mn

so Algorithm 2 will generate many distinct primitive MRMMs. Now using Theorem
2.4.17 and Algorithm 3, |GL,,(Fs)| many distinct primitive MRMMSs of order n over Fom can
be produced from a single primitive MRMM. Thus, the total number of distinct MRMMs of

order n over Fom generated by Algorithm 2 is %\GLWL(R)\.

2.5 Word sequence in terms of concatenated bit se-
quences

We say a bit sequence [w] is a concatenated sequence of two bit sequences [u] and [v] if

wap = ug and wopy1 = Vg, for k > 0.

Example 2.5.1. Consider the bit sequences [u] = {0,1,1,0,1,1,...} and [v] = {0,1,0,1,...}.
Then [w] = {0,0,1,1,1,0,0,1,1,0,...} is the concatenated sequence. It is easy to check that
Per[w] = 6 = Per[u]Per[v].

Example 2.5.2. Consider the sequences [u] = {1,0,0,1,0,1,1,1,0,0,1,0,1,1,...} and [v] =
{0,1,1,1,0,0,1,0,1,1,1,0,0, 1, ...} with common minimal polynomial 3 + z + 1. Then the
concatenated sequence [w| = {1,0,0,1,0,1,1,1,0,0,1,0,1,1,...}. It is easy to verify that
Per[w] = Per[u] = Per[v]. In this case, there is no increase in the period of the concatenated

sequence. The reason for this is given in Lemma 2.5.5.
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Consider a nonzero word sequence [s] generated by a primitive MRMM(m,n). Then [s]
can be expressed as the concatenated sequence of m bit sequences [s(j )] for 1 < 5 < m. Here,
[s)] is the j"* component bit sequence of [s]. Also it is observed that [s¥)],1 < j < m is a
circular shift (left or right) of [s(V)].

Let r; be the right circular shift constant for [s¢)] i.e., sl(f) = (sl(;) >>>r;) for k > 0. In

Example 2.5.2, the value of r; for [v] with respect to [u] is 4.
Lemma 2.5.3. All the circular shift constants of a primitive MRMM(m, n) are distinct.

Proof. Let the two right circular shift constants r; and r, be the same for a primitive
MRMM(m,n). This implies [s¥)] = [s®)] for 1 < j # k < m. Now consider the con-
catenated word sequence [8] generated from [s()] and [s®)]. Then each 2-bit word of [3]
is either 0 or 3 and this leads to a contradiction. The same argument is valid for the left

circular shift. O

Remark 2.5.4. For a given primitive MRMM(m, n), it is still unknown about the possible

values of circular shift constants r; for 1 < j < m.

Lemma 2.5.5. Suppose [u] and [v] are two maximal nonzero bit sequences having common
minimal polynomial of degree n > 1, then Per[u| divides Per[w]. If Per[w] = P, then

L[w] = n otherwise L{w] = 2n.

Proof. Suppose f(x) is the common minimal polynomial of [u] and [v]. Define [@] as tor = uy
and 1gy4, = 0, for k > 0. Then the minimal polynomial for [i] is f,(x) = f(22). Similarly,
the minimal polynomial for [7] is fv(x) = f(2?) where Uy, = 0 and gy = vy, for k > 0. It
is obvious that the concatenated sequence [w| = [a] @ [0]. Thus Per[w| must divide 2P and

the desired result follows. O

In the following, we prove a result where the concatenated sequence achieves the maximal

linear complexity.

Theorem 2.5.6. Let [w] be the concatenated sequence of [u] and [v]. Suppose Per[u] = P

and Per[v] = P, and the minimal characteristic polynomials of [u] and [v] are f, and f,,
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respectively. If ged(fy, fo) = 1, then Per[w| = 2 lem(Py, P,) and Liw] = 2 (deg(f,) +
deg(fv))-

Proof. Tt is easy to check that ged(f.,f,) = 1 as ged(fu, f,) = 1. Therefore, by [23,
Proposition 1], Per|w] = lem(Per[al], Per[t]) = lem(2P,,2P,) = 2 lem(Py, P;) and L{w| =
L[ﬂ’] + L[ﬁ] = deg(fu) + deg(fv) =2 (deg(fu) + deg(fv))‘ =

Theorem 2.5.7. Let [a] be a de Bruijn sequence of span ny and [b] be a mazimal sequence
of order ny. Let [w] be the concatenated sequence of [a] and [b], then Per[w| and Ljw] satisfy
the following

(i) Per[w]=2m*t1(2m2 —1).
(i) na2™ < L{w] < ng2m*t,

Proof. As |a] is a de Bruijn sequence and the order of [b] is ng, the period of [a] and [b] are 2™
and 2" —1, respectively. Again ged (2™, (2"2—1)) = 1, so by Theorem 2.5.6 and [13, Theorem
1], Per[w] = 2 lem(2™,2™2 —1) = 2+1(2"2 —1) and 2ny (2"~ 1 +1) < LOw| < 2ny(2™). O

Let Ny, Ny, respectively be the number of Os and 1s in one period of the concatenated
sequence [w]. Then, Ng+ N; = Per[w] with Ny = 2m~1(2"2+1 —1) and N; = 2"~ 1(2m2 1 —-3),
This implies N; — Ny = 2™ which increases exponentially with n;. Thus for a larger value
of ny, the frequency test [1] fails. Similarly, if Noo, No1, N1g, N11 denote the number of
occurrences of 00,01, 10, 11, respectively, then it can be shown that Ny, = 2™ (27271 — 1)
and Nj; = 2™272~1 Hence, the serial test also fails for a larger value of n;. Therefore, the
statistical properties are not promising in this type of concatenated sequence, even though it
has a large period and linear complexity. Again, by using the Berlekamp-Massey algorithm,
one can easily reproduce the initial states of the LFSR from any given 4n, consecutive bits.

Therefore, this concatenated bitstream should not be used directly as a keystream.
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Chapter 3

Word-oriented shrinking generators

Like LFSRs, MRMMs are quite useful due to their simple structure with an exponential
period, and most of the good statistical properties. However, they have also low linear
complexity like LEFSRs. The Corollary 2.3.4 implies that the linear complexity of a primitive
MRMM(m,n) is O(mn) compared to its period O(2™"). Then the question arises, how to
increase the LC, using primitive MRMMSs? In the case of primitive MRMM of order n over
Fam, it produces m-bit output with O(n) number of word operations. In [5], a method is
proposed using the Langford arrangement to get a higher LC with complexity O((mn)Q).
Using nonlinear filtered and jump-controlled concepts in word-oriented linear feedback shift
registers, a couple of techniques are provided in [28] to get exponential linear complexity. In
this chapter, we expand the concept of bit-oriented shrinking and self-shrinking generators
to their corresponding word-oriented counterparts. We subsequently examine the period,

linear complexity, and randomness properties of these generators.

3.1 Shrinking MRMMs

The bit-oriented shrinking generator was introduced by Coppersmith et al. [15]. We have
the following result due to [15, Theorem 1].

Theorem 3.1.1. Let A and S form a shrinking generator Z. Denote by Ta, Ts, the periods
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of the A- and S- sequences, respectively. If
o A and S are of mazimal length (i.e. have primitive connections)
o ged(Ty,Ts) =1
then the shrunken sequence Z has period Ty - 215171 = (2141 — 1) . 21511,
Theorem 3.1.2. If the condition ged(T4,Ts) # 1 in the above Theorem 3.1.1, then the

_Ta 9181
gcd(Ta, Ts)

Proof. Using the same technique as used in the proof of [15, Theorem 1], it is possible to

shrunken sequence Z has period

prove the above result. Il

In this section, we have extended the concept of a bit-oriented shrinking generator to that
of a word-oriented shrinking generator and the above result helps to calculate its periodicity.
Consider two word sequences [a] = {ag,ay,...} and [s] = {sg,s1,...} where each word of
[a] is my bit size and each word of [s] is my bit size. Now, we define a new word sequence
[z] = {20,21,...} as shown in Fig. 3.1 using the sequences [a] and [s] as follows. For
i=0,1,..., if s; is odd, then a; is added into the sequence [z] otherwise discard a;. So, the
resultant word sequence [z] is a shrunken version of the sequence [a] and z; = a;,, where i
is the position of the k" odd number in the sequence [s]. This concept can be implemented
with any pair of word sequences. However, our analysis focuses on the scenario where both
word sequences are generated by two MRMMs. Let MRMM; (mq,n;) and MRMMjy(mg, ng)
be those two primitive MRMMs. Suppose the word sequence [a] is generated by MRMM;
and [s] is generated by MRMMs, where both [a] and [s] are nonzero word sequences. Then,
the period of [a] is Ty = 2™™ — 1, whereas the period of [s] is Tg = 2™2"2 — 1.

It is natural to ask what would be the periodicity and linear complexity of the new
sequence [z]. The subsequent theorems demonstrate that the period and linear complexity
of the shrunken word sequence [z] exhibit exponential growth with respect to the order and

word size of both MRMMs.
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MRMM,{my, ny) = — — — —
|
|
|
¥ If 5, is odd
J a > * output a;

clock

MRMM_;_Im;_, I'I}_]

- discard a;
If 5; is even

Figure 3.1: The shrinking MRMMs

Theorem 3.1.3. Let [a] and [s] be two word sequences generated by two primitive MRMMs

and form a shrinking generator [2| as defined above. If Ty and Ts be the period of [a] and
Ty
gcd(Ta, Ts)

[s], respectively, then the shrunken word sequence 2] has period . Qmanz—l

Proof. Let [a®] and [s()] be the bit sequences obtained from the word sequences [a] and
[s], respectively, where [a))] contains 1% least significant bit (LSB) of each word of [a] and
similarly [s()] contains LSB of each word of [s]. Then by Lemma 2.3.2, the bit sequence
[aV] has period T4 = 2™™ — 1 and the bit sequence [s™] has period Tg = 2m2"2 — 1. If
[z(M] is the bit sequence generated by the bit-oriented shrinking generator, where [s()] is

the control bit sequence, then by Theorem 3.1.2, the period of the shrunken sequence is
Ta

ged(Ta, Ts)
Let B be a sequence constructed from the word sequences [a] and [s], which con-

. 2m2n271

tains pairs of words i.e., B = {(sg,a9), (s1,a1),...}. Again, consider another sequence
C = {(s(()l),ag), (s, a,),...} formed by the bit sequence [s)] and the word sequence [a].
Then, if the shrinking generator concept is applied on both B and C, they will produce the
same word sequence [z]. In particular, [z] = {ay,,ay,,. ..}, where k; is the i** odd number

in the word sequence [s]. Again, [z(!)] contains LSB of each word of [z] and [2(!)] has period
Ta Ty

— S —

ged(Ta, Ts) ged(Ta, Ts)

-2m2n2=1 Therefore, the period of the word sequence [z] i -gmanz—1

]

Remarks 3.1.4. If Og and Eg are the number of odd numbers and even numbers in a full
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period of the word sequence [s|, respectively, then by the primitivity property of MRMM,

Ts+1
2

Os = (Es + 1) in a span of one period. This implies, Og = 2m2"2~1 = . So the period

of the shrunken word sequence [z] is T4Os.

Corollary 3.1.5. In the case of a primitive LESR-based shrinking generator, both the word
size my and my are equal to 1. If the periods of both LFSRs are relatively prime, then the

period of the shrinking generator is (2" — 1)2m2~1,

Since in most computer systems, the word size is either 64, 32, or 16. We may assume
that in general, it is of the form 2* for some positive integer k. So, we may let m; = 2"
and my = 2% for some positive integers k; and ky. The following theorem gives both the
lower and upper bound of linear complexity of the bit sequence generated by the shrunken

word-based generator.

Theorem 3.1.6. Under the conditions of Theorem 3.1.3 and if ged(T4,Ts) = 1, then the

linear complexity LC' of the shrunken sequence [2| satisfies the following inequality,

m12n1 (Ts4+1) < LC < 77112711 (Ts2+1)

Proof. Suppose the MRMM used in [a] has word size m; = 2*, thus the bit period of the
shrunken sequence is my (2™ — 1)2m2"2~1 Therefore, by [15, Theorem 2|, LC' satisfies the
following inequality.

m12n12m2”272 < LC < m12n12m2"271

This completes the proof. Il

3.2 Self-shrinking MRMMs

In this section, we introduce word-oriented self-shrinking generator similar to bit-oriented
self-shrinking generator (SSG) [36]. Here, we would like to show one new result on bit-

oriented SSG. In [36], it is proven that if the period of an SSG of order N is P, then
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P > 25 and P divides 2V-1. In the following lemma, we show that the period is exactly

equal to 2V,

Theorem 3.2.1. The period of the bit sequence produced by a self-shrinking primitive LE'S R

of order N over Fy is equal to 2V 1.

Proof. First, we will show that the SSG can be implemented using a shrinking generator
with two LFSRs. Consider [s] = {so, s1,...} be a bit sequence produced by a primitive
LFSR of order N. Then by definition of the SSG, for £k = 0,1,..., the bit so,,1 is added
to the bitstream of the shrunken sequence if sy, = 1. This means the sequence {so, 2, ...}
acts as control bit, and the sequence {sy, s3, ...} defines the sequence being controlled. Now,
consider a shrinking generator where both the LFSRs are the same as the LFSR of the SSG
and these two LFSRs are initialized with the states {sq, sa, ..., san_2} and {s1, 83, ..., San_1},
respectively. Then, this shrinking generator will produce the same bit sequence generated
by the SSG.

Now, we are in a position to calculate the period of the SSG using the result of the
shrinking generator. The bit sequence of the SSG is reproduced by a shrinking generator
with two LFSRs having the same original feedback function. So, by Theorem 3.1.2, the period

T
of the shrinking generator is ————— - 2I¥1=1 where Ty is the period of the sequence S.
ng(TS, TS)
Therefore, the period of the SSG is 2VI=1, O

Now, we introduce word-oriented SSG. For this, let [s] = {so,s1,...} be a sequence of
words with period P. Now arrange the words of [s] as pairs of words i.e., {(sg,s1), (S2,S3),
...}. If the period P is even, then there will be g pairs, otherwise P pairs will be generated
before the repetition of pairs occurs. Now, we define a new word sequence [z] = {zo,2z,...}
as follows. For i = 0,1, ..., if s9; is odd, then sg;;; is added into the sequence [z] otherwise
discard both sy; and s9; 1. The self-shrinking MRMM concept is shown in Fig. 3.2. Since
we are interested in MRMM with a large period, only primitive MRMM(m, n) is considered.
In the following theorem, a result pertaining to the period of the self-shrinking generator is

provided.
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@é éé if s, is odd
N N N\ N

———————> outputs,

clock twice m
—_——> SO 51 “ee sn_z Sn_l

> discard s,
else

Figure 3.2: The self shrinking MRMM of order n over Fom

Theorem 3.2.2. The word sequence produced by a self-shrinking primitive MRMM of ordern
over Fom is periodic and its period divides 2""~1. Moreover, the generated shrunken sequence

1s balance.

Proof. Suppose, [s| = {so, s1, ...} be the word sequence generated by a primitive MRMM (m, n)
and [z] is the self-shrinking sequence of [s]. So the period of [s] is P = (2" — 1) which is
odd. This implies, the initial pair i.e., (sp,s1) will be repeated after P pairs of words. So
the word sequence generated by the self-shrinking MRMM is periodic. Note that each word
s; fori =0,1,...,(P—1), occurs once as the first component of a unique pair in the first P

i+2

P+i+2 )th
2 2

pairs. In particular, if 7 is even then s; occurs in (“£2)® pair, otherwise it occurs in (

pair. Again, by the properties of primitive MRMM, the word sequence [s] will have 2m"~!
odd and (2™~! — 1) even m-bit words in its period. This implies the period of [z] divides
2mn71.

Again, due to the properties of primitive MRMM, for fixed m-bit odd number a and for

every m-bit b, the pair (a,b) occurs equal number of times in [s] in a span of two period.

Therefore, the sequence [z] is balance. O

Corollary 3.2.3. In the case of primitive LFSR of length n, m = 1 therefore, the period of

self-shrinking sequence divides 271,

Let the m-sequence [s] = {sg, s1, ...} be generated by a primitive MRMM (m, n). Suppose

the sequence [z] = {2, 21, ...} be generated from [s] using self-shrinking concept. Let [2V)] =
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{z(()j), zij), ..., } be the j bit sequence, where z,gj) is the j* bit of m-bit word z;. So,
zr = (2™, ..., 29 V) e F.

The following theorem gives a lower bound on the period of a shrunken sequence generated
by a primitive self-shrinking MRMM. An almost similar technique is used to derive the bound

as given in [36, Theorem 2].

Theorem 3.2.4. In case of a primitive MRMM(m,n), the period P of [29)] satisfies
P >2omlzl, (3.1)

Proof. First consider n is even i.e., n = 2k for some k > 0. Since the generator MRMM is
primitive, by Lemma 2.3.2 the first LSB sequence [z(!)] produces maximum length sequence
with period (2" —1), where every nonzero mn-bit word appears exactly once when scanning
the sequence with a window of length mn = 2mk over the full period. Again, due to the
maximum length property, the mn-bit pattern (1, x1, 1, zs, ..., 1, z,%) appears in the original
sequence for every choice of (xy, xg, ..., Zmi). This implies that every mk-bit pattern appears
in the bit sequence [2(Y)] when scanning it with window size mk therefore, the period of [2(Y]
is greater or equal to 2%, Hence, P > 2™F,

Now for odd n, let k = (n — 1)/2 therefore, m(n — 1) = 2mk. Then the (n — 1)m-
bit pattern (1,z1,1,25,...,1,2Zm,) appears (twice) when scanning the bit sequence [z(V)].
Therefore, the period of [2(!)] is greater than 2™ and hence, P > 2™. This completes the
proof.

]

Applying the technique utilized in [36] to compute the lower bound of Linear Complexity
(LC) for a self-shrunken maximum length LFSR, we can establish the lower bound on LC
for the bit sequence generated by a self-shrunken primitive MRMM, as demonstrated in the

following theorem.

Theorem 3.2.5. The linear complexity LC of the bit sequence produced by a self-shrunken
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mazimum length MRMM(m,n) with m = 2* satisfies
LC > 2mlslHk=1) (3.2)

Proof. Let PB,; be the period of the bit sequence produced by a self-shrunken maximum
length MRMM(m,n). As the size of each word is m-bit and period of word sequence is P,
so by Theorem 3.2.4 we have Py; = mP > m2mlsl = oktml3] By Theorem 3.2.2, it is clear
that the period P, of the self-shrunken bit sequence of the given primitive MRMM is of
the form 2% with @ > (kK +m|%]). Again in case of binary field [Fy, it is possible to write
7 — 1 = (x — 1)*". As P, is the period of the self-shrunken bit sequence, the minimal
polynomial f(z) of the bit sequence must divide (zf* — 1) = (x — 1)*". This implies f(x) is
of the form f(x) = (x — 1)L, where L is the linear complexity of the self-shrunken sequence.
Using the same logic used in [36, Theorem 3], it can be shown that L > 2%, This completes
the proof. [

Corollary 3.2.6. In the case of primitive LFSR of length n, the word size m = 1 therefore,
k = 0. So the linear complexity of a self-shrunken maximum length LFSR sequence produced

by an LFSR of length n is greater than 22/~

3.3 Experiment and results on self shrinking MRMM

The Theorem 3.2.2 proves that the period P is a factor of 2"~! whereas the Theorem
3.2.4 gives the lower bound on P. But, there is no knowledge about the exact period of a
primitive self-shrinking MRMM. In the following section, we investigate more on the period

of self-shrinking generators.

3.3.1 Experiment on Period

In order to study the exact period, we have calculated the period of several self-shrinking

MRMMs experimentally. Interestingly, in our experiment, it is found that every time, the
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period P is 2™~ ! for a primitive MRMM(m, n). This motivates us to compute the period
for primitive MRMMs of lower value of m and n exhaustively. By Remarks 2.3.3, it is easy
to realize that for a given primitive self-shrinking MRMM, two word sequences generated
from two different nonzero initial states are the same with respect to circular shifting. So
we have taken the initial states for the primitive MRMM as the impulse {0,0,...,1} i.e.,

S,—1 = 1 and the remaining other states are 0. The layout of our experiment is as follows.

o For each primitive polynomial of degree mn, we generate corresponding primitive
MRMM of order n with word size m using the construction algorithm for primitive
MRMM [5]. Note that for a given word size m and order n, the total number of

p(2m"—1)
mn

primitive polynomials of degree mn over Fy is Ny = . So by the construction

algorithm, we have Ny primitive MRMMs.

e Then using these Ny primitive MRMMs, N, bitstream files are created with word
sequence of length 2™"*1 using self shrinking generator concept as explained in Section

3.2. In our experiment, s, is taken as the output word of MRMM in each iteration.

o Computed the period of each word sequence.

In this experiment, as the value of m and n increases, the data size increases exponentially.
Hence, we have considered only small values of m and n. Table 3.1 shows the observed period
of word sequence generated by the primitive self-shrinking MRMMs for different values of
m and n. The first column shows the word size m and the second column is the order of
the MRMM n, whereas the third column tells the observed period of the generated word
sequence. Interestingly, it is found that all generated word sequences have the same period
for a fixed value of m and n. In fact, the period P is exactly equal to 2™"~1. This observation

is proved in the following theorem.

Theorem 3.3.1. The word sequence produced by a self-shrinking primitive MRMM of order

n over Fom is periodic and its period is 2™ .

Proof. The proof of this result is similar to the proof of Theorem 3.2.1. The word sequence

produced by a self-shrinking primitive MRMM of order n over Fom can be implemented using
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Word size Order Observed period

m n P

3 3 256 = 28

3 4 2048 = 2!

3 5 16384 = 214

4 3 2048 = 2!

4 4 32768 = 21°

5 3 16384 = 214

Table 3.1: Period in self-shrinking MRMMs

word based shrinking generator with two equal MRMMs having the same feedback function
of the original MRMM of the SSG. Then by Theorem 3.1.3, the period of the self-shrinking
primitive MRMM is 271, [

3.3.2 Results of NIST statistical test suite

In order to study the statistical properties of a bit sequence, randomness tests must be
applied to it. Many statistical test suites have been developed to analyze the randomness
properties of a bitstream. In our experiment, we have used NIST statistical test suite SP
800-22 Rev.la [1]. To see the randomness properties of the word sequences generated by
primitive self-shrinking MRMMs, we first convert word sequences to bit sequences. In the
previous section, it is observed that 2™"~! is the period of the word sequence, so the period
of the corresponding bit sequence will be m2™*~! as each word is m-bit wide. Therefore, we
have taken the bitstream length of each file as m2™"~!. We have investigated the randomness

properties as follows:

o The same procedure is used to generate word sequence of length 2™"~1 as described
earlier in Section 3.3.1. Then each word is converted to m bits so that each file contains

m27m =1 hits.
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e Then, NIST statistical test suite is performed on all bitstream files. For this experi-

ment, the significant value « is taken as 0.05.

We carry out this experiment for smaller values of (m,n) pair because of memory and
time constraints. The list of (m,n) pairs for which NIST statistical test suite are carried
out is {(3,3), (3,4), (3,5), (4,3), (4,4),(5,3)}. The results on each pair of (m,n) are almost
similar. So the results of one pair of (m,n) for m = 5 and n = 3 are provided in Table
3.2. This shows the statistics of all 15 statistical tests of NIST test suite. The first column
tells the name of the statistical test of NIST test suite, whereas the second column shows
the number of files that pass the corresponding test. Column three tells the percentage of
success. In Table 3.2, the value of m = 5 and n = 3, so the total number of files is 1800 as

the total number of primitive polynomials of degree mn = 15 over Iy is 1800.

3.3.3 Observations

From Table 3.2, It is clear that four tests (i.e., Frequency, Linear Complexity, Non-Overlapping
Template Matchings, and Cumulative Sums tests) have a passing percentage of 100 i.e., these
tests pass always. The reason behind the Frequency test and Linear Complexity test are
already proved in Theorem 3.2.2 and Theorem 3.2.5, respectively. However, for the other
two tests i.e., Non-Overlapping Template Matchings and Cumulative Sums tests; the reason
needs to be investigated.

The second observation from Table 3.2 is that the passing percentage for the Universal
test and Approximate Entropy test is 0 and it is true for other above-mentioned (m, n) pairs.
The third observation is that in the case of the Runs test and Serial test passing percentage is
close to around 50 i.e., the probability of passing these two tests in the case of self-shrinking

MRMM is 1.
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No. of % of
Name of the test passed files passed test
Frequency 1800 100.00
BlockFrequency 1219 67.72
Runs 899 49.94
LongestRunOfOnes 191 10.61
Rank 1716 95.33
DiscreteFourierTransform 1018 56.56
NonOverlappingTemplateMatchings 1800 100.00
OverlappingTemplateMatchings 648 36.00
Universal 0 0.00
LinearComplexity 1800 100.00
Serial 899 49.94
ApproximateEntropy 0 0.00
CumulativeSums 1800 100.00
RandomExcursions 337 18.72
RandomExcursionsVariant 371 20.61

Table 3.2: Statistics of self shrinking MRMMs for m =5 and n = 3

3.4 Conclusion

With the aim of increasing linear complexity using MRMMs, we extend the idea of bit-
oriented shrinking generators and self-shrinking generators to MRMMs. Then, present some
results pertaining to their periodicity and statistical properties. The results pertaining to
word-oriented shrinking and self-shrinking generators are published as research articles’.

In the next chapter, we discuss another word-oriented generator and its variant, based

on cascade connection.

1S. K. Bishoi, K. Senapati and B. R. Shankar, Shrinking generators based on o-LFSRs, Discrete Applied
Mathematics, vol. 285, pp. 493-500, 2020.
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Chapter 4

Cascade connection of WFSRs

The concept of cascade connection of two FSRs was first introduced in [25]. Let FSR; and
FSR, denote two FSRs with characteristic functions f; and f;, respectively. Consider the
cascade connection of the FSR; into the FSRy is abbreviated as FSR(fi; f2). Then it was
shown in [25] that the FSR(f1; f2) produced the same family of sequences as the FSR with

characteristic function f; * f5. Here the operator % is defined as follows

f1 * fg(Zo,Zl, ceey Zn+m) = fl(f?(z(b e 7Zm)7 cey fQ(Zn, e 7Zn+m))7 (41)

for two Boolean functions fi(xg,z1,...,z,) and fo(Yo,y1,-..,Ym). Note that f; *x fo is a
Boolean function of (n+m+ 1)-variables. If both the FSRs are linear, then f; % fo = fox fi.
In FSR(f1; f2), FSR; runs in free running mode i.e., only the values of the states of FSR; are
involved in the feedback value calculation of FSR;, whereas FSRy runs in scrambler mode
i.e., the feedback value calculation of FSRy uses the values of the states of FSRy along with
some external values. One example of a cascade connection of FSRs is Grain-128 [16], where
FSR; is an LFSR and FSRy is an NFSR. Hu et al. [29] have proved that the period of FSR4
divides the period of FSR(f1; fa).

Another variant of cascade connection of FSRs is used in TRIVIUM [16] and ACORN
[53] ciphers, where all the FSRs run in scrambler mode. In TRIVIUM, three NFSRs are

used, whereas six LFSRs are used in ACORN. This section extends the concept of cascade
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connection to word-based FSRs where the first FSR runs in free-running mode and the
remaining run in scrambler mode. Then, we study their period and different randomness
properties.

First, we focus on the cascade system (CS) comprises of two WFSRs only. Suppose
WESR,; and WFSR, are those two WFSRs where WFSR; is cascaded into WFSR» as de-
picted in Fig. 4.1.

Fal.) FI{\.]

h s M

WFSR, gl.) Jer{ wrsR,
[t] f n, [Sll, ny

Figure 4.1: The cascade connection of WFSR; into WFSR,.

M M

Suppose the orders of WFSR; and WFSR, are n; and ns, respectively. Let Sq =
(S0,81,--+,8p,-1) and Ty = (to,t1,...,tn,—1) be the initial states of WFSR; and WFSRj,
respectively. Suppose Fi(xo, &1, ..., X, 1) is the feedback function for WFSR;, mapping
from Fin to Fom. Similarly, let Fy : Fy2 — Fam be the feedback function for WFSR,. Let
g : Fom — Fom be a bijective function. Consider the word sequence [s] which is generated
by WFSR; in free running mode and [t] is generated by the cascade connection of WFSR;
into WFSRy. Thus, WFSR, runs in scrambler mode and the feedback value of WFSR; is

calculated as follows

titny = 9(8i) O Fo(ts, tivr, ... tigny—1), fori>0, (4.2)

where the operation ® can be either & or modular addition. Let P, and P, be the periods of
the sequences [s] and [t], respectively. Then we have the following relation between P; and

P,.

Theorem 4.0.1. If WESR; is periodic and WFSRy is nonsingular, then [t| is periodic and
P, divides P;.
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Proof. Tt is obvious that the sequence [t] will be wultimately periodic and let @Q; be the
preperiod of [t]. Then, t; = t;; p, for any i > Q; therefore, t; 1, = tiin,+p. So by Eq. (4.2),
g(si) + Fo(ti, ... tivn,—1) = 9(Sivp,) + Fo(tivp, . tixpan,—1). But P is the period of [t]
and thus, g(s;) = g(s;1p,) for all i« > Q,. As g is bijective, s; = s;;p,. This implies that
s; = s;+p, for any ¢ > 0 as [s] is periodic. But, the period of [s] is P; and hence P, divides
P,.

Suppose, [t] is not periodic i.e., Q¢ > 0. Then, tg,1n,—1 = tQ,+ny—1+p, as P is the period
of [t] and Q;+ny—1 > Q. This implies, g(sg,—1) © Fa(tg,—1,- - -, tQi4ns—2) = 9(SQ,—1+p,) ®
Fy(tg,—14ps - - - s tQiano—2+p,). Since Py divides P, it implies that sg,—1 = sg,—1+p, there-
fore, g(sq,—1) = 9(sq,—14p,). Thus, Fao(tg,—1,. .., tQi4ns—2) = Fo(tQ,—14P - - - tQitno—24P,)-
Again, FSRj is nonsingular and by Theorem 2.2.2, F, can be expressed as F5(Xg, ..., X, 1) =
fa0(x0) ® far1(x1,...,X,—1) with foo is one-one. This results foo(tg,—1) = foo(tg,—1+p,) and
to,—1 = tg,—1+p,. Thus, t; = t,1p, for any ¢« > @), — 1. This is a contradiction to the fact
that @, is the preperiod of [t]. Hence @y = 0 and this completes the proof.

O

With ® as @ and the function ¢(.) as the identity function, the above result was proved in
[9, Theorem 9]. In the following section, we study the statistical properties of the bitstream
generated by different CSs using different operations of ® and later analyze the avalanche

effect on states of CSs.

4.1 Cascade connection of two MRMMs

Consider two MRMMs, namely MRMM; (mq,ny) and MRMMjy(mag, ng). Let M (z) = 2™ —
Cpyxm ™t — . —Cix— Cyand My(z) = 2™ — Dy, 12™ ' — ... — Dy — Dy be the matrix
polynomial of MRMM; and MRMMj, respectively in Fo[z]. Here C; and D; are my x my

and msy X my matrices, respectively for 0 <¢<mn; —1and 0 < j <n,— 1. If T} and T, are
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companion matrices of MRMM; and MRMM,, respectively, then

o I O 0
o 0 [ 0

(T )mmysomny = | 1 5 0 , (4.3)
O 0 O I
Co Cp Cyp - Cpy

and

0 I 0 0
0 0 I 0

(T2)monoxcmans = | 5 1 1 e : (4.4)
O 0 O I
Dy Dy Dy -+ Dyp,

na xs

Here 0 and I are zero and Identity matrices of dimension my X m; in 77 and, my X msy in

T5. Define an (myn; + mang) X (ming + mansy) matrix T as follows
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where the matrix B is given as

00 0

0O 0 - 0
(B)m2n2><m1n1 =

I 0 0

na Xni

Here the order of all the matrix entries of B is ma X m;. [ is the matrix having all the

entries 0 except min(mq, my) entries as 1s along the diagonal. For example, with m; = 2

10

~ ~ 100
andme=3,1= |9 1| and withm; =3 andmy =2, 1 =

010
0 0

It can be checked that T is the matrix representation of the cascaded system of two

MRMMs. Now, for j > 1, Zi;éT QkBTf ~#1 i well defined and it can be verified that

| T 0
T=| | . (4.6)
ST BT 1y

From Eq. (4.5), it is clear that the characteristic polynomial of the matrix T is the
product of the characteristic polynomial of the matrices T} and T,. For any mons X min,

order matrix B’, if we define

then the characteristic polynomials of the matrices T and T” are same. Therefore, the cascade

connection of MRMM; into MRMM, produces the same sequences as that of MRMM, into
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MRMM; with respect to circular shifting. This fact is explained in [25] for LFSR. Before

finding the period of the matrix Tv, we prove the following lemma.

Lemma 4.1.1. If m and n are two positive integers with ged(m,n) = 1, then the set {kn

mod m}7 ' = {0,1,...,m — 1}.

Proof. Suppose kin = ken mod m for 0 < k; # ko < m — 1. This implies (k; — ko)n = 0
mod m and so ki = ky as ged(m,n) = 1. This is a contradiction. Thus, the elements of the

set {kn mod m}}"; are distinct and the desired result follows. O

Theorem 4.1.2. If the period of MRMM, and MRMM,; are P, and P», respectively with
gcd(Py, Py) =1, then the period off s P Py.
Proof. Let 7 = kPP, + r be the period of f, where 0 < r < P, P, is an integer. Then at
least one of the P, and P, does not divide r and thus, either 77 # I or Ty # I. But TV =1,
T) 0
implies = [. This is a contradiction as neither of 77 and T3 is
STy BT T
equal to I. Therefore, j = kP, P,. Now with j = PP, and applying Lemma 4.1.1, we have

Z‘;_OT;BTfik = Ble + T2BT1]'*1 4+ TQPQ*lBle—(PQ—l)

+ Ty BT P gy Y g Gy
+ T2(P1—1)P2BT1J—(P1—1)P2 bt T;)IPQ*lBTl + T2PlPZB
= BT} + BT) ' +...+ 1> BT~ "7

+ BT 4 1,BT ™Y et TRy

4+ BV L TRIBT 4 B
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B+ BBI + ...+ 1 B 0

\
/NN

4+ TP 1B

L Pl ik
Zk:O LB ) (Zk—o I > + B

I
VD

= B.
Therefore,
- Ty 0 0 - -
T+t = = = T and hence the period of T' =
7 JTEBT] R Tyt B Ty
P Ps. [

Define the vector Sy = (Sk,Sga1,---»Sn;—1, bk brsts -5 tuy_1)? for & > 0. Then Sj, =

TS, 1 =TS, for k > 0.

Theorem 4.1.3. Let MRMM,(mq,ny) and MRMMs(ms, ny) be two primitive MRMMs such
that ged(many, mang) = 1. If [t] is generated from the cascade connection of MRMDM, into
MRMDM, and at least one state of MRMM, is nonzero, then Per[tV)] = (2mm —1)(2m2n2 —1)

and L[tY)] = min; + maons.

Proof. It is not very hard to show that the periods of MRMM; and MRMM, are co-prime.
Thus, by Theorem 4.1.2, the period of each component bit sequence is (271" —1)(2m2"2 —1).
Again from Eq. (4.5), the characteristic polynomial of T is the product of characteristic poly-
nomials of 77 and T5. Since both the MRMMs are different and primitive, the characteristic
polynomials of T} and T3 are different and primitive. So the minimal polynomial and char-
acteristic polynomials of T are the same. As the degrees of characteristic polynomials of T}
and Ty are myn, and mans, respectively, by [40, Lemma 1], the linear complexity of each

component bit sequence is min; + mansy. This completes the proof. O

Corollary 4.1.4. Suppose LFSR; and LFSR, are two binary primitive LFSRs of different
orders ny and ns, respectively. If [t] is generated from the cascade connection of LFSR; into
LFSR; and at least one state of LFSR; is nonzero, then the Per[t] = (2" —1)(2"2 — 1) and
L[t] = nq + na.
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Proof. The MRMM(m, n) becomes an LFSR with m = 1. Therefore, by Theorem 4.1.3 the

result follows. n

Till now, the cascade connection of two primitive MRMMSs is considered. This notion

can be extended to k > 2 number of MRMMs as shown in Fig. 4.2.

Feedback calculation -~ Feedback calculation 3 Feedback calculation my
N M N N M N I M I
my m
™  MRMM, R MRMM, MRMM,
= [wik)

Figure 4.2: The cascade connection of &k MRMMs

Theorem 4.1.5. Consider cascade connection of k primitive MRMMs with periods Py, . . ., Py.
If ged(P;, Pj) =1 for i # j and at least one state of MRMDM, is nonzero, then the period of
output word sequence {z;}i>o0 is PLPs ... Py and the linear complexity is Zlelogg(Pi +1).

Proof. For j =1,2,...,k, let {ng)}izo be the word sequence produced after j* MRMM as
shown in the Fig. 4.2. Then by applying Theorem 4.1.5 recursively, the period of {ng )}120
is PP ...P; for 2 <j <k and the linear complexity is Zlelogg(Pi +1). O

Till this point, it is assumed that the periods of MRMMSs used in the cascade connection

are mutually co-prime. In the following, a result is derived when the period is the same.

Theorem 4.1.6. For a cascade connection of two primitive MRMDMs having the same matriz

polynomial with period P, the period of the matrix T as defined in Eq. (4.5) divides 2P.

Proof. By Theorem 4.0.1, the period of Tisa multiple of P. Again,

- T, 0
T2P+1 _

2P —
o TEBTEE ™ T
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But,

2P
ZkZOTI’“BTfP‘k = BT + T\BT?'' 4+ ...+ T/ 'BTP* + TP BTP

+ TP BTI w4 TEIBT 4+ T B
= B+N\ BT ' +...+T/'BTy+ B
+ T\BTF '+ .. . +TF'BTy+B
= B.
- 0 - - - -
Therefore, T?P+! = = T. As T is invertible, T?” = I and so the period of T
B T
must divide 2P. [

4.2 Randomness properties of CS based bitstreams

In this section, we analyze the randomness properties of the bitstreams generated by three
MRMM-based CSs. We call CS as CS; (or CS3) when @ (or +) is used for ® in Eq. (4.2).
The CS; and CS, are depicted in Fig. 4.3 and Fig. 4.4, respectively. In both cases, g is
considered as an identity map. The third cascade system CSj is same as CS; with ¢(.) as
a nonlinear bijection function S box. The S box is given in Appendix A. For experimental
study in each CS, both FSRs are taken primitive MRMMs defined over Fyis i.e., m = 16.
The order of MRMM; and MRMMj, is 10 and 7, respectively. The matrix polynomial of
MRMM; and MRMM, are z'°+ Rga® + LC Ssz” + Ry +629242° + Rox* + Ryz' + LC'S; and
2"+ Ryjat+ LCSga® + Lox? 4+ Rsa' + LC Sy, respectively. Here R, is the right shift operator
defined as R,(X) = X >> a whereas L, is the left shift operator defined as L,(X) = X << b
and the left circular shift of X by c¢-bit is denoted as LCS.(X). As MRMM; runs in free
running mode, we avoid all zero-state initialization situations in MRMM;. It is observed
that the results of the statistical test suite are similar for several random initializations of

the states of MRMM,, including all zero initialization states. This occurs as the states of
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MRMM; are injected into the states of MRMM, through its feedback calculation. Thus, the
states of MRMM, can be initialized with any random values, but for our experimental set

up we always initialize with zero values.

| Bl)

N M

MRMM,
)
Figure 4.3: CS;

| Fl)

M N

4

Do
L~ g('}

N

LL™

A
1]
L]

[t]f MRMM, [€

Figure 4.4: CS,

<« gl.)

4.2.1 Comparison of statistical properties of CS;, CS, and CS;

Many statistical test suites have been developed to study and analyze the randomness prop-
erties of a bitstream. In our experiment, we use NIST statistical test suite SP 800-22 Rev.1a
[1]. To see the randomness properties of the word sequences generated by CS; and CS,, we
first convert word sequence [t] to bit sequence. By Theorem 4.0.1, (2'%° — 1) is a factor of
the period of the word sequence, so the period of the corresponding bit sequence will be at
least 16(21%° — 1) as each word is 16-bit wide. We investigate the randomness properties of

the bitstream of CS; as follows:

1. Initialization of the states Sy and Ty: Initialize all the states of MRMM; and MRMM,
to 0 except sp = 1. Run CS; for 48 iterations without collecting any bitstream. The

reason for the selection of 48 rounds is explained in Section 4.2.2.
2. Then at the end of each iteration, collect 16-bit keystream as ty. In this experiment,
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it generates 100 bitstream files and each file consists of a bitstream of length 1000000.
As bitstreams are not collected for initial 48 rounds, CS; runs (62500 x 100) 448 times

to generate these 100 files.

3. Then, NIST statistical test suite is performed on all those 100 bitstream files. For this

experiment, the significant value « is taken 0.05.

Similar to CSy, 100 bitstream files are generated for CSy and CSs3, then NIST statistical
test suite is performed. Note that both CS; and CS,; are the same except for different
operations ® used in Eq. (4.2). The comparative statistical results are provided in Table
4.1. The first column tells the name of each statistical test of the NIST test suite. The
second, third, and fourth columns show the number of passed files out of 100 in the case of
CS1, CS,, and CS3, respectively.

As [s] is generated by a primitive MRMM, it has good randomness properties. But it
possesses low linear complexity due to linear structure. These randomness properties will
be inherited by CS; as [s] is XORed in the generation of [t]. This fact is reflected in the
second column of Table 4.1. It is checked that the linear complexity of all files of CS; is
4352 = m?2(ny + ny) as expected. Thus, none of the bitstreams of length 1000000 passes
the linear complexity test as the expected linear complexity is 500000. Table 4.1 shows
that statistical results on the bitstream of CS; and CS, are very close except for the linear
complexity. In the case of the bitstream of CS,, it is tested that linear complexity is around
500000 for all 100 bitstreams of length 1000000. This is due to use of one modular addition®.
Due to the presence of a nonlinear S box in CS3, the bitstreams of CS3; have also good
statistical properties like CS,. Therefore, both CSy and CS3 have an advantage over CS;
with respect to randomness property. The S box used in CSj is generated by the S box
construction method applied in the AES block cipher [38].

Tt is known that if @ = Z::Olaﬂi, b= Z;’;BlbiQi andc=a+b= Z;iglciQi, with a;, b;,¢; € {0,1},
then cg = ag ® by, and for 1 < k <m, ¢, = ar D by D Zf:_(]laibil_[?;ilﬂ(aj @ bj). As the value of word size
m is 16, the nonlinear degree of the expression of ci5 will be 16.
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Name of the test

No. of
passed files

No. of
passed test

No. of
passed test

CS; CS, CS;
Frequency 95 95 97
BlockFrequency 96 99 99
Runs 98 94 97
LongestRunOfOnes 98 97 94
Rank 93 94 92
DiscreteFourier Transform 92 90 94
NonOverlappingTemplateMatchings 100 100 100
OverlappingTemplateMatchings 93 95 94
Universal 94 97 94
LinearComplexity 0 100 100
Serial 98 94 97
ApproximateEntropy 97 93 95
CumulativeSums 95 96 96
RandomExcursions 60 59 64
RandomExcursionsVariant 60 58 62

Table 4.1: Comparative statistical results of CS; and CSy

generate Table 4.2 are as follows.

1. Set count = 0.

68

4.2.2 Avalanche analysis on state registers of CS;, CS; and CS;

In this section, we analyze the avalanche effect on the states of three CSs. For the avalanche
analysis study, we kept the same MRMMs used in the previous section for statistical anal-
ysis. After initialization of Sy and Ty, we compute experimentally the number of iterations
needed to achieve avalanche property, i.e., 50% bit changes in the states of each of three CSs
separately. It is observed that number of iterations to achieve 50% avalanche in the case of
CS; and CS; is very close for any random initialization of Sy and Ty. However, depending
upon the total weight of the initial states of CS, the number of iterations varies to achieve

50% avalanche effect as shown in Table 4.2 and Table 4.3. The steps of the experiment to




2. Initialize the states of MRMM; and MRMM,: s; = ini-s; = 1 and s, = ini-s; = 0
for 0 < k£ < ny; — 1. Here ini-s;, is the initial state of s;. Initialize t; = ini-s; = 0 for

3. Run MRMM; for one iteration. Here one iteration means it calculates the feedback

value fb; of MRMM;, then shift the states i.e., s = sp;q for 0 < k < ny — 1 and
Spi—1 = fb1

4. Run MRMM; for one iteration i.e., it calculates the feedback value fby of MRMM,,
then shift the states i.e., ty =ty for 0 <k <ny—1and t,,_1 = fby ®sp.

5. Calculate weight = Y7 ' Wit(sy @ ini-sp,) + Y072, Wt(ty @ ini-t; ). Here Wt(z) is the

hamming weight of the word .

6. If | weight — M |> 3, increase count by 1 and go to Step 3. Otherwise, return

count. Here 3 is the approximation value of 1% of the total size of memory states i.e.,

m(ny + na).
CS; CS, CS;

Iter. Wt. of avalanche Wt. of avalanche Wt. of avalanche
No. states effect % states effect % states effect %
0 3 1.10 3 1.10 9 3.31
1 3 1.10 3 1.10 17 6.25
) 7 2.57 7 2.57 47 17.28
10 18 6.62 18 6.62 66 24.26
15 35 12.87 36 13.24 71 26.10
20 62 22.79 62 22.79 94 34.56
30 119 43.75 120 44.12 123 45.22
40 124 45.59 120 44.12 124 45.59

Table 4.2: Avalanche effects vs iteration numbers when all states except sqg are 0

Table 4.2 displays the total weight of the states and the percentage of total states size of

CSy, CSy, and CS3, respectively with respect to the iteration number. Here the percentage
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CS, CS, CS3

Tter. Wt. of avalanche Wt. of avalanche Wt. of avalanche
No. states effect % states effect % states effect %

0 23 8.46 23 8.46 17 6.25

1 46 16.91 46 16.91 34 12.50

2 68 25.00 68 25.00 50 18.38

3 90 33.09 83 30.51 68 25.00

4 104 38.24 107 39.34 80 29.41

5 125 45.96 124 45.59 97 35.66

6 144 52.94 144 52.94 115 42.28

Table 4.3: Avalanche effects vs iteration numbers when all states of MRMM; are OxFFFF
and all states of MRMM, are O

of avalanche effect is calculated as (total weight of the states of CS)/(total size of CS in bits)
x 100. In this case, the total size of CS in bits is 272. It is observed experimentally that
both CS; and CS, take almost the same number of iterations to achieve 50% avalanche effect
for the same nonzero random initialization of states.

Table 4.3 shows that around 6 iterations are needed to achieve the desired effect. In
this case, data are generated after all states of MRMM; are initialized with the hex value
OxFFFF i.e., all bits of MRMM; are 1, and all states of MRMM, are kept 0. It is also noticed
that if the states of MRMM; and MRMM, are balanced, then CS takes around 9 iterations
to achieve 50% avalanche effect. Except sg, if all states of CS; and CS, are in zero states,
both CS; and CS, achieve the avalanche property after 48 iterations. Therefore, during the
study of statistical properties of CS; and CSs in Section 4.2.1 we have collected bitstream

after 48 iterations.

4.2.3 Cascade connection of MRMM and LFG

In the previous section, we have studied cascade systems comprised of MRMMs only. In

this section, we focus on two more cascade systems. One is CS; consists of two LFGs and

the other is CS5 where one FSR is MRMM and the other is LFG. Suppose both the LFGs
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used in CS, are two primitive additive LFGs where LFG; is cascaded into LFG,. If [t] is a

nonzero sequence generated by this cascade system, then we have the following result.

Theorem 4.2.1. Let the order of LFGy and LFGs be ny and ns, respectively having common
word size m. If ged(ny,no) = 1, then period of [f], Per[t] = (2™ — 1)(2"2 — 1)2m~ L.

Proof. Suppose [s] is the word sequence generated by LFG;. Then [s| is periodic as LFG;
is primitive and Per[s] = (2™ — 1)2™7!. Again the feedback function fy(.) of LFG, is
nonsingular therefore, (2" — 1)2™~! divides Per[t] by Theorem 4.0.1. Let [t(!] be the bit
sequence consisting of the first least significant bit (LSB) of each word of [t]. Then, it can
be seen that [t™M] is generated by the cascade connection of two primitive LFSRs. Thus
Per[tW] = (2™ —1)(2"2 —1) by [9, Corollary 14]. This implies (2™ —1)(2"2 — 1)2™~! divides
Per[t] as Per[t™M] divides Perlt)].

Again, it is obvious that Per[t] divides lem((2" —1)2m~! (2"2—1)2™~!) as both the LFGs
are primitive. As ged(ny,no) = 1, lem((2™ —1)2m~1 (272 —1)2m 1) = (21 —1)(2"2 —1)2m L.
This proves the desired result. O

Since the period of CSy is (2™ —1)(2"2 —1)2™~ !, the lower bound for linear complexity of
any nonzero bitstream of CS, is n1m22™ 2. In CSs LFG cascades into MRMM. Then using

similar arguments, the following theorem can be proved.

Theorem 4.2.2. Let the order of LEG and MRMM be ny and nsy, respectively having common
word size m. If ged(ny, mny) = 1, then Per[f] = (2™ —1)(2m2 — 1)2m~ L,

4.2.4 Cryptanalysis of word-based CSs

In the previous two sections, we have studied cascade systems comprised of MRMMs and
LFGs, then discussed some of their statistical properties. In this section, we discuss a
cryptanalytic attack and its complexity. We start with a general method for reconstructing
the original sequence from a known portion of the output word sequence. Assume that [t]
is the known output word sequence of the cascade system of Eq. (4.2) where the function

g(.) is the Identity function. Thus, t;i,, = s; © Fo(ti, tix1,. .., tizn,—1), for ¢ > 0. Our
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aim is to reconstruct the initial states of both the FSRs, Sy and Ty. Since the procedure
of cryptanalytic attack is similar for all discussed cascade systems comprised of MRMMs
and LFGs except CS3, we only focus on CSs of LFGs i.e., CS;. Suppose LFG; is cascaded
into LFG, in the CS and both LFGs are primitive. Let [t))] be the bit sequence consisting
of the first LSB of each word of [t]. Then, [t(V] is a bit sequence generated by a cascade
system of two primitive LFSRs. If n; and ns are the order of LFG; and LFGs, then from
any 2(n; +ny) consecutive bits of [t(M], it is possible by Berlekamp-Massey algorithm [35], to
get the feedback polynomials of both LFSRs and therefore, for LFGs. Now from Eq. (4.2),
Si = (tnyti — Fo(ti, tizr, ..., tuy—144)) mod 2™, for i > 0 and so the initial states sg, ..., Sp, 1
can be computed, once [t] is known.

Since tg, ..., t,,—1 are assumed to be part of the secret key, they should not be used as
keystream words. Let us assume the keystream words {t,,,1;}i>0 are known. Then using the
Berlekamp-Massey algorithm on [t(l)}, it is again possible to find the feedback polynomial
of both the LFGs. Now s,,,; can be computed as s,,; = (tan,40i — F2(tnytis - - b2ny—114))
mod 2™, for i > 0. Further, S;,41n,-1 = F1(Sny—1,Sns, - - - » Sngtny—2) and Fi(.) is linear, thus
Sn,—1 can be calculated from it. Using the same procedure, it is possible to retrieve all initial
states of LFGy. Here also same 2(n; 4+ ng) number of consecutive words of [t] is sufficient to

mount this attack. This attack is summarized as follows.

Algorithm 4 : Attack on LFG-based cascade systems

Input: The output word sequence [t].
Output: Recover the initial states of LFGs.

1: If [t] # 0, then collect [t(V], the first LSB of each word of [t]. Apply the Berlekamp-
Massy algorithm on [t] and get the feedback polynomial of LFGs. Using Eq. (4.2),
calculate the initial states of LFGs.

2: Else, All states of LFGs are 0.

This attack is applicable as long as the bits of [t(})] satisfy the linear recurring relation
of order (ny + ng) or less. One of the easy solutions is to use a nonlinear bijective function
g(.) to destroy the linear structure of [t(!)], for example, the use of an S box. Thus, this
cryptanalytic attack is not applicable to CS3. In the case of an LFG-based cascade system,

simply rotation by a nonzero value will also destroy the linear relation in the 1st LSB of [t].
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4.3 Conclusion

In summary, this chapter presents several word-oriented cascade systems comprised of two
FSRs only. The concept can be extended to more than two FSRs. We discuss three differ-
ent MRMM-based cascade systems and study their periodicity and randomness properties,
then present avalanche analysis on the states of all three cascade systems. We compute
the periodicity of cascade systems of MRMM and LFG. Lastly, a cryptanalytic attack on
the cascade systems is discussed along with its countermeasure. The results pertaining to
generalized WFSR and cascade generators are submitted to journals?:3.

In the next chapter, we discuss another two word-oriented generators.

28, K. Bishoi, K. Senapati and B. R. Shankar, Bitstream generators using Multiple-Recursive Matriz
Methods, Sept 2022, doi: https://doi.org/10.21203/rs.3.rs-2105578/v1.
3S. K. Bishoi, K. Senapati and B. R. Shankar, Generalized word-oriented feedback shift registers.
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Chapter 5

Word-oriented alternating step
generators and nonlinear combination

generators

In this section, we discuss two more WFSRs based on alternating step generators and non-

linear combination generators, respectively.

5.1 Alternating step generators

Similar to shrinking and self-shrinking generators [8], the alternating step generator (ASG)
[27] is highly appealing due to its conceptual simplicity. The ASG is a sequence generator
composed of three FSRs A, B, and C as illustrated in Fig. 5.1. Suppose the bit sequences
produced by FSRs A, B, C are [al, [b], [¢], respectively. In ASG, three generators are inter-
connected. In it* cycle, B is clocked (stepped) once and C is not clocked if a; = 1, otherwise
B is not clocked and C' is clocked once. Here, A is called the control register whereas B
and C are called generating registers. Let [z] be the output bit sequence of the ASG. In this
section, we study three variants of ASGs named ASG;, ASGy, and ASGs, respectively. In
all those three cases, A is an FSR producing a de Bruijn sequence, whereas FSRs B and C'
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are considered as follows

(1) ASG;: FSRs B and C' are two different primitive LFSRs.

(2) ASGs: Between FSRs B and C, one generates a de Bruijn sequence and the other is
a primitive LFSR.

(3) ASGs: Both B and C' produce de Bruijn sequences.

clock , outputz,

Figure 5.1: Alternating step generator

5.1.1 ASG,

This case is discussed in Gunther [27, Theorem 1] and the result is as follows

Proposition 5.1.1. Suppose [a] is a de Bruijn sequence of span ny, [b] and [c] are two
primitive sequences of orders ny and ns, respectively. If ged(ng,n3) = 1, then Per|z] and

L[z] satisfy the following:
(i) Per[z] =2m (2" —1)(2" — 1)

(11) (TLQ + n3)2”1_1 < L[Z} < (n2 + N3)2n1

5.1.2 ASGy

Without loss of generality, assume that B is the FSR producing a de Bruijn sequence and C'is
a primitive LEFSR. Then the following result tells about the periodicity and linear complexity

of the bit sequence generated by this modified bitstream generator.
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Proposition 5.1.2. Suppose [a] and [b] are two de Bruijn sequences of spans n; and no,
respectively and [c] is a maximal sequence of order ng, then Per(z] and L|[z| satisfy the

following:
(i) Perlz] =2"(2"™ — 1), where n = max(ny,ny + 1)

(i) 271+ nz2mt < L[2] < 20 4 ny2m

Proof. The output sequence [z] can be expressed as [2] = [b] @ [¢], where [b] and [d] are
generated by the sub-generators whose component sequences are [a], [b] and [a], [¢], respec-
tively [30]. For the sequence [b], it repeats whenever the states of A and B return to
their respective initial states. As [a] and [b] are de Bruijn sequences, Per[a] = 2™ and
Per[b] = 2™. If ny < ny, then Per[b] = 2™ as A has to be clocked for 272*! times to
get 2" number of 1s. Otherwise, if ny > ny, then Per[b] = 2. Therefore, Per[b] = 2",
where n = maz(ny,ny + 1). Again, Per|[¢] = 2" (2" — 1) as proved in [30, Lemma 1]. Thus,
Per|[z] = lem(2",2" (2™ — 1)) = 2"(2" — 1).

As Per[b] = 2", by [13, Theorem 1] the minimal polynomial of [b] is (1 4 z)* for 27! <
o < 2" and so L[b] satisfies 2"~ < L[b] < 2". Also the minimal polynomial of [¢] is J(z)? for
2m~1l <« 3 < 2™ where J(z) is a minimal polynomial of degree nz. Thus by [30, Lemma 4],
nz2™m =1 < L[¢] < n32™. Again the minimal polynomial of [2] is (1 + x)*J(z)? of the degree
(o +np) [32, Theorem 6.57], and the desired result follows. O

5.1.3 ASGs

Proposition 5.1.3. Suppose [a], [b] and [c] are three de Bruijn sequences of spans nj,ns

and ng, respectively, then Per[z] and L[z] satisfy the following:
(i) Per|z] = 2", where n = max(ny,ny + 1,n3 + 1)
(i) 2"t < L[z] < 2"

Proof. In Proposition 5.1.2, It is shown that Per[g] = 2”/, where n = max(ny,ny + 1).

Similarly, Per[¢] = 2"//, where n” = max(ny,ns + 1). Therefore, Per[z] = 2", where
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n =mazx(n',n") = max(ni,ny +1,n3+1). Then by [13, Theorem 1], we have 2"~! < L[z] <
2", ]

5.1.4 Observations and word-based ASG

In the above three cases of ASGs, it is clear that Per|[z] of ASG; is greater than that of ASGy
and ASGj. Also, the lower bound for L[z] is more in case of ASGy, if n; is greater than ny
and ng. This motivates us to extend the bit-oriented ASG; to word-oriented ASG (W-ASG).
In W-ASG the controlling FSR A is a de Bruijn sequence as in the ASG and the generating
FSRs B and C' are two primitive MRMMs. Consider B is MRMMj(mao, ng) whereas C' is
MRMM3(ms, ng). If m = min(ms, ms3), then in each cycle i, W-ASG produces m-bit z;,
where z; is Xor of m-bit output word of B and m-bit output word of C. As described earlier,
let [219)] = {z(()j), 29 } be the ;% bit sequence, for 1 < j < m. Now we have the following

result.

Proposition 5.1.4. In W-ASG if gcd(mang, mans) = 1, then for 1 < j <m
(i) Per[z\)] = 2m(2m2mz — 1)(2msns — 1)
(ii) (mang 4+ mans)2™m~t < L[z9)] < (mgny + mans)2™

Proof. Suppose [b] and [c] are word sequences generated by MRMM 5(mg, n2) and MRMM
3(ms, n3), respectively. Then [2(9)] is the bit sequence produced by the ASG([a], [b9], [c1)]).
Therefore, by Proposition 5.1.1 the desired result follows.

U

Example 5.1.5. Consider the bit-oriented ASG(A,B,C), where A is an FSR producing a
binary de Bruijn sequence 1111010010110000 of period 16, whereas B and C' are primitive
LFSRs with characteristic polynomials fi(z) = !¢ + 215 + 2™ + 213 + 2! + 210 + 20 4 25 +
3+ 22+ 1 and fo(z) = 2 + 2% + 2! + 2% + 28 + 27 + 25 + 2% + 1, respectively. Then
after initializing B and C' with nonzero states, it is experimentally computed that the period
of ASG(A,B,C) is 24(2'® — 1)(2' — 1) and the linear complexity is 124 which satisfy the

constraints given in Proposition 5.1.1.
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Using the polynomial fi(z) and fy(x) as input to construction algorithm for primitive
MRMM [5], compute MRMM; (4, 4) and MRMMj3(5, 3). In this example, m = min(my, my) =
4. So W-ASG produces a 4-bit number in each round, whereas ASG produces 1-bit only.
Thus, W-ASG generates bitstream at a faster rate, especially in processors. It is verified
through C-programming that both the period and linear complexity of all 4 component-bit
sequences are the same. If we consider the word sequence as a bit sequence, then it is
observed that both the period and the linear complexity of W-ASG are m times that of
bit-oriented ASG.

5.2 Nonlinear combination generators

The nonlinear combination generator is another technique to destroy the linearity in the case
of LFSR-based ciphers. Numerous works have been reported on the problem of controlling
the linear complexity of sequences based on nonlinear combinations. In the case of products
of the LFSR-sequences [24, 31], the product of the linear complexities of two sequences is the
upper bound to the linear complexity of their product sequence. If the linear complexity of
the product sequence is equal to the upper bound, then it is called that the product sequence
attains the maximum linear complexity. Here, the combiner function is f(z1, xs) = x122. The
idea behind the bit-oriented nonlinear combination generator is to use a nonlinear Boolean
function f : F} — TFy to destroy the linearity inherent in LFSRs [53]. The nonlinear
combination generator is depicted in Fig. 5.2. In every iteration, it takes n inputs from n
independent LFSRs, and using the Boolean nonlinear combiner function f, it produces 1-bit
output. We generalize these bit-oriented nonlinear combination generators to word-oriented
nonlinear combination generators as shown in Fig. 5.3.

A Boolean function in n variables is a function f : F} — Fy [53]. One way to represent
a Boolean function is to express the function in terms of Boolean variables. When a Boolean

function is written as

flr1, 20, ,20) =co & cry D Crix; ... DCy p T1Ts. .. Ty, (5.1)
1<i<n 1<i<j<n
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. keystream bit
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Figure 5.3: Word-oriented nonlinear com-

Figure 5.2: Bit-oriented nonlinear combi- o
bination generator

nation generator

it is called the algebraic normal form representation of f, where co,c;, ci5, ..., ¢,

coefficients in Fy. Now, for a Boolean function f : F} — [Fy, we define F': F},, — Fom as

follows:

F(Xl, XQ, e 7Xn) = Cy D CiXi D CZ]X’LX] D...PD Cl’“_leXQ Ce Xn (52)

1<i<n 1<i<j<n

Here the product among the variables X, Xs5,..., X}, for 2 < k < n is the Hadamard
product. We call F' as the vectorial form of f and f as the scalar form of F. With the
function F', the concept of a bit-oriented nonlinear combination generator can be extended
to a word-oriented nonlinear combination generator.

Let MRMMy(my, ny,) be the k™" MRMM and [s;] be the word sequence generated by
MRMMy (mg,ng) for 1 < k < n. Let m = min(my,ma,...,m,) and F : F3, — Fom be
the nonlinear combining function as defined in the Eq. (5.2) with f as its scalar form. The
function F' takes m bit word from each MRMMy (my, ng) as input and produces m bit word
as output.

Similar to all the LFSRs in bit-oriented nonlinear combination generators, it is considered
that all the MRMMs are running in free-running mode. Let {sy0,Sk1,.-.,Skn,—1} be the
initial states of MRMMy (my, ng). In each iteration i, each MRMM,, generates a word sy ;.
Consider ty; is the m Isb of sy, ;. If z; = F(tq;,ta,,...,t,,) is the i'" keystream word, then the

following result on the periodicity and the linear complexity of the sequences [2],1 < j < m
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is obtained.

Theorem 5.2.1. Suppose MRMMy(my,ng) for 1 < k <n are n primitive MRMMs and let

ming, Moy, . .., MuNy, be pairwise co-prime and greater than 2, then Per[zW] = [, (2" —

1) and L[z9] = f(miny, mans, ..., myny,) for 1 <j <m.

Proof. Let [t;f )] be the j Isb bit sequence obtained from the word sequence [t;], then for
1 <j<mand1 <k <n, the relation between the bit sequences [2\)] and [t,(f )] is as follows:

2= FL 1), (5.3)
By Lemma 2.3.2, each nonzero bit sequence [t,(cj )] attains maximal period and therefore

primitive. Thus, by [23, Theorem 5] and [45, Theorem 3] the desired result follows. O

In the case of combination generators, the constituent LFSRs and MRMMs should
be primitive to ensure good statistical properties of their output sequences. Again, the
keystream sequence must have high linear complexity to counter the attack due to the
Berlekamp-Massey algorithm. Thus, the combining function f or F' should have a higher
algebraic degree. However, the combination generators in the case of LFSRs and MRMMs
are vulnerable to both correlation attack [49] and fast correlation attack [36]. To make
these attacks infeasible, the feedback polynomials should not be sparse, and the combining
function should have a high resiliency (correlation-immune and balance) order. But, there
is a trade-off between the correlation-immunity order and the algebraic degree of a Boolean
function due to Siegenthaler bound.

The results pertaining to the word-oriented alternate step generators and nonlinear com-

bination generators are submitted to journal® .

1S. K. Bishoi, K. Senapati and B. R. Shankar, Bitstream generators using Multiple-Recursive Matriz
Methods, Sept 2022, doi: https://doi.org/10.21203/rs.3.rs-2105578/v1
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Chapter 6

Conclusion

Along with good statistical properties, a cryptographically secure bitstream generator must
have a large period and high linear complexity. This thesis has explored the possibility of
increasing linear complexity and we have introduced a few new techniques to achieve the
same. They are shrinking generator, self-shrinking generator, cascade generator, alternating
step generator, and nonlinear combination generator using MRMMs. We present some results
pertaining to the periodicity and statistical properties of the bitstream generated by self-
shrinking primitive MRMMSs. Since both period and linear complexity are large in the case
of the above word-oriented generators, they could be used as one of the primitives in the
design of symmetric-key crypto algorithm, especially when the crypto algorithm is to be
implemented in some processor.

Since both Xorshift RNG and TSR are a particular class of MRMM, all the above results
pertaining to MRMM are held for them also. We have shown that the period is exponential,

whereas maximal linear complexity is polynomial.

6.1 Future Directions

o In the case of the word-oriented shrinking generator and self-shrinking generator, only

the function f(z) is even or odd is used. In future work, we plan to incorporate other
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functions and study the randomness properties of the generated bitstream especially

periodicity and linear complexity.
e Study on nonlinear Xorshift random number generators.
o Parallel computation using jump LFG.

o More study and analysis on generalized WFSRs.

WFSRs are useful as they take advantage of word-based processors and significantly
improved the throughput of sequence generation. In this thesis, we have given a general
expression for WFSRs. Table 6.1 shows some well-known FSRs are shown as the special
case of WFSR by putting different restrictions in Eq. (2.1). Column 1 of Table 6.1 tells the
name of the FSR. Columns 2 and 3 give the value of the degree of feedback function F' and
the word size m, respectively. Column 4 tells which operation is used for  in Eq. (2.1)

and column 5 says, the multiplication operation used when deg(F') > 1.

FSR deg(F) m > I
LFSR 1 1 S
NLFSR > 1 1 @ &
LFG 1 > 1 +
MRMM 1 > 1 S

Table 6.1: Special cases of different WFSRs




Appendix A

S box

S[256] = [ 0x9A, 0x85, 0xAF, 0xBC, 0x00, 0xAB, 0x89, 0xC1, 0x6D, 0x7F, 0xBS8, 0x1C,
0x13, 0x30, 0x37, 0xA6, 0xDB, 0x71, 0xD2, 0x54, 0x31, 0x32, 0xD9, 0xFC, 0xE4, 0x99,
0xCF, 0x15, 0xF6, 0x34, 0x84, 0xBF, 0x3A, 0xAA, 0x6F, 0xB3, 0xBE, OxEE, 0xFD, 0xD3,
0x4F, 0x23, 0xCE, 0x9B, 0x3B, 0xCC, 0xA9, 0x04, 0xA5, 0xF2, 0x1B, 0xC3, 0x8A, 0xF3,
0x5D, 0x16, 0xAC, 0x47, 0x77, 0x11, 0x2F, Ox1E, 0x08, 0x2E, 0xCA, 0x09, 0x38, 0x40,
0xDA, 0xE7, 0xB4, 0xE6, 0x88, 0xED, 0xA0, 0xD1, 0x29, 0xE3, 0x3E, 0xC5, 0x70, 0x58,
0x46, 0x91, 0x0A, 0xAD, 0x1A, 0xA1, 0x4A, 0xCD, 0x0B, 0x9F, 0xB9, 0x20, 0xD5, 0x42,
0x05, 0xF1, 0x14, 0x75, 0xE0, O0xAE, 0x36, 0xC6, 0x92, 0x8E, 0x94, 0x26, 0x79, 0xB5,
0xDC, 0xB6, 0x81, 0x3C, 0x74, 0xC4, 0xD6, 0x19, 0xE5, 0xA8, 0xFA, 0x12, 0xD8, 0xDE,
0x69, 0x49, 0x7A, 0x44, 0xB2, 0xDO0, 0xE9, 0xF0, 0xCB, 0x56, 0x4D, 0x07, 0xBA, 0x97,
0x24, 0xE2, 0x8D, 0x59, 0xA4, 0xA3, 0x93, 0x86, 0x21, 0xF8, 0x3D, 0x83, 0x3F, 0x28, 0x43,
0xA7, 0x9C, 0x98, 0x72, 0x7D, 0x8F, 0xC8, OxEF, 0x2B, 0x41, 0x90, 0xF4, 0xEC, 0x1F,
0xF9, 0x68, 0x51, 0x01, 0x0C, 0x60, 0x62, 0xBD, 0x5A, 0x48, 0x52, 0x8B, 0x67, 0xES,
0xFE, 0xA2, 0x53, 0xB1, 0xC2, 0xC7, 0x96, 0x87, 0x22, 0x4C, 0x45, 0xb5, 0x4B, 0x95,
0xEB, 0xDD, 0xFF, 0xD7, 0x5E, 0x1D, 0x9D, 0x80, 0x6A, 0x76, 0xD4, 0x0E, 0x4E, 0x9E,
0x50, 0x2A, 0x82, 0x27, 0x7C, 0x7TE, 0x61, 0x6B, 0x6E, 0x0D, 0xB7, 0x03, 0x5C, 0x8C,
0xFB, 0x17, 0x2D, 0x73, 0xC0, 0x57, 0x18, 0x0F, 0xDF, 0x06, 0x33, 0xE1l, 0x7B, 0x25,
0x66, 0x39, 0x78, 0x10, 0x6C, 0x64, 0xF7, 0xBB, 0xB0, 0x02, 0x35, 0x63, 0x5F, 0xC9,
0x2C, 0xEA, 0x65, 0xF5, 0x5B]
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