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Abstract

Small form factor radar sensors at millimeter wavelengths �nd numerous applications

in the industrial and automotive sectors. These radar sensors provide improved range

resolution, good angular resolution, and enhanced Doppler resolution for short-range

and ultra short-ranges.

The primary objective of this thesis is to detect and track the targets accurately,

when a radar is interfered by another. This research proposes an experimental evalua-

tion of a 77 GHz IWR1642 radar sensor in the presence of a second 77 GHz AWR1642

radar sensor acting as a spot jammer. A real-time experiment is carried out by

taking into account �ve di�erent targets of various radar cross sections, such as a

car, a larger size motorcycle, a smaller size motorcycle, a cyclist, and a pedestrian.

The collected real-time data is processed using four di�erent constant false alarm

rate (CFAR) detectors, CA-CFAR (cell averaging-CFAR), OS-CFAR (order statistics-

CFAR), GOCA-CFAR (greatest of cell averaging-CFAR), and SOCA-CFAR (smallest

of cell averaging-CFAR).

Furthermore, the data from the above detectors is fed into two di�erent clustering

algorithms (DBSCAN (density based spatial clustering of applications with noise) and

K-means), followed by the extended Kalman �lter (EKF) based tracker with global

nearest neighbor data (GNN) association, which provide tracks of various targets

with and without the presence of a jammer. Furthermore, four di�erent metrics

(1.Tracks reported (TR), 2.Track segments (TS), 3.False tracks (FT), and 4.Track

loss (TL)) are used to evaluate the performance of various tracks generated for two

clustering algorithms with four detection schemes. The experimental results show that

the DBSCAN clustering algorithm outperforms the K-means clustering algorithm for

many cases.

In addition, deep learning (DL) based technique is applied for the range Doppler

(RD) maps obtained from 77 GHz mmWave sensor. CA-CFAR and OS-CFAR detec-

tions are labeled by LABELIMG software, and then these images are processed by

you only look once (YOLO) V5 method. The results obtained have been compared

with ground truth information for various cases. The results obtained reveals that,

i



the DL based approach provides good performance in terms of mean absolute average

error.

Due to the increased on-road density of mmWave radars, the primary radar mounted

on the ego vehicle faces mutual interference. As a result of this, another contribution

is made in the thesis to mitigate the mutual interference. To address this interference

problem, two novel algorithms are proposed. One of the method is weighted beat sig-

nal normalization and the other is clipping followed by a hampel �ltering algorithm.

Both these approaches are applied on IF (intermediate frequency) signal followed by a

traditional detection scheme as a mutual interference mitigation mechanism. Finally,

simulated clutter is generated to see the target detection using a novel sigma delta

space time adaptive processing (Σ∆ STAP) technique to detect multiple targets in

the presence of clutter.

ii
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Chapter 1

Introduction

1.1 Background

1.1.1 mmWave Radar Sensors

Millimeter wave (mmWave) sensor is a type of radar that operates in frequency range

of 30 to 300 GHz, which is the millimeter wave region in the electromagnetic spectrum.

These mmWave sensor have become popular in recent years because of their ability to

provide high range resolution, good angular resolution and even Doppler resolution,

making it possible to distinguish between closely spaced objects. Thus, they are

widely used by automotive and industrial sectors.

mmWave sensors work by emitting short pulse of electromagnetic radiation and

then receives the echo signal that is re�ected back from objects in its �eld of view

(FoV). The time delay and frequency shift of the re�ected signal is used to estimate

distance and velocity of the objects. The main advantage of mmWave sensor is that,

they operate in any adverse weather conditions, such as fog, snow, rain, and even

in complete dark. Thus, mmWave radar sensors o�er powerful tool for sensing and

imaging applications, and its use is expected to grow in coming years.

1.1.2 Applications

The automotive radars come in short, mid, and long ranges to facilitate various func-

tionalities like emergency braking assistant (EBA), forward collision warning, park-

ing assistance, blindspot detection, and adaptive cruise control (ACC) [Waldschmidt

et al., 2021]. These radars are built on only one chip with low input power. These

automotive radars are responsible for providing intermediate pieces of information like

1



environmental perception [Gao et al., 2019], classi�cation of target [Zhao et al., 2020],

tracking [Pardhasaradhi and Cenkeramaddi, 2022], scene imaging [TS et al., 2022],

in-cabin driver vital signs [Dayananda et al., 2022], detection of micro and nano ob-

jects [Kavya et al., 2022]. In addition, the automotive radar gets fusion activity with

other sensors like camera, lidar, and ultrasonic to improve the performance [Vandana

et al., 2022].

1.1.3 Research Motivation

Some of the metropolitan cities have already adopted autonomous vehicles, that is

vehicles mounted with multiple radar sensors. Each vehicle's radar sensor could inter-

fere with the other radar sensor. A frequency-modulated continuous wave (FMCW)

radar operated at mmWave frequency is considered as an automotive radar. As the

mmWave radars on-road tra�c density increases, it creates problems of mutual in-

terferences. As a result of this mutual interference, the true target detection and

tracking get a�ected. Hence, there is a need to focus on target detection and tracking

aspect of the mmWave sensors in the presence of mutual interference. To address this

important problem an experimental evaluation is to be carried out in the presence of

spot-jammer. Besides, there is necessity to understand the radar sensor performance

under these conditions. This is the motivation to carryout the proposed research in-

vestigation using real measurements extracted from 77 GHz IWR1642 radar sensor in

the presence of another 77 GHz AWR1642 radar sensor. Furthermore, various unsu-

pervised machine learning (ML) methods and deep learning (DL) methods are chosen

as e�cient approach to detect and track the targets in the presence of spot-jamming.

1.2 Target Detection and Tracking Background

Some Terms

� Target a moving or stationary object (Eg: car, pedestrian).

� Target Detection is the process of recognising and localising target of interest.

� Target Tracking is the process of estimating kinematic parameters (position,

azimuth angle, and velocity) of a moving target using sensor measurements.

2



� State is a collection of time varying quantities that represent status of an object,

such as position, velocity and acceleration.

1.2.1 CFAR Detection Technique

Constant false alarm rate (CFAR) is one of the widely employed detection technique.

Here, detection of target is based on the comparison of power of each resolution cell

with a threshold (Th). If the power of resolution cell is greater than the Th indicates

the presence of target else target is absent [Nitzberg, 1972]. The general likelihood

ratio test decision criterion for Th is denoted by [Richards, 2014]

Λ( ˜r(t))
H0

Q
H1

Th (1.1)

where, Λ(·) is likelihood ratio test, H0 and H1 are hypothesis test represented for the

echo signal received is [Richards, 2014], [Srinath et al., 2022]

˜r(t) =

{
st(t− τ) + sj(t) + n(t), under H1,

sj(t) + n(t), under H0,
t ∈ Tr (1.2)

Decision in favour of the presence of target depends on the interference and on the

desired probability of false alarm (Pfa). Since interference is not known prior, calcu-

lating Th is not easier. Hence, Th in CFAR is calculated from the neighbouring K

cells (training or secondary cells) of the cell under test (CUT), and thus the Th is

adaptive for desired Pfa and is given by [Nitzberg, 1972, Lawrence, 1981]

Th =
a

K

K∑
i=1

|r̃i|2 (1.3)

where, 'a' is a scaling factor and r̃i is the amplitude in the ith training cell. For Th

and Pfa, probability of detection is given by [Gandhi and Kassam, 1988, Lawrence,

1981]

Pd = Pfa
1

1+X (1.4)

where, X is signal to noise ration (SNR) given by Lawrence [1981]

X =
P 2

2 ∗NP
(1.5)

where,
P 2

2 is average signal power while NP is average noise power.
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Figure 1.1: Architecture of CA-CFAR

In CA-CFAR (cell averaging-CFAR), NP is average power of the training cells as

denoted in Figure 1.1 [Richards, 2014, Weiss, 1982]. Power of the cell under test (CUT)

is compared with the average power of the leading and lagging cells as represented in

Figure. 1.1 on either side of the CUT. On either side of the desired cell guard cells

are left free to avoid target leakage. If, the CUT power is greater than the average

power of the neighbouring cells, then their is presence of target in that cell else target

is absent. This decision is represented by [Srinath et al., 2022]

Decision =


H1, |r̃CUT|2 > a

1

K

K∑
i=1

|r̃i|2,

H0, |r̃CUT|2 ≤ a
1

K

K∑
i=1

|r̃i|2.
(1.6)

If there is presence of target, range is estimated from the range bin of the CUT.

In GOCA-CFAR (greatest of cell average-CFAR) and SOCA-CFAR (smallest of

cell average-CFAR), the training cells are divided into two subsets namely, leading

set and lagging set of size
K
2 . For each of the subset cells, cell averaging method

is used to calculate the Th. Upon selecting the greatest value of the subset, Th of

GOCA-CFAR is obtained [Lawrence, 1981, Gandhi and Kassam, 1988, Hansen and
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Sawyers, 1980, Rohling, 1983]. Power in the lagging subset is given by [Lawrence,

1981]

Y1 =
a
K
2

K/2∑
i=1

|r̃i|2 (1.7)

Power in the leading subset is given by

Y2 =
a
K
2

K∑
i=(K/2)+1

|r̃i|2 (1.8)

Maximum of Y1 and Y2 is the Th for GOCA-CFAR scheme [Lawrence, 1981, Gandhi

and Kassam, 1988].

ThGOCA = max [Y1 Y2] (1.9)

Similarly, minimum of Y1 and Y2 is the Th for SOCA-CFAR scheme [Gandhi and

Kassam, 1988].

ThSOCA = min [Y1 Y2] (1.10)

OS-CFAR (order statistics-CFAR) sorts the amplitude values of training cells in

ascending order (such arrangement is called order statistics) [Gandhi and Kassam,

1988, Han, 2000]. Out-o� K cell values, one of the kth cell value is selected for

comparison with the value of CUT. Pfa for OS-CFAR is given by

Pfa = k

 K

k

 (k − 1)! (a+K − k)!

(a+K)!
(1.11)

1.2.2 Tracking

Tracking is the process of locating and following a moving object over time using

sensor measurements. Process of target tracking involves detection and estimation.

Detection is identifying the presence of a target in sensor's FoV. Estimation is predict-

ing the future position and trajectory of target based on current and past positions.

Finally, target is tracked over time by continuously updating the position and velocity

estimates based on sensor's new measurement.
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1.3 Interference

1.3.1 Unintentional Interference

Interference due to other mmWave sensors operating in same frequency band or due

to other on-road users (automotive vehicles), by which detection process of a receiver

is disrupted, is termed as unintentional interference.

1.3.2 Intentional Interference

A jammer is an electronic counter measure (ECM) or intentional interference present

in the FoV of the radar, by which the normal operation of the radar is disrupted.

Jamming attacks are of various types, namely sweep jamming (in this case, the power

output of the jammer (jammer frequency) is swept back and forth over a very wide

bandwidth.), barrage jamming (here, all the power output of the jammer is spread

over a bandwidth much wider than that of the source radar signal. In other words, it

involves the massive and simultaneous jamming of the whole of the frequency band.),

and spot jamming. Spot jamming is a type of noise jamming (it is the form of

ECM where jammer transmits an interference signal (white noise) in the direction

towards source radar so that the target re�ection is completely submerged by the

interference.), in which, all the power output of the jammer is concentrated in a very

narrow bandwidth, ideally identical to that of the source radar[Lv et al., 2019].

1.4 Literature Survey

1.4.1 Multiple target detection and tracking by mmWave sen-
sor

By extracting information about the target from mmWave sensor and further, uti-

lizing ML or DL techniques, detected targets are classi�ed. [Gupta et al., 2021b]

presented ML tools for range-angle heatmap to classify various types of targets by us-

ing mmWave radar sensor. A challenging problem is addressed using mmWave radar

sensor/AWR1843 BOOST, that is capable of detecting objects of low radar cross sec-

tion (RCS) and successfully detected unmanned aircraft system (UAS) of RCS value of

−20dBsm [Morris and Hari, 2021]. In another communication [Rai et al., 2021], using

micro-Doppler signatures, aerial objects are detected by obtaining measurements in
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real-time using mmWave radar sensor and further classi�ed targets by deploying ML

methods. Using RCS signatures of drones and DL techniques, malicious drones are

detected by the measurements extracted from mmWave sensors [Fu et al., 2021]. Fur-

ther, contributions from [Tiwari and Gupta, 2021, Zhang and Cao, 2018, Ninos et al.,

2021, Jung et al., 2021] used mmWave radar sensors to detect human gestures for a

short distance of about 2 m, and applied ML techniques to classify the movements

([Tiwari and Gupta, 2021] and [Zhang and Cao, 2018] used IWR1642 and AWR1642

respectively, while [Jung et al., 2021] used FMCW sensor at 61 GHz carrier frequency

made by Bitsensing Inc.,)

Few of the recent contributions are focused on angle-of-arrival (AoA) algorithms.

A novel approach is presented in [Cenkeramaddi et al., 2021b] to estimate AoA and

demonstrate that FoV of mmWave sensor can be increased by rotating the sensor mod-

ule. Besides that, AoA is precisely estimated in [Lin and Lee, 2020], by exploiting sub-

array techniques to the mmWave sensor's (Texas Instrument's (TI) AWR1642BOOST-

ODS) antenna elements. Thus, mmWave radar sensors capable of detecting targets

with range and angle information, yields target tracks for the detected objects. Track-

ing people in the indoor or outdoor environments in real-time is demonstrated in

[Ninos et al., 2022] by using the multi-user macro gesture technique. In addition, it

is shown in the same contribution that tracking accuracy is increased with increased

number of sensor nodes.

Tracking of targets is one of the most important requirements for estimating the

target's time-varying movements in the surveillance area. A 24 GHz radar sensor

has been applied to detect range, velocity and azimuth angle of multiple targets and

tracked them by applying data association followed by the kalman �lter in [Macaveiu

and Câmpeanu, 2013]. Besides, the work carried out in [Huang et al., 2021] pro-

posed recursive kalman �lter tracking along with simpli�ed GNN for multiple people

monitoring. Further, track before detect (TBD) method is demonstrated using radar

sensor/AC1000 for the real-time autonomous applications in [Chen et al., 2020].

An e�cient approach is presented to detect vehicles on-road with the help of �eld

programmable gate array (FPGA) by using a wireless rotatable camera for 3600 cov-

erage in [Chen et al., 2019]. Moreover, the usage of sensors for an autonomous vehicle

in smart cities is applied for collision avoidance in [Chen et al., 2021]. In a recent
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contribution [Li et al., 2021a], fused information from multiple sensors are deployed

to detect a ground-moving target by using a smart vehicle. Furthermore, range and

velocity are estimated for moving targets in real tra�c environments by using the

single input single output (SISO) con�guration of mmWave radar sensor/AWR1642

[Wan et al., 2019]. [Asensio Lopez et al., 2018] demonstrated the use of 24 GHz side-

looking mmWave sensor to analyze tra�c �ow by extracting phase information of

the targets. In addition, a novel software-based radar system for single and multiple

target tracking by considering radar hardware and algorithms of signal processing is

proposed in [Chen et al., 2018]. Further, simulation results of [Chen et al., 2018] are

compared with 24 GHz FMCW automotive radar sensor, by employing an OSCA-

CFAR detection scheme and polar-based tracking algorithm to estimate the positions

and velocities of the targets.

From the above literature review, limited contributions are focused on target track-

ing aspect of the mmWave sensors. Moreover, earlier contributions have not carried

out multiple target tracking in the presence of ECM. Hence, there is a need to un-

derstand the radar sensor performance under these conditions. Therefore, motivated

to carryout multiple target detection and tracking by extracting real-time data from

mmWave sensor.

1.4.2 Multiple target detection by YOLO V5

Identifying and tracking targets is also essential even in military applications. Two

di�erent algorithms for airborne or land surveillance using data from radar and elec-

tronic support measure (ESM) are presented in [Challa and Pulford, 2001] to track

targets, one of the algorithm has feedback from target identity to tracking (joint tar-

get tracking classi�cation) while, the other is without any feedback (direct identity

fusion). Further, using bayesian approach target state and class are de�ned to track

and classify. Advancements in ML and DL models made target classi�cation much

easier (by training process) at the cost of big-data.

In [Chavez-Garcia and Aycard, 2016], multiple sensors (camera, radar and Lidar)

data association and fusion was adopted to detect and track multiple moving objects

(car, pedestrian, bike, and truck). [Wang, 2021] used multi-sensor data to recognize

spatial targets and by extracting target features like motion and perception, low cross
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section obstacles like pedestrian and bicycles are classi�ed by applying supervised and

unsupervised ML techniques. [Bhatia et al., 2021] classi�ed car, drone and pedestrian

by applying 1D-FFT (1 dimension-fast fourier transform) on the raw data collected

by mmWave FMCW radar. Classi�cation of objects was based on features of peak

obtained by range FFT. The peak width, its height, area under the peak are some

of the statistical features fed to light weight ML models like support vector machine

(SVM), naive bayes, logistic regression and light gradient boost models to identify

targets. Another SVM based multi-target classi�er is introduced in [Rizik et al., 2021]

to monitor security gate for data taken out by short range 24 GHz FMCW sensor.

Here, collected echo signals in the clutter environment by the radar was transferred

to computer by Raspberry Pi. Detected targets are clustered and further tracked

by α-β �lter and by extracting the features of range pro�le, targets are classi�ed.

Another contribution by using 24 GHz for short distance target classi�cation is by

[Tavanti et al., 2022], where they used density based clustering and tracked targets by

α-β �lter. Further, targets were classi�ed by k −NN classi�er. [Kosuge et al., 2022]

proposed mmWave-YOLO (you only look once) model to detect multiple objects for

real data collected by mmWave imaging radar.

By micro-Doppler signatures for the data collected by SIRS 77 GHz radar human

motion for short distance was classi�ed in [Bjorklund et al., 2012] by applying SVM

software. Target classi�cation and its moving direction is estimated simultaneously

in [Kim et al., 2021] for real data collected by a 64 GHz mmWave sensor. The

detection results are converted to RGB images by lossy compression technique and

further by YOLO algorithm, targets are classi�ed and with the help of detection

results direction of motion is estimated. A novel way of estimating angle of a target

adopting ML model and by using only one transmitting and one receiving element

of an FMCW mmWave sensor placed on a rotor is reported in [Cenkeramaddi et al.,

2021a]. [Gupta et al., 2021a], used rotating mmWave sensor to detect range and

angle of the targets in sensor's vicinity. Also classi�ed objects using convolutional

neural network (CNN) architecture (YOLO V3). Range-angle heatmaps are used to

train the ML module. Once again employing YOLO V3 on range-angle heatmaps

multiple targets are detected, classi�ed and localized in [Wilson et al., 2023] for real

experimental dataset taken out by two di�erent mmWave sensors namely, AWR2243
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and AWR1843. With the modi�cations or improvement in the YOLO algorithm [Jiang

et al., 2022], the current version is V5 and here are some literature on classi�cation of

objects by YOLO V5. In [Padilla Carrasco et al., 2023], tiny objects are detected by

YOLO V5 for PKLot dataset. Large parking area is monitored in a cenital plane by

a camera placed at high distance. Using multi scale model, the cars parked appearing

as tiny objects by a cenital camera are identi�ed. Similarly, another contribution

in the detection of tiny objects is reported in [Luo et al., 2022]. Here, aircrafts are

detected in remote sensing images obtained from Google Earth by adopting YOLO

V5. [Ting et al., 2021] detects ship by extracting features and using YOLO V5 and

GhostbottleNet algorithms. Another ship detection is in [Kim et al., 2022]. Detects

objects using YOLO V5 for singapore maritime dataset and also dataset is improved

by removing noise.

The contributions of the researchers in target detection by ML module is based

on range-angle heatmaps but very limited literature is found on detection of targets

for dataset in presence of interference using range-Doppler (RD) maps.

1.4.3 Sensor-to-sensor Interference Mitigation Techniques

As the mmWave radars' on-road tra�c density increases, it creates problems of unin-

tentional interferences. The automotive industry is investigating various methodolo-

gies to mitigate sensor-to-sensor interference and recover interference-free or uninter-

rupted signals from corrupted signals [Hakobyan and Yang, 2019].

Signal processing techniques like pulse amplitude control, noise canceller, and stag-

gered pulse repetition frequency (PRF) are used to reduce interference e�ects [Brooker,

2007, Jin and Cao, 2019]. Traditional methods like pulse compression are also ap-

plied to FMCW sensor data to mitigate interference [Rameez et al., 2022]. Moreover,

the OFDM-MIMO (orthogonal frequency division multiplexing-multiple input multi-

ple outputs) and cognitive radar techniques are used to perform a tunable Q-factor

wavelet transform and suppress the interference [Xu and Yuan, 2021]. A pruned exact

linear time known change number (PELT-KCN) algorithm was proposed in [Liu et al.,

2020] by exploiting the changes in peaks and weighted envelope normalization (WEN)

to suppress FMCW radar interference. In addition, the research community tried the

short-time fourier transform (STFT) technique for interference mitigation in combina-
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tion with interpolation of beat-frequencies [Neemat et al., 2019] and one-dimensional

CFAR zeroing [Wang, 2022]. Meanwhile, the problem was also addressed with the OS-

CFAR followed by global nearest neighbor-extended kalman �lter (GNN-EKF) based

target tracking [Kumuda et al., 2023]. Initially, this interference mitigation problem

is limited to signal processing and target tracking and later extends to the emerging

�eld of ML and DL techniques. A fully connected convolutional neural network and

quantized convolutional neural network (CNN) are also potential candidates for radar

interference mitigation [Ristea et al., 2020, Rock et al., 2019]. Zhang et al. [2020] pro-

vided VANET assisted solution to nullify interference in automotive vehicles. A case

study was done in a dense tra�c environment, in which vehicles coordinated by ex-

ploiting multiple access techniques for the usage of spectrum. Uysal and Sanka [2018]

gave morphological component analysis to nullify interference without the require-

ment of any prior information. Interference mitigation in automotive radars is carried

out in Wang et al. [2023] by employing TFDMA (time-frequency division multiple ac-

cess) method, in which performance was analysed in terms of number of interference

free radar, density of detection and the probability of interference.

From the literature [Brooker, 2007, Jin and Cao, 2019, Rameez et al., 2022], these

traditional techniques are well developed for the pulsed radar, and applicability has

been seen for the current mmWave LFM (linear frequency modulation) wave radars.

It is to be noted that the staggered PRF and pulse amplitude control techniques

require a re-design of the waveform synthesizer. The ML and DL techniques are well-

suited for research. Meanwhile, the data collection and size of the data are crucial for

developing ML and DL algorithms based on interference mitigation [Ristea et al., 2020,

Rock et al., 2019]. The solution should be very light and feasible without changing

the existing hardware or data collection. This motivated to propose two algorithms

namely, weighted beat signal normalization and clipping followed by hampel �ltering

algorithms for mitigating mutual interference in the time domain.

1.5 Objectives

Based on the research gaps identi�ed from the literature review, this research investi-

gation focuses on target detection or tracking algorithms in presence of jammer. The
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objectives of the research are as follows:

� To present machine learning based multiple target detection and tracking algo-

rithms for mmWave radar sensor experimental data.

� To present deep learning based multiple target detection algorithm for mmWave

radar sensor experimental data.

� To develop novel and e�cient algorithms to mitigate mutual interference for

mmWave radar sensor simulated data.

1.6 Proposed Method for Each Objective

1.6.1 Detection and Tracking

Real-time experiments were conducted using mmWave radars with an objective to

know about the relative position and velocity of neighboring vehicles at current time

to navigate safely or to avoid collisions with other road users. Literature, reveals

that mmWave radar sensors are used only for detection purpose and hardly there are

few contributions on tracking multiple targets on-road. To evaluate or analyse the

performance of mmWave radar sensors in presence of interference, one more mmWave

sensor (AWR1642) was used as an intentional interferer. Contribution of the research,

demonstrated that even in presence of interference, raw data extracted by these sen-

sors is processed and tracks are generated for multiple targets.

The extracted raw data is processed o�ine. Four CFAR techniques namely, CA-

CFAR, GOCA-CFAR, SOCA-CFAR, and OS-CFAR are used to detect targets. Fur-

thermore, two di�erent clustering (unsupervised ML) algorithms, such as density-

based spatial clustering of applications with noise (DBSCAN) and K-means algorithm

are employed for multiple target scenarios. Thereafter, the clustered measurements

are fed to extended kalman �lter (EKF) with global nearest neighbor (GNN) data

association technique. Tracks generated by tracker module are analyzed with four
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di�erent tracking metrics (1.Tracks reported (TR), 2.Track segments (TS), 3.False

tracks (FT), and 4.Track loss (TL)).

1.6.2 Multiple target detection by YOLO V5

The raw data is acquired by 77 GHz mmWave radar sensor to detect targets in the

presence of an attack radar sensor operating at same frequency. The detections (RD-

maps) got by CA-CFAR and OS-CFAR detection schemes are labeled by labelImg

software. YOLO V5 module was trained by using these RD images. Results drawn

by YOLO for both with and without jamming scenarios are used to compare the

performance of the module. The average absolute error calculated for clean environ-

ment is less compared to jamming case, which is because of less false re�ections in

the former case.

1.6.3 Mutual Interference Mitigation Schemes

From literature, there is strong requirement to nullify the interference e�ect among

mmWave sensors. Because of mutual interference, the amplitude of IF changes abruptly

leading to false or missed detections. Therefore, two di�erent algorithms were devel-

oped to identify changes in the IF signal and further to minimize the amplitude

�uctuations by comparing the IF signal envelope to a threshold. The two signal

processing algorithms, weighted beat signal normalisation and clipping with hampel

�ltering, uses interfered IF signal and produces interference minimized signal for de-

tection process. These two signal processing blocks are introduced between ADC and

FFT blocks without making much changes in the traditional process �ow. Thus, it

is simple to implement as it does not disturb the present hardware. By tuning the

�lter window size, both the proposed algorithms detected true targets immersed in

interference environment.

1.7 Contribution of the Thesis

In this thesis, frameworks to detect multiple moving target in non-interfering and

interfering environment for the experimental work carried by AWR1642 and IWR1642

are addressed. The key contributions of the thesis are as follows:
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1. A real-time experiment is carried out using 77 GHz mmWave radar sensors to

evaluate the target detection and tracking performance in the presence of an

attack radar with the same frequency.

2. Four di�erent CFAR detection schemes are applied to compare the performance

of USRR (ultra short-range radar) and SRR (short-range radar) ranges with

and without jamming scenarios.

3. Two unsupervised clustering algorithms (DBSCAN and K-means) are deployed

to generate tracks by EKF with GNN association and performance of these

tracks are evaluated using four di�erent tracking metrics.

4. Suggested detection of multiple moving targets immersed in interference by

exploiting DL model on the RD maps obtained by CFAR detection schemes.

5. Proposed two di�erent signal processing algorithms to detect targets immersed

in interference by minimizing the e�ect of mutual interference of mmWave radar

sensors.

1.8 Overview

The rest of the thesis is organised as follows. Chapter 2 presents multiple target de-

tection by four di�erent CFAR detection schemes for two di�erent modes of operation

of mmWave sensors. In chapter 3, two unsupervised ML techniques employed for mul-

tiple targets and tracks generated by GNN-EKF tracker module are described. The

generated track plots are compared by four di�erent tracking metrics. The chapter 4

deals with detection of targets by YOLO V5 ML model for the detections obtained by

CA-CFAR RD-maps on mmWave sensors. Chapter 5 describes two methods to detect

targets immersed in interference environment for the synthetic data by reducing the

interference e�ect and also gives detection of targets immersed in clutter environment.

Finally, the conclusion and future work are presented in chapter 6.
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Chapter 2

Multi-target Detection in 77 GHz
mmWave Radars

This chapter describes about the detection of multiple targets for the real-time data

extracted by mmWave radars in presence of a spot-jammer. Here, performance of four

detection schemes of CFAR family namely, CA-CFAR, OS-CFAR, GOCA-CFAR, and

SOCA-CFAR are analysed.

2.1 Problem Formulation

Figure 2.1: Scenario illustrating the geometry of primary radar sensor, jamming
radar and targets

This section describes detection of target in clean and spot-jamming environment

using traditional CFAR techniques.
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2.1.1 Mathematical Model

A Target Detection in Clean environment

In a given surveillance, a FMCW radar sensor is located at xr and detecting a target

which is being located at xt as shown in Figure. 2.1. FMCW radar sensor transmits

a chirp signal st(t) for duration of Tr (duration of a single sweep) having a positive

slope of S and frequency sweeping between fmin to fmax, given by [Lv et al., 2019],

[Alizadeh et al., 2019]

st(t) = At exp(2πjfmint+ jπSt2); 0 ≤ t ≤ Tr, (2.1)

where, At is amplitude of the transmitted signal and slope S is given by

S =
fmax − fmin

Tr
. (2.2)

and the second term of the exponential function in (2.1) consists of the frequency

component that is transmitted, denoted by [Lin Jr et al., 2016],

fT (t) = 2π

∫ t

0

S t dt (2.3)

The FMCW radar sensor receives r(t), which is delayed version of the transmitted

signal re�ected o� from the target at xt given by

r(t) = Ar exp(2πjfmin(t− τ) + jπS(t− τ)2) + n(t), (2.4)

where, Ar is the amplitude of the received signal, delay τ is the round-trip time and

n(t) is the noise signal. Therefore, the delay is

τ =
2|xt − xr|

c
. (2.5)

where, | · | is an euclidean operator and c is speed of light in open-space environment.

The frequency component of received signal is represented by [Lin Jr et al., 2016]

fr(t) = 2π

∫ t

0

(S (t− τ) + fd) dt (2.6)

where,

τ =
2(R0 + vt)

c

and fd =
2v

λ
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is the Doppler shift, R0 is the initial range of target, v is the velocity of moving target

and λ is the wavelength of the wave.

The received signal r(t) is down-converted by mixer and further high frequency com-

ponents are �ltered out by IF �lter as shown in Figure. 2.3. The in-phase (I) and

quadrature phase (Q) components of IF �lter outputs are given by [Zakerhaghighi

et al., 2020]

SIFI(t) =
1

2
cos(2πfminτ + 2πt(Sτ − fd))

SIFQ(t) =
1

2
sin(2πfminτ + 2πt(Sτ − fd))

(2.7)

In the IF output (2.7), the second term of I and Q components correspond to beat

frequency having information about Doppler shift and range of the target.

The IF response for ith target is given by

SIF,i[n] = exp(j2πr̃(τi, fdi)n). (2.8)

Assuming targets are moving at constant velocity, the range-Doppler (RD) matrix

upon applying 2D-FFT is given by

RD = |
∑

w[n]xIF [n] exp(j2πr̃(τi, fdi)n)|. (2.9)

where, w represents 2D window function, n is a vector obtained by combining slow

time and fast time samples, and xIF is IF sampled component. These RD maps are

further processed by CFAR algorithm to obtain detections of targets in clean envi-

ronment.

B Target Detection in Jamming Environment

In addition to the intended target, an ECM is present in the same environment (jam-

ming signal). Consider a spot-jamming ECM, where a jammer located at xj transmits

signal, sj(t) at the same frequency as that of the actual radar sensor being located at

xr as in Figure. 2.1. Then the combined signal received by the radar located at xr is

given by

r(t) = Ar exp(2πjfmin(t− τ) + jπS(t− τ)2) + sj(t) + n(t), (2.10)
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where,

sj(t) = exp(2πjfminτ
′ + jπSτ ′2). (2.11)

Received frequency components consists of both target and jammer, as given by

SIFIPJ(t) =
1

2
cos(2πfminτ + 2πt(Sτ − fd))

+
1

2
cos(2πfmin(t+ τ ′) + πS(t2 + τ ′2)) (2.12)

SIFQPJ(t) =
1

2
sin(2πfminτ + 2πt(Sτ − fd))

+
1

2
sin(2πfmin(t+ τ ′) + πS(t2 + τ ′2)) (2.13)

The IF response for ith target in presence of jammer is given by

SIFPJ,i[n] = exp(j2πr̃(τi, τ
′, fdi)n). (2.14)

The range-Doppler (RD) matrix upon applying 2D-FFT is given by

RD = |
∑

w[n]xIFPJ [n] exp(j2πr̃(τi, τ
′, fdi)n)|. (2.15)

Therefore, RD maps are distorted by the jamming signal, which are processed

by same CFAR algorithm to obtain detections. The obtained detections are fed to

tracker module, to generate tracks (described in chapter 3) for the moving targets.

Traditionally, CA-CFAR and OS-CFAR are popular to provide detections per-

tain to the target. Assume a target is moving in the vicinity of the mmWave sen-

sor. CA-CFAR provides detection at range 8.5 m as shown in Figure. 2.2a in clean-

environment. In the case of spot-jamming, detections are reported as shown in Fig-

ure. 2.2b and Figure. 2.2c for CA-CFAR and OS-CFAR respectively. In both CA-

CFAR and OS-CFAR, jammer was placed at 5 m away from primary radar sensor.

Target is detected at 13.6 m and multiple detections are reported at that point, which

is because of huge target and low range resolution.

2.1.2 Observations

� CA-CFAR and OS-CFAR provides multiple detections even though a single

target is present in the vicinity.
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Jamming environment by
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Figure 2.2: Range- Doppler of Target using CFAR variants

� The CFAR algorithm may/ may not provide the correct detections in every scan.

Hence, a target tracking module should be adopted with both false alarms and

target detections to provide target state estimate.

� The tracking algorithm should work for the multiple targets such that, the

multiple measurements should be assigned to the established tracks without

any ambiguity.

2.1.3 Sensor Description and Design Parameters

Figure 2.3: Analog Sub-system

Figure 2.3 gives the front end analog sub-system block diagram of AWR1642

and IWR1642 mmWave sensor Instruments [2018b]. TI's IWR1642 and AWR1642
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mmWave radar sensors have co-located two transmitting (TX) antennas, separated

by 2λ and four receiving (RX) antennas, separated by λ
2 spacing with in-built phase

locked loop (PLL) and analog to digital converters (ADC). A ramp generator and a

synthesizer (synth) are used to generate high frequency oscillations. Each receiving

element has a low noise ampli�er (LNA) followed by a down-converter (mixer and

local oscillator (LO)) and ADC. Down-converted digital data from all four receiving

elements are fed to the digital front end system, which stores the received in-phase and

quadrature data from all four channels are further transmitted to signal processing

and data processing modules.

The primary radar sensor IWR1642 transmits chirp signals, swept from frequencies

77 GHz (fstart) to 81 GHz. The spot-jammer AWR1642 also works with the same

con�gurations as of primary radar sensor. IWR1642 sensor operated in two di�erent

modes, namely SRR and USRR. The parameters set for the real-time experiments

conducted for both USRR and SRR modes are listed in Table 2.1, which are calculated

by (2.16)-(2.18). Parameters were set referring to [Sakhnini] for the maximum range

of 80 m and 20 m for SRR and USRR modes respectively.

The SRR provides 80 m maximum range (Rmax) with a range resolution (∆R) of

36.6 cm. Similarly, the USRR mode provides Rmax of 20 m and ∆R of 4.3 cm. The

USRR is suitable for short-range applications like changing the lane, choosing a park-

ing slot, detect stationary objects like poles, pedestrians walking, patient monitoring

etc Alizadeh et al. [2019]. Whereas, the SRR gained its applications in long range

applications like moving target detection [Wan et al., 2019]. The range resolution is

calculated as Li et al. [2021b]

∆R =
c ∗ fs

2S ∗Nadc

(2.16)

where, S is the frequency slope, fs is ADC sampling frequency, Nadc represent the

number of ADC samples and c is speed of light in open-space. The bandwidth B of

the radar is calculated as

B =
c

2 ∗∆R
(2.17)

The Doppler resolution ∆D is obtained by Li et al. [2021b]

∆D =
c

2 ∗ fmin (ti + te) ∗ M
(2.18)
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(a) Radar with jammer (b) One target (c) Two targets

(d) Three targets (e) Four targets (f) Five targets

Figure 2.4: Measurement setup with various scenarios

where, fmin is the start frequency (77 GHz), ti and te are idle time and ramp end

time respectively and M is the number of pulses or chirps in one coherent processing

interval (CPI). Angle resolution θres is given by [Li et al., 2021b]

θres =
λ

NRx ∗ d cosθ
(2.19)

where, NRx is number of receiving antenna elements, d is the separating distance

between antenna elements, λ is wavelength of the wave and θ is the AoA.

From (2.19), as the number of receiving antenna elements NRx increases, angular

resolution increases, meaning two targets moving at same velocity separated by this

small angle can also be detectable. As the antenna elements in the array increases,

directivity of antenna increases and beamwidth reduces, thereby allowing detection of

two closely spaced targets in azimuth direction Balanis [2015]. Further, the sum of four

receive channel data is utilized for CFAR detection algorithms. This summed data

from all four channels provides improved detection performance compared to single

receive channel data. The proposed tracking algorithm with two di�erent clustering

methods are general techniques and can be applied to any other radar sensor that can

provide range and azimuth measurements.
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Table 2.1: Parameters set for Experiment

Parameters SRR USRR Explanation

mode mode

Idle time (ti) (µs) 3 7 Period during which the mmWave

sensor is not actively transmitting

or receiving signals.

Ramp end time (te) (µs) 56 87.3 Duration of time it takes for the

frequency ramp (chirp) to complete.

Number of ADC samples (Nadc) 256 512 Number of samples produced by ADC.

Frequency slope (S) (MHz/µs) 8 42 Rate at which the transmitted signal's

frequency changes over time during

each sweep of the sensor waveform.

Number of chirps (M) 128 64 Number of chirps transmitted

in one frame interval.

Chirp duration (Tr) (µs) 59 94.3 Time it takes for the frequency to

sweep from the starting frequency to the

ending frequency within one chirp.

ADC sampling frequency (fs) (ksps) 5000 6250 Rate at which the analog signal

received is sampled and converted

into digital samples.

Range resolution (∆R) (cm) 36.6 4.3 Ability of the sensor to distinguish

between two closely spaced targets.

Maximum range (Rmax) (m) 80 20 Maximum detectable distance by

mmWave radar sensor.

Velocity resolution (m/s) 0.25 0.32 Ability of the sensor to distinguish

between two targets moving at

di�erent velocities.

Maximum velocity (kph) 90 36 Highest velocity that can be accurately

measured by mmWave radar sensor.
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2.1.4 Experimental Setup

Experiments were conducted by using FMCW mmWave radar sensors, IWR1642 [In-

struments, 2018a], [https://www.ti.com/sensors/mmwave-radar/automotive/technical

documents.html] to capture the raw data. This IWR1642 was interfaced to a DCA1000EVM,

data capture board, to capture and store data in binary �les. Initially, conducted ex-

periments for target only case, to show the working of existing algorithms. Thereafter,

experiments were conducted with target and jammer. In a given surveillance of pri-

mary radar sensor, another sensor AWR1642 was present which acts as spot-jammer

to primary radar sensor. The targets like car (target 1), a motor-cycle (target 2),

two motor-bikes of di�erent RCS (targets 3 and 4), and a pedestrian (target 5) are

investigated in this experimental study as shown in the Figure 2.4. Figure 2.4a shows

primary radar sensor and a spot-jamming radar, placed opposite to it at 5 m. Fig-

ure 2.4b-Figure 2.4f shows targets of di�erent cross sections moving in the vicinity of

primary sensor.

2.2 Results and Discussion

This section deals with results of detection for four CFAR detection variants, in both

clean and jamming environment. Real-time experiments were conducted for one (car),

two (car, and a motor-cycle), three (car, cycle, and a motor-bike), four (car, cycle,

and two motor-bikes) and �ve targets (car, cycle, two motor-bikes, and a pedastrian)

(refer Figure. 2.4) in the presence and absence of jammer. Here, �ve target's case

detection results are described.

2.2.1 Scenario generation

2.2.2 Detection of Targets in the Absence of Jammer (AJ)

A primary radar sensor was stationary, in its surveillance a spot-jammer was placed at

5 m away from the primary sensor (spot-jammer was present only for the jammer case,

refer Figure. 2.4). The primary radar sensor operated in a multiple input multiple

output (MIMO) con�guration for both USRR and SRR modes in the presence of

jamming radar, while in the absence of jammer for SRR mode primary radar sensor

was con�gured to single input multiple output (SIMO) mode (to detect closely moving
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targets, all the receiving elements were used). The targets were assumed to be moving

at constant velocity in the vicinity of the primary radar sensor, target's starts at 1s

and ends at 10 s. The sampling time of the mmWave sensor is 107.3 ms (frame time is

7.3 ms and frame periodicity is 100 ms). Hundred number of frames were collected and

all the frames were processed using four CFAR techniques, to get range and azimuth

measurements. Obtained measurements are clustered and fed to tracker module.

In-order to analyze the performance of mmWave sensors and the e�ect of jamming,

spot-jamming is placed at three di�erent positions (2 m, 3 m, and 5 m). Raw data

was extracted by placing spot-jammer at di�erent azimuth angles (-300, 00 and 300)

with respect to primary radar. In addition to this, di�erent number of targets are

considered while the radar is operating in SRR mode.

Experimental results of �ve targets in the clean environment are reported in this

section. A car, a motor-cycle, two motor-bikes and a pedestrian were the �ve targets

considered. Figure. 2.5 and Figure. 2.6 show the results of four CFAR schemes for

both USRR and SRR modes respectively. The results reported here are for the frame

numbers 71 and 70 for USRR and SRR modes respectively. Targets are detected at

5.3 m, 6.9 m, 8.4 m, 10 m and 13.2 m in USRR and 2.9 m, 4.3 m, 8.4 m, 13.9 m and

24.5 m in SRR mode. Spread of the target is observed in USRR because of less range

resolution (∆R).

USRR mode of mmWave radar sensor is capable of detecting targets within 20 m

range while SRR detects within a range of 80 m. The range resolution of USRR is less

compared to that of SRR. The width of one range bin in USRR is 4.3 cm and 36.6 cm

in SRR mode of mmWave radar sensor. Because of this targets fall into neighboring

bins in USRR mode. Thus, their is more spread up in the detections of USRR mode

as compared to that of SRR mode.

2.2.3 Detection of Targets in the Presence of Jammer (PJ)

Experimental results of �ve targets in the presence of spot-jammer is reported in this

section. The scenario to collect raw data was same as that of previous case, targets

moved in the vicinity of the primary radar sensor and a spot-jammer was placed at 5 m

away from primary radar sensor (Figure. 2.4a). Once again, the primary radar sensor

was operated both in USRR and SRR mode. Same targets were considered in the AJ
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(d) SOCA-CFAR

Figure 2.5: RD of �ve targets in USRR mode for frame number 71
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(d) SOCA-CFAR

Figure 2.6: RD of �ve targets in SRR mode for frame number 70
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(d) SOCA-CFAR

Figure 2.7: RD of �ve targets with jammer in USRR mode for 55th frame

case. Figure. 2.7 and Figure. 2.8 reports the detection results of four CFAR schemes

for both USRR and SRR modes respectively. The results reported here are for the

frame numbers 55 and 18 for USRR and SRR respectively. Targets are detected at

5.4 m, 6.6 m, 8.5 m, 10.1 m and 11.6 m in USRR and four targets are detected in

SRR (for this frame number) at 4.39 m, 16.8 m, 31.8 m and 47.5 m in SRR mode.

2.2.4 Detection of Targets with Jammer at Di�erent Angles

Figure. 2.9 reports the detections for SRR mode of mmWave radar sensor for all

four CFAR detection schemes for frame number 33 and when the spot-jammer is at

distance of 3m, and at angle of 300 from the primary radar sensor.
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(d) SOCA-CFAR

Figure 2.8: RD of �ve targets with jammer in SRR mode for 18th frame
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(d) SOCA-CFAR

Figure 2.9: RD of three targets in SRR mode with jammer at 3m and 300 for frame
number 33
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Comparison of four CFAR schemes is described below:

CA-CFAR : Average power value of the neighboring cells is applied as threshold to

detect targets. False detections are less compared to SOCA and even missed detections

are less compared to GOCA.

OS-CFAR : Here, in OS-CFAR, the power of cells are arranged in ascending order

and random cell value is picked as threshold. OS-CFAR performed similar to that of

CA-CFAR in detecting targets.

GOCA-CFAR : In GOCA, greatest power value of the leading or the lagging subset is

applied as the threshold for the detection process. Since there is rise in the threshold

level compared to other CFAR schemes, true target detections are missed.

SOCA-CFAR : In this scheme, the threshold level is smallest power of the leading

or the lagging subset of the CFAR algorithm. More spread in the detections or false

detections were noticed.

2.3 Conclusion

Here, in this chapter, multiple targets of various RCS are detected for the real-time

data extracted by mmWave radars in presence of a spot-jammer. The, performance of

four detection schemes of CFAR family namely, CA-CFAR, OS-CFAR, GOCA-CFAR,

and SOCA-CFAR are analysed and compared. Accordingly, CA-CFAR and OS-CFAR

detections schemes are better compared to GOCA-CFAR and SOCA-CFAR.
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Chapter 3

Multi-target Tracking by Mitigating
Spot Jammer Attack in 77 GHz
mmWave Radars

As discussed in chapter 2, obtained detections by all four CFAR algorithms are fed

to tracker module to generate track plots. Generated track plots are analysed by four

di�erent tracking metrics. This chapter deals with tracker, and tracking metrics.

3.1 Tracking

3.1.1 Measurements- Range and Angle Estimation

IWR1642 radar sensor was used for real-time experiments and the collected data is

processed in MATLAB for four variants of CFAR detection techniques. The target

detected range bin gives the range and the angle is estimated by beam forming tech-

nique. Thus, the range and angle estimates are the measurements to tracker module.

Here, the acquired measurements be Z = z1(m), z2(m), znm(m). Here, znm is de�ned

to state scan-to-scan number of measurements are di�erent.

3.1.2 Clustering

Since target falls into multiple bins (Figure. 2.2b), the measurements are clustered by

clustering techniques before feeding the measurements to the tracker. Two di�erent

clustering algorithms are used, they are: DBSCAN (density based spatial clustering

of applications with noise) and K-means. The results obtained after clustering, fol-

lowed by tracker module are compared. Here, two di�erent clustering algorithms are

described.
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A DBSCAN

DBSCAN aims cluster areas of data set with high-density points. In this algorithm,

points that are close to each other, measured usually based on euclidean distance

satisfying the required minimum number of points, given as input will be clustered

and the points that lie outside are termed as noisy points [Xue et al., 2021]. This

DBSCAN algorithm is based on two parameters namely, epsilon and minimum points.

The former one refers to the distance between the two neighbouring points to form

a cluster and the later one refers to the minimum number of points required to form

cluster within the radius speci�ed by epsilon. Noisy points outside the cluster are

eliminated and the clusters obtained are indexed, and fed to tracker.

B K-means

It is one of the iterative and single-level clustering algorithm, which groups data into

k number of groups. To proceed with clustering the data set, k value needs to be

speci�ed, which is the number of clusters required [Dairi et al., 2018, Wen and Aris,

2022]. From the data set k points are selected on random basis as cluster centres and

by using distance metric, distance to each sample is calculated and assigned to the

centre of the cluster. The data point is assigned to the cluster based on the minimum

of distance. Further, by calculating each cluster's mean or centroid, a new cluster

center is found, and reassigned the samples to the nearest cluster center is done. This

keeps on iterating till their is no change in the cluster centre. The k-means clustering

algorithm aims to minimize the function D given by

D =
k∑
q=1

x∑
p=1

‖Xp − Cq‖2 (3.1)

where, ‖Xp − Cq‖2 is distance chosen for a measure or distance between data point

Xp and centre of cluster Cq. Distance for all data points are calculated with respect to

the cluster centre. Once the algorithm is converged, the clusters are indexed. These

indexed data is fed to the tracker. However, disadvantage of this clustering scheme is

that, it accepts k as input (number of required clusters), since the number of targets

to be detected or tracked in the experiment are known, accordingly k value was given.
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3.1.3 Tracker

A Filtering

Predictions, gain calculation, and updation are the three main steps of the �lter [Sinha

et al., 2012, Bar-Shalom et al., 2009] . The predicted state and covariance are given

by

X̂(m|m′) = FX̂(m′|m′) and (3.2)

P(m|m′) = FP(m′|m′)FT +Q(m′) (3.3)

respectively. Where, X is a state of a target and de�ned as X = [x, y, ẋ, ẏ]. Whereas

F indicates the state transition matrix and assumed to be constant velocity ie.,

F =

 I2 ts I2

O2 I2

 (3.4)

where I2 is identity and O2 indicates zero matrix with order two. Moreover, the m and

m' are current and previous time steps and ts = m -m', ()T is transposition operator

and Q is process noise covariance. The measurement prediction is given by

ẑ(m) = HX̂(m|m′). (3.5)

Here, H is a linearized form of measurement transition matrix and is given by

H ≈

 ∂r
∂x

∂r
∂ẋ

∂r
∂y

∂r
∂ẏ

∂θ
∂x

∂θ
∂ẋ

∂θ
∂y

∂θ
∂ẏ

 . (3.6)

The partial derivatives are given by ∂r
∂x

= y√
x2 + y2

, ∂r
∂y

= x√
x2 + y2

, ∂θ
∂x

= −y√
x2 + y2

,

∂θ
∂y

= x√
x2 + y2

and rest of the partial derivatives are zero. Since clustering methods

are applied, in some scans the detections are not obtained. Hence, gating technique

is used. Whenever detections fall in gate, they are used to �nd innovation, else the

no detection is reported to track management module. Innovation is given by

γ = z(m)− ẑ(m|m′), (3.7)

where ẑ(m|m′) is determined by the data association module.

The Kalman gain G is computed as

G(m) =P(m/m′)H(m)T[
H(m)P(m/m′)H(m)T +R

]−1
, (3.8)
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where, R is the measurement noise covariance matrix.

The updated state and covariance are given by

X̂(m|m) = X̂(m|m′) +G(m)γ(m) (3.9)

and

P(m|m) = P(m|m′)−G(m)H(m)G′(m) (3.10)

respectively.

Figure 3.1: Track management

B GNN Data association

Decision is made by data association by associating the obtained measurements at

m′ to the established tracks at m′′, and to update the track at m′. GNN is a 2D

assignment that matches the measurement list at m to the predicted tracks list Tm′

by formulating the global optimization problem. The optimization minimizes the

overall cost C of the measurement-to-track as

C =

qm∑
j=0

Tm′∑
t=0

a(j, t)c(j, t) (3.11)
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subjected to

qm∑
j=0

a(j, t)c(j, t) = 1, t = 1, 2, · · ·Tm′

Tm′∑
t=0

a(j, t)c(j, t) = 1, j = 1, 2, · · · qm

Here q and T represent measurement list and track list respectively. a(j, t) is a binary

assignment variable such that

a(j, t) =

{
1; measurement j associated with target t

0; otherwise
(3.12)

Here, measurements are indexed by j, and all the tracks are indexed by t to form a 2D

matrix. Whereas, C is the cost associated with measurement-to-track; which is equal

to the distance between predicted measurement HX̂(m/m′) and measurement zj(m).

The above optimization is solved using munkres algorithm Bourgeois and Lassalle

[1971].

C Track management

Figure. 3.1, describes the �ow of track management process. Tentative tracks and con-

�rmed tracks are the two available tracks provided by the tracker. If there are fewer

measurements associated than the required number of measurements over a speci�ed

time limit, that refers to tentative tracks. Con�rmed tracks are the tentative tracks

that receive more associated measurements and are promoted to be con�rmed ones.

If in case, any inadequate number of measurements are associated with the tentative

track, within the speci�ed time, then that will be deleted. For the maintenance of

track, the logic-based rule is used, given in Sinha et al. [2012]. 1) For track initializa-

tion: if there are at least Minit measurements associated for last Ninit measurement

frames then a track is formed and marked as tentative otherwise nothing is done (re-

fer Figure. 3.1). 2) For a tentative track: if there are at least Mtent measurements

associated to the track out of the last Ntent measurement frames, then the track is

promoted as con�rmed, else delete the track. 3) For a con�rmed track: out of the

last Nconf measurement frames if at least Mconf measurements are associated to the

track, then do nothing otherwise, delete it.
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3.1.4 Tracking Metrics

Since the truths are not known, in real scenarios, its di�cult to have performance

metrics for the tracks obtained [Gorji et al., 2011], [Song et al., 2022]. Metrics that

are used for the tracker output are number of TR, TS, TL and FT. TR, is the total

number of tracks obtained after processing all the collected frames. After the frames

were processed, due to lack of measurements the TR were broken into small segments

with all CFAR detectors and with both the clustering schemes. TS is the count of

number of broken (pieces) tracks. If Bl is the last time instant that the track is

associated to the measurement and if Bl is lesser than the lth measurement appeared

time, then the number for the broken track is one, indicating a break in the estimated

track. Due to lack of measurements, if a track is not generated for the target, then

that is TL. If a track is not associated to target, then such tracks are termed as FT.

The average number of the FT is given by Gorji et al. [2011]

Numfalse =
1

Mc

Mc∑
i=1

Numfalse (3.13)

where, Mc is the number of monte carlo runs and Numfalse is the number of FT.

Because of real data, Mc=1.

3.2 Track Plots

The obtained measurements from each of the CFAR processing schemes are fed to

DBSCAN and K-means clustering algorithms. DBSCAN accepts two parameters,

epsilon and the minimum number of points required to form clusters, while K-means

asks for the number of clusters required, which was given based on the number of

targets in the experiment. The mean of the clustered data was given to the EKF

associated with GNN. Results generated from four CFAR processing techniques with

both clustering schemes are compared.

The initial state and constant velocity of the target are

X(0) = [x, y, ẋ, ẏ]′

= [x(1), y(1), 0, 0]′ (3.14)

Process noise is used to model the target protuberance in both position and ve-

locity components. The tunable parameters like process noise covariance and the
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Figure 3.2: Five targets tracking without jammer (AJ) in USRR (a-d) clustered by
DBSCAN (e-f) clustered by K-means

measurement noise covariance are tuned to

Q = diag([0.12 0.12 0.12 0.12]) (3.15)

R = diag([0.12 0.12]) (3.16)

3.2.1 Tracking in USRR mode in AJ

Mean of the clustered data was fed to the tracker and the track generated by four

CFAR variants are reported.

Figure. 3.2 shows the tracks obtained for �ve targets.

From the tracking plots yielded and from the metrics in table 3.1, K-means clus-

tering algorithm fails to identify the clusters from the data points.

From tracking results of single and two targets, compared to DBSCAN clustering

algorithm, K-means reported measurements were unassociated to the tracks and fur-

ther it fails to generate clusters for the entire set of measurements, which results in

incomplete tracks. Furthermore, as the number of targets increases, the number of TR

by K-means clustering algorithm is higher than DBSCAN clustering algorithm, which

is result of wrong measurement association/inability to identify clusters correctly (K-

means clustering algorithm has higher values of TS and FT). Thus, our observation

is that, DBSCAN clustering algorithm provides improved performance compared to
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(e) CA-CFAR (f) OS-CFAR (g) GOCA-CFAR (h) SOCA-CFAR

Figure 3.3: Five targets tracking with jammer (PJ) in USRR (a-d) clustered by
DBSCAN (e-f) clustered by K-means

K-means clustering algorithm.

Since the threshold for SOCA-CFAR is minimum of either the leading or the

lagging cells, it reports more number of false detections or spread in the detections

compared to other three detecting techniques. In case of GOCA-CFAR, because of

the maximum threshold it failed to detect desired number of targets.

There by, the available measurements are few compared to other three detecting

techniques. These measurements are insu�cient to be grouped by DBSCAN cluster-

ing algorithm as they are not within the speci�ed region of epsilon (radius) leading to

lack of measurements for the tracker to obtain track for the complete track length. Be-

sides, CA-CFAR and OS-CFAR clustered by DBSCAN algorithm reports similar track

plots, while GOCA-CFAR failed to assign track for complete track length. Therefore,

inference based on the track plots and the metrics of tracks is DBSCAN clustered

CA-CFAR and OS-CFAR are better compared to GOCA-CFAR and SOCA-CFAR.

3.2.2 Tracking in USRR mode in PJ

For the similar scenario and same con�guration of primary radar sensor as that of the

previous case, a jammer was placed at 5 m as shown in Figure. 2.4.

Figure. 3.3 reports the tracks generated for �ve targets in a jamming environment.
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(h) SOCA-CFAR

Figure 3.4: Five targets tracking without jammer (AJ) in SRR (a-d) clustered by
DBSCAN (e-f) clustered by K-means

Once again, DBSCAN clustering algorithm outperforms the K-means clustering al-

gorithm. Here also, once again DBSCAN clustered GOCA-CFAR (failed to detect

desired number of targets) is unable to have track for full track length and reports

more TS. Similar to AJ case, CA-CFAR and OS-CFAR clustered by the DBSCAN

algorithm provide improved performance compared to the K-means clustering algo-

rithm.

3.2.3 Tracking in SRR mode in AJ

For the same scenario (without jammer), primary radar sensor was operated in SRR

mode, Figure. 3.4 shows the tracks obtained for �ve targets. Once again, same obser-

vations were made as those of USRR mode of operation. K-means clustering algorithm

performance is inferior in identifying clusters compared to the DBSCAN clustering

algorithm. However, in the case of DBSCAN clustering algorithm, GOCA-CFAR pro-

vides superior performance compared to SOCA-CFAR. Further, DBSCAN clustering

algorithm performs better in SRR mode compared to USRR mode.

3.2.4 Tracking in SRR mode in PJ

For the same scenario (with jammer) primary radar sensor operated in SRR mode,

Figure. 3.5 reports the tracks generated for �ve targets. Once again same observations
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Figure 3.5: Five targets with jammer (PJ) (a-d) clustered by DBSCAN (e-f)
clustered by K-means

were made as that of USRR mode. DBSCAN clustering algorithm provides improved

performance compared to K-means clustering algorithm. Besides that, both SOCA-

CFAR and GOCA-CFAR performed better in SRR mode compared to USRR mode

and also has tracks generated similar to that of OS-CFAR and CA-CFAR.

Tracking metrics for both USRR and SRR modes in the absence and in the pres-

ence of spot-jammer cases are tabulated in the table 3.1. Each AJ and PJ column

has two values, one outside the bracket is for USRR mode and the other inside the

bracket is for SRR mode operation. From the tabulated values, it is apparent that

DBSCAN clustering algorithm provides superior performance compared to K-means

clustering algorithm.

3.2.5 Tracking of Targets in SRR mode with Jammer at Dif-
ferent Angles

Figure. 3.6 provides the generated track plots for the spot-jammer deployment at

3m and 300 angle from the primary radar sensor. In the same Figure. 3.6, for the

ease of comparison of cluster algorithm, the Figure. 3.6(a�d) are drawn for DBSCAN

and Figure. 3.6(e�h) plots corresponding to K-means clustering. All the CFAR al-

gorithms (CA-CFAR, OS-CFAR, GOCA-CFAR, and SOCA-CFAR) are also veri�ed

for the above-mentioned case. It is clearly observed that CA-CFAR, OS-CFAR, and
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Table 3.1: Tracking metrics for mutiple targets in the absence and in the presence of
jammer for both USRR and SRR modes of mmWave sensor

CA-CFAR OS-CFAR GOCA-CFAR SOCA-CFAR

Targets Metrics DBSCAN K-means DBSCAN K-means DBSCAN K-means DBSCAN K-means

AJ PJ AJ PJ AJ PJ AJ PJ AJ PJ AJ PJ AJ PJ AJ PJ

1

TR 2(1) 2(3) 4(1) 1(2) 2(1) 2(3) 2(1) 2(2) 4(1) 5(3) 2(1) 2(2) 2(1) 2(3) 1(-) 3(1)

TS 12(3) 3(4) 8(1) 0(3) 8(3) 3(4) 6(2) 1(2) 7(3) 2(5) 6(0) 1(3) 8(3) 4(3) 8(0) 3(11)

FT 0(1) 0(1) 0(0) 0(0) 0(1) 0(0) 0(0) 0(0) 0(1) 0(3) 0(0) 0(0) 0(1) 0(1) 2(0) 0(0)

TL 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0)

2

TR 4(3) 5(4) 3(6) 5(5) 3(5) 4(4) 2(5) 4(5) 3(3) 5(3) 2(6) 4(5) 3(4) 5(3) 4(3) 4(1)

TS 7(1) 2(6) 4(4) 3(13) 8(1) 2(12) 7(5) 2(8) 8(1) 5(5) 3(4) 3(8) 6(2) 2(3) 5(1) 4(3)

FT 2(0) 0(1) 0(0) 2(8) 1(0) 0(8) 0(0) 0(4) 1(1) 0(3) 0(0) 0(5) 1(1) 0(3) 0(0) 0(3)

TL 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(1) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0)

3

TR 5(6) 5(6) 7(7) 5(10) 5(3) 5(6) 8(6) 5(9) 7(4) 5(6) 8(7) 6(7) 5(4) 6(6) 5(4) 5(3)

TS 5(7) 3(8) 8(6) 2(13) 5(4) 3(8) 7(5) 0(12) 7(5) 6(8) 6(8) 4(12) 5(2) 1(8) 6(6) 2(3)

FT 0(0) 0(2) 2(1) 0(5) 0(0) 0(2) 1(2) 0(6) 2(2) 0(1) 1(2) 1(3) 0(0) 1(5) 3(6) 0(3)

TL 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0)

4

TR 5(5) 7(6) 9(8) 11(10) 5(5) 7(7) 10(6) 11(8) 5(5) 7(6) 10(6) 10(9) 7(5) 7(7) 10(5) 8(6)

TS 8(2) 3(6) 7(2) 2(11) 10(3) 3(6) 7(4) 2(9) 5(3) 5(7) 9(4) 6(8) 7(3) 4(7) 8(5) 4(6)

FT 0(4) 0(2) 0(2) 0(5) 0(1) 0(1) 1(2) 0(5) 0(3) 1(2) 0(0) 0(4) 0(1) 0(3) 2(2) 1(2)

TL 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0)

5

TR 5(6) 8(8) 9(10) 11(14) 6(7) 6(9) 9(7) 9(12) 5(8) 6(8) 8(9) 12(15) 5(8) 4(10) 8(9) 9(4)

TS 5(1) 3(10) 0(1) 0(10) 5(1) 4(10) 4(1) 0(10) 5(1) 4(10) 7(1) 0(13) 3(1) 2(11) 3(4) 2(6)

FT 0(0) 2(1) 0(1) 1(3) 1(0) 0(1) 1(0) 1(3) 1(0) 0(1) 1(1) 1(4) 0(0) 1(2) 0(1) 1(3)

TL 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0)

41



-7 -6 -5 -4 -3 -2 -1 0 1

x-coordinate

0

5

10

15

20

25

30

35

40

45

50

y
-c

o
o
rd

in
a
te

track1

track2

track3

meas

(a) CA-CFAR

-8 -7 -6 -5 -4 -3 -2 -1 0 1

x-coordinate

0

5

10

15

20

25

30

35

40

45

50

y
-c

o
o
rd

in
a
te

track1

track2

track3

meas

(b) OS-CFAR

-8 -7 -6 -5 -4 -3 -2 -1 0 1

x-coordinate

0

5

10

15

20

25

30

35

40

45

50

y
-c

o
o
rd

in
a
te

track1

track2

meas

(c) GOCA-CFAR

-7 -6 -5 -4 -3 -2 -1 0 1

x-coordinate

0

5

10

15

20

25

30

35

40

45

50

y
-c

o
o
rd

in
a
te

track1

track2

track3

meas

(d) SOCA-CFAR

-7 -6 -5 -4 -3 -2 -1 0 1 2

x-coordinate

0

5

10

15

20

25

30

35

40

45

50

y
-c

o
o
rd

in
a
te

track1

track2

track3

meas

(e) CA-CFAR

-7 -6 -5 -4 -3 -2 -1 0 1 2

x-coordinate

0

5

10

15

20

25

30

35

40

45

50

y
-c

o
o
rd

in
a
te

track1

track2

track3

meas

(f) OS-CFAR

-7 -6 -5 -4 -3 -2 -1 0 1 2

x-coordinate

0

5

10

15

20

25

30

35

40

45

50

y
-c

o
o
rd

in
a
te

track1

track2

track3

meas

(g) GOCA-CFAR

-7 -6 -5 -4 -3 -2 -1 0 1 2

x-coordinate

0

5

10

15

20

25

30

35

40

45

50

y
-c

o
o
rd

in
a
te

meas

(h) SOCA-CFAR

Figure 3.6: Three targets in SRR mode with jammer at 3m and 300 (a-d) clustered
by DBSCAN (e-f) clustered by K-means

SOCA-CFAR provide three tracks pertaining to three di�erent targets for DBSCAN

clustering (refer Figure. 3.6(a), Figure. 3.6(b), and Figure. 3.6(d)). Whereas, CA-

CFAR, OS-CFAR, and GOCA-CFAR schemes working perfectly with the K-Means

clustering (refer Figure. 3.6(e), Figure. 3.6(f), and Figure. 3.6(g)). It is important to

note that, the SOCA-CFAR is not able to provide the tracks with K-means clustering,

this is due to tuning parameters within the clustering algorithm. It is also worth to

note that, the DBSCAN tries to provide the tracks, this is due to the tuning param-

eter, epsilon. As the tuning parameter within DBSCAN increases, the cluster points

disperse and unable to provide unique clusters.

Table 3.2 gives the tracking metrics for one, two and three targets. The value written

outside the bracket is for jammer at 2 m, and the value inside the bracket is for jammer

at 3 m. Meanwhile, Table 3.3 reports tracking metrics for one, two and three targets

for jammer located at 5 m distance. From the tracking metrics, the K-means clustered

based SOCA-CFAR method has inadequate measurements to generate tracks and re-

ports track loss. The experimental results further reveal, that DBSCAN performs

better compared to K-means.

CA-CFAR : Average value of the neighboring cells is applied as threshold to detect

targets. False detections are less compared to SOCA and even missed detections are
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Table 3.2: Tracking metrics for mutiple targets with jammer at 2m and 3m and at
di�erent angles for SRR mode of mmWave sensor

CA-CFAR OS-CFAR GOCA-CFAR SOCA-CFAR

Targets Metrics DBSCAN K-means DBSCAN K-means DBSCAN K-means DBSCAN K-means

−300 LOS 300 −300 LOS 300 −300 LOS 300 −300 LOS 300 −300 LOS 300 −300 LOS 300 −300 LOS 300 −300 LOS 300

1

TR 1(1) 1(2) 1(1) 1(1) 2(1) 1(2) 1(1) 2(1) 1(1) 2(1) 2(1) 2(1) 1(1) 1(2) 2(1) 1(0) 1(1) 1(2) 2(1) 7(2) 2(1) 0(0) 0(0) 0(0)

TS 0(0) 0(0) 0(0) 0(2) 0(3) 3(0) 2(0) 3(1) 0(0) 0(2) 2(3) 3(0) 2(1) 3(1) 2(2) 0(0) 0(0) 4(0) 2(5) 6(5) 4(3) 0(0) 0(0) 0(0)

FT 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 1(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0)

TL 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 1(0) 1(0) 1(0)

2

TR 4(4) 4(4) 3(3) 4(5) 3(3) 3(4) 3(4) 3(3) 3(3) 3(3) 3(3) 4(4) 4(4) 4(4) 4(3) 5(4) 5(3) 4(4) 5(4) 4(4) 5(2) 1(1) 0(2) 2(0)

TS 0(0) 3(0) 4(2) 3(3) 2(3) 2(3) 0(2) 3(2) 2(2) 3(3) 3(3) 3(3) 0(0) 0(0) 3(2) 3(3) 4(2) 3(3) 2(3) 3(2) 5(2) 0(0) 0(2) 2(0)

FT 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0)

TL 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 2(0) 0(0)

3

TR 6(6) 4(4) 5(4) 8(6) 7(5) 7(6) 6(6) 4(4) 5(3) 7(6) 6(7) 5(6) 5(6) 4(5) 5(4) 8(6) 6(6) 6(6) 4(6) 5(4) 5(4) 1(0) 0(2) 2(2)

TS 0(3) 2(2) 0(1) 4(5) 0(1) 0(1) 0(3) 2(2) 0(1) 5(5) 0(2) 2(1) 0(4) 2(2) 0(2) 4(4) 0(2) 2(0) 0(5) 2(3) 2(0) 0(0) 0(0) 0(0)

FT 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0)

TL 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 1(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 0(0) 3(0)

Table 3.3: Tracking metrics for mutiple targets with jammer at 5m and at di�erent
angles for SRR mode of mmWave sensor

CA-CFAR OS-CFAR GOCA-CFAR SOCA-CFAR

Targets Metrics DBSCAN K-means DBSCAN K-means DBSCAN K-means DBSCAN K-means

−300 300 −300 300 −300 300 −300 300 −300 300 −300 300 −300 300 −300 300

1

TR 1 1 2 1 1 1 0 1 1 1 2 1 1 2 0 0

TS 0 0 0 0 0 0 0 0 0 2 0 0 2 2 0 0

FT 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

TL 0 0 0 0 0 0 1 0 0 0 0 0 0 0 1 1

2

TR 2 3 4 5 2 3 6 4 2 3 4 7 4 2 1 1

TS 2 2 2 3 2 2 3 4 2 3 3 3 3 2 0 0

FT 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

TL 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

3

TR 4 5 6 5 4 6 3 4 4 4 7 5 4 6 2 1

TS 3 3 5 4 3 1 4 3 3 3 6 3 4 4 2 0

FT 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

TL 0 1 0 0 0 1 0 0 0 0 0 0 0 0 1 0
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less compared to GOCA. This resulted in full length tracks from the tracking mod-

ule, which gave appreciable tracking metrics compared to SOCA-CFAR and GOCA-

CFAR.

OS-CFAR : Here, in OS-CFAR, the cell values are arranged in ascending order and

random cell value is picked as threshold. OS-CFAR performed similar to that of CA-

CFAR in detecting targets. The four tracking metrics obtained from the track plots

also showed similar performance as that of CA-CFAR.

GOCA-CFAR : In GOCA, greatest of the leading or the lagging subset is applied as

the threshold for the detection process. Since there is rise in the threshold level com-

pared to other CFAR schemes, true target detections were missed, leading to more

false tracks (FT) compared to CA-CFAR and OS-CFAR. tracks reported (TR) and

track segments (TS) are similar to CA-CFAR and OS-CFAR.

SOCA-CFAR : In this scheme, the threshold level is smallest of the leading or the lag-

ging subset of the CFAR algorithm. More spread in the detections or false detections

were noticed, which resulted in improper clustering both by DBSCAN and K-means

algorithms. So, full length tracks were not produced by the tracking module and

reported more false tracks (FT) and track segments (TS). More number of detections

also resulted in more number of tracks compared to other CFAR detection techniques.

mmWave radars are sensitive, they are capable of detecting targets within the visible

region of the radar. So, tack loss (TL) is not reported in any of the four detection

schemes.

Therefore, CA-CFAR and OS-CFAR performance is better compared to GOCA and

SOCA-CFAR.

In terms of DBSCAN and K-means clustering algorithms, DBSCAN performed better

compared to K-means. FT and TS reported by K-means by all the CFAR detection

techniques are more compared to DBSCAN.

3.3 Conclusion

Multiple moving targets detected by RD-maps of four CFAR schemes are fed into two

unsupervised ML (clustering) algortithms followed by GNN EKF tracking module.

The track reports obtained are presented in this chapter. Track plots are analysed
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by four di�erent tracking metrics namely, TR, FT, TL, and TS. Accordingly, plots

reported for CA-CFAR, and OS-CFAR for DBSCAN ML algorithm performance is

better compared to K-means algorithm.
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Chapter 4

Deep Learning based (YOLO) Target
Detection using Range-Doppler maps
obtained from CFAR techniques

This chapter describes about the detection of multiple targets for the real-time data

extracted by mmWave radars in presence of interference by employing deep learning

YOLO (you only look once) algorithm.

4.1 System Representation

Power 

amplifier

Low noise 

amplifier

RD-maps

Mixer

LPF YOLO 

algorithm
ADC

Raw  IQ data 

for further 

processing

CA-CFAR or 

OS-CFAR 

detection 

scheme

fIF signal

Detected 

targets

Rx element
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X4 Synth 
20GHz

Ramp 
Generator

Figure 4.1: Schematic representation

The schematic representation of the system is presented in Figure. 4.1. Chirp

signals of carrier frequency 77 GHz generated by a local oscillator (LO) with a slope

of 8 MHz/µs are transmitted by a mmWave sensor at the rate of 59 µs. Transmitter

consists two transmitting antenna elements separated by 2λ distance. Transmitted

signal st(t) is given by
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st(t) = At exp(2πjfmint+ jπ
BW

T
t2); 0 ≤ t ≤ Tr, (4.1)

where, At is amplitude and S is slope of the transmitted signal and is given by

S =
BW

T
. (4.2)

Here, BW is bandwidth and T is one sweep time interval.

Re�ected echo signals from the targets present in the FoV of mmWave sensor are

received by the receiving antenna consisting four elements separated by λ/2 distance

and is represented by

r(t) =
Nt∑
i=1

st(t− τi), (4.3)

where, Nt is the total number of targets present in the surveillance region of

mmWave sensor and τi is the round-trip time delay of target i. Therefore, the delay

is

τ =
2|rt − rr|

c
. (4.4)

where, (rt − rr) is the distance R between the target and mmWave radar sensor, c is

speed of light in free space and | · | is an euclidean operator.

Upon down converting the received signal (r(t)), the ith target IF response is given

by

SIF,i[n] = exp(j2πr̃(τi, fdi)n). (4.5)

On adopting 2D-FFT on RD data gives

RD = |
Nt∑
i=1

w[n]xIF [n] exp(j2πr̃(τi, fdi)n)|. (4.6)

where, w represents window function of 2-dimension, xIF is IF sampled component

and n is a vector combination of fast and slow time samples. By, applying CA-CFAR

(cell averaging-constant false alarm rate) algorithm on these RD maps, detections are

obtained for clean environment.
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Eq. (4.3) represents received signal in the absence of jammer. In the presence of

jammer, the received signal by mmWave radar sensor is sum of two components. First

is the sum of echo return from the targets in surveillance region of source and second

is the sum of the signals from jammers in source vicinity. Therefore, the received

signal RI
rx(t) is

RI
rx(t) =

Nt∑
i=1

s (t− τi) +
J∑
j=1

sI(τ ′j), (4.7)

where sI(t) is the jamming signal, given by

sI(t) =
J∑
j=1

AIj exp(2πjfminτ
′
j + jπ

BW

T
τ ′2j ) (4.8)

where, AIj is amplitude and τ ′j is the time of jth jammer.

The ith target, IF response in presence of jammer is given by

SIIF,i[n] = exp(j2πr̃(τi, τ
′, fdi)n). (4.9)

2D-FFT on RD data gives

RD = |
Nt∑
i=1

w[n]xIFPJ [n] exp(j2πr̃(τi, τ
′, fdi)n)|. (4.10)

For the experiments conducted, one jammer (J = 1) and �ve targets (Nt = 5) are

considered in source's FoV.

Thus, digitized raw IF data post-processed in MATLAB to obtain detections by CA-

CFAR detection scheme. Obtained RD maps are used to train the DL module to

detect targets.

4.2 Architecture of YOLO V5

YOLO is one of the widely used algorithm for object detection. It was introduced

by Joseph Redmon in Darknet [Redmon et al., 2016]. Further, developments and

improvements brought with respect to speed and accuracy resulted in the current

version V5. It is released with �ve di�erent model sizes having same internal struc-

ture but di�ers in depth and width multiple and in turn the number of convolutional

cores. Namely, n-(extra small), s-(small), m-(medium), l-(large), and x-(extra large)
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Figure 4.2: YOLO V5 Architecture

[Ting et al., 2021]. YOLO V5 algorithm is trained by using deep convolutional neural

network (CNN) to identify objects in the image by dividing it into grids and predict-

ing bounding boxes, class probabilities, and con�dence scores for each grid cell [Xu

et al., 2021]. YOLO V5 is widely adopted for computer vision applications such as

autonomous driving, object tracking, and surveillance systems.

YOLO V5 architecture has many layers that connect to each other. The operations

performed can divide into three di�erent components. First is the backbone of the

network, second is the neck and the third or the last layer is the head. Backbone - a

CNN which aggregates and extracts image features at di�erent levels, by CSP (cross

stage partial) Darknet53. Convolution, concatenation, and max-pooling are some of

the common operations performed in this layer. It also forwards the features extracted

from the image to the next layer. CSP Darknet assists YOLO to get to know the

complex features from images fed as input. The speed and accuracy is improved by

reducing the parameters to train and reducing the �oating-point operations performed

per second.

In a second layer, neck combines features of images evaluated by the backbone
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layer and prepares to pass them to the next level, by SPP (spatial pyramid pooling)

and PANet (path aggregation network) [Liu et al., 2018]. Improvised version of PANet

is deployed in YOLO V5. This enables bidirectional pyramid network, by which the

feature information �ow is fast and easy. By the usage of SPP net [He et al., 2015],

repeated computations of convolutional features are avoided. The feature maps are

computed only once and further pool the features to create �xed length representations

to train the detectors.

The last layer head, gets features from the neck and further, moves on to process

of class prediction, same as in YOLO V4. Three (18×18, 36×36, 72×72) di�erent size

feature maps are generated, providing advantage to deal with small, medium and big

objects. In YOLO V5 uniform scaling of depth, width, and resolution is performed

for all the networks at the same instant, which leads to increase in accuracy.

4.2.1 Performance Metrics

Metrics used to analyse the performance of ML model are discussed in this section

[Ghori et al., 2020, Wilson et al., 2023]. Metrics mainly depend on the identi�cation

of the class of the object. An object class can be predicted as true (positive) or false

(negative) by ML model. If suppose class is predicted as true with the actual class as

positive, then observation is true positive (TP) and if class is correctly predicted as

negative, then observation is true negative (TN). When class is predicted as true but

actually it is negative, then that implies false positive (FP) and when class predicted

as false and actual class is positive, then that is false negative (FN).

Accuracy is a fraction of predictions that model got right. It de�nes how TP and

TN are predicted by model and is computed by following expression

Acc =
Number of correct predictions

Total number of predictions
. (4.11)

Acc =
TP + TN

TP + TN + FP + FN
. (4.12)

4.2.2 Dataset

Real data was taken out by the experiments conducted with the help of TIs mmWave

radar sensors. Two sensors having same characteristics were used to draw two di�erent
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Figure 4.3: Experimental setup for various cases

datasets. In the �rst case, data was collected having IWR1642 Instruments [2018a]

as the source and in its surveillance region �ve di�erent targets moved at constant

velocity. Initially, one target (car) of large radar cross section (RCS) moved in the

vicinity of IWR1642. Next, combination of two targets (car and a motor-cycle), three

targets (car, a motor-cycle, and a motor-bike), four targets (car, a motor-cycle, and

two motor-bikes of varying RCS), and �ve targets (car, a motor-cycle, two motor-

bikes and a pedestrian) were considered for the experimental purpose. Figure. 4.3

shows experimental set-up for two di�erent cases. Figure. 4.3a shows the presence of

jamming radar in the vicinity of source radar. Figure. 4.3c shows �ve targets with

a jamming radar sensor while four targets in the absence of spot-jammer are seen

in Figure. 4.3b. For each case of experiment conducted, that is for each addition of

new target hundred number of frames were collected and data was extracted for 10

s. The source sensor operated in short range radar mode (SRR), for which maximum

observable range is 80 m with range resolution of 36.6 cm.

In the second dataset, in addition to �ve di�erent targets in source vicinity, an

intentional stationary jammer operating at the same frequency band (spot-jammer) as

that of the source that is, AWR1642 [TI, 2018] was used in experiments. Once again

real-time experiments were conducted by spatially changing the distance and angle of

the jammer (interferer). For one, two and three target cases, data was taken out by

placing jammer at 300, line of sight (LOS) and at −300 at distances of 2 m, 3 m, and

5 m with respect to source IWR1642. While, for four and �ve target cases, jammer

was placed at a distance of 5 m in LOS to IWR1642. Hundred number of frames were

collected for each target case and for each spatial change of jammer (AWR1642).
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Table 4.1: Experimental Parameters

Parameters SRR mode values

Idle time (ti) (µs) 3

Ramp end time (te) (µs) 56

Number of ADC samples (Nadc) 256

Frequency slope (S) (MHz/µs) 8

Number of chirps (M) 128

Chirp duration (T ) (µs) 593

ADC sampling frequency (fs) (ksps) 5000

Range resolution (∆R) (cm) 36.63

Maximum range (Rmax) (m) 80

Table 4.1 lists the parameter values set for experiment. The extracted data was

in .bin (binary) format. It's processed in MATLAB to convert .bin data to IF data.

The obtained IF data matrix is of size M × Nadc (number of chirps in one coherent

processing interval×number of ADC samples). Two dimensional fast fourier transform

(FFT) was applied on IF data to obtain RD-maps. Further, RD-maps were fed to CA-

CFAR, threshold detection scheme to get detections. Furthermore, target detected

images were labeled by LabelImg software to train the DL module.

4.2.3 Training Dataset

YOLO algorithm requires marking of the objects in images that has to be fed into

it. Purpose of marking is to create ground truth. Here, RD-maps are the images

used to train the YOLO model, so LabelImg software is used to mark the detections.

A rectangular box is drawn to each of the detection as shown in Figure. 4.4 for a

combination of three target case. For each labeled image a text �le is generated

based on the coordinates of the boxes. The presence of each object in the text �le is

indicated by the following information: class, x coordinate, y coordinate, width and

height of the object enclosed in the rectangular box.
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Figure 4.4: Bounding box for three targets RD-map

4.3 Results

As described in the dataset section, 100 frames for each case of the experiment were

collected. Hence, total of 500 samples for the scenario in which the jamming radar is

absent are obtained. In the scenario where the jamming radar is present, a total of

2900 samples are collected. The labeled dataset is divided in (80, 10, 10) for train,

test, and validation. The labeled RD maps from the training set are then used to train

the YOLO V5 model as reported in Figure. 4.4. Note that the detections resulted

from CA-CFAR technique are also labeled as target class.

Figure. 4.5b and Figure. 4.6b shows the results obtained from the trained YOLO

V5 model when applied to some of the images in the test set. Figure. 4.5b refers to the

43rd frame in a one target scenario in which the jamming radar is absent. Figure. 4.5a

reports CA-CFAR detection obtained for the same scenario. The probability value for

the detection to be classi�ed as the 'target' class is also displayed. On the other hand,

Figure. 4.6b refers to the 3rd frame of a one target scenario in which the spot-jamming

radar is at 2 m and −300 from source. It can be observed that the CA-CFAR detects

targets as shown in Figure. 4.5a. YOLO V5 also detects the corresponding target.

Figure. 4.7b and Figure. 4.8b shows the results obtained from the trained YOLO

V5 model when applied to some of the images in the test set. Figure. 4.7b refers to
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(a) Detections by CA-CFAR (b) Detections by YOLO

Figure 4.5: Detections in absence of spot-jammer

(a) Detections by CA-CFAR (b) Detections by YOLO

Figure 4.6: Detections in presence of spot-jammer

the 54th frame in a 4 target scenario in which the jamming radar is absent. A total of

4 detections were obtained by the CA-CFAR algorithm (refer Figure. 4.7a). It can be

observed in Figure. 4.7b that the YOLO V5 also detects the 4 targets. The probability

values for all 4 detections to be classi�ed as the 'target' class is also displayed. On

the other hand, Figure. 4.8b refers to the 46th frame of a 4 target scenario in which

the spot-jamming radar is present. It can be observed that the CA-CFAR detects 2

targets as shown in Figure. 4.8a. YOLO V5 also detects the corresponding 2 targets.

Each detection of the 'target' class by the YOLO V5 algorithm is characterized

by drawing a bounding box around the detection. By extracting the centroid of these

bounding boxes and mapping the centroid pixel value to the range and velocity span,

accurate range and velocity of the target at each frame are obtained. These calculated
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(a) Detections by CA-CFAR (b) Detections by YOLO

Figure 4.7: Detections in absence of spot-jammer

(a) Detections by CA-CFAR (b) Detections by YOLO

Figure 4.8: Detections in presence of spot-jammer

range and velocity values are then compared with the ground truth range and velocity

values that can be obtained from the labeled RD-maps. Table 4.2 provides the mean

absolute error values for the range and velocity for both with and without jamming

scenarios. It can be observed that the mean absolute error for the range value is

slightly higher in interfering case as compared to the non-interfering case. This is due

to the fact that there are more false re�ections in the interfering case.

Figure. 4.9a and Figure. 4.9b reports false detections of targets by YOLO model.

Figure. 4.9a is without jammer, two target case for frame 87. Here, CA-CFAR iden-

ti�es three detections but YOLO model reports the false re�ection, which is denoted

by low probability value. Similarly, Figure. 4.9b also has a target detected by low

probability, which is once again a false detection for, with jammer one target case
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Table 4.2: Error values

Environment Range in m Velocity in m/s

Non-interfering 0.1998 0.133

Interfering 0.2255 0.0293

(a) Interference free environment (b) Interference environment

Figure 4.9: Miss-detection of targets

with interfering radar located at 2 m distance and at 300 angle with respect to source

radar for frame 57. It was observed, with jammer case has more number of false

re�ections as compared to without jammer cases.

4.4 Conclusion

For the real-time experiments conducted using mmWave radar sensor in the prsence of

interfering radar, multiple moving targets are detected by DL YOLO V5 model. DL

model was trained by the detcetions obtained by RD-maps of CA-CFAR algorithm.
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Chapter 5

Algorithms to Mitigate Mutual
Interference in FMCW Radars

In this chapter two di�erent algorithms namely, weighted beat signal normalization

and clipping with hampel �ltering to mitigate mutual or senor-to-sensor interference

in FMCW radars are described. Simulation results for the same are reported.

5.1 Problem Formulation

In this section, the mathematical model of mutual interference is derived.

5.1.1 Mathematical model

Consider a dense on-road tra�c model as shown in Figure. 5.1a, where the primary

radar is on the ego vehicle, and other secondary radars are on the tra�c partici-

pants. Here tra�c participants refer to other on-road vehicles. A FMCW radar is

considered an automotive radar. The primary radar faces mutual interference from

the secondary radars within the �eld of view (FoV) and vice-versa. The primary duty

of the mmWave radar is to get the detections of the targets within the FoV to per-

form the functionalities like automatic cruise control, emergency brake assists, path

following, etc.

A Interference free environment

The primary radar transmits the FMCW signal with a chirp of duration Tr and slope

of S with minimum carrier frequency fmin. The mathematical representation of the
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Figure 5.1: Illustration of scenario and traditional detection algorithm steps

transmitted signal st(t) is

st(t) = At exp(2πjfmint+ jπSt2); 0 ≤ t ≤ Tr. (5.1)

Here, At is amplitude of the transmitted signal. The slope S is given by

S =
fmax − fmin

Tr
. (5.2)

From the Eqn. 5.1, the �rst part of the exponential signal contains carrier fre-

quency. Whereas, the second part of the exponential signal in Eqn. 5.1 provides

frequency of the transmitted signal, and is given by

fT (t) = 2π

∫ t

0

S t dt. (5.3)

The signal st(t) impinge on targets and re�ected back as r(t). The received signal

from N targets with in FoV is modelled as

r(t) =
Nt∑
i=1

Ari exp(2πjfmin(t− τi) + jπS(t− τi)2); 0 ≤ t ≤ Tc. (5.4)
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Here, Ari is the received amplitude and τi is the round-trip time delay from target

i. The received signal frequency component corresponds to target i is represented by

frxi(t) = 2π

∫ t

0

(S (t− τi) + fdri) dt. (5.5)

Meanwhile, the round trip corresponds to target i is

τi =
2(R0i + vit)

c
(5.6)

with R0i as the starting range of target i, c is velocity in free space, and vi is the ith

moving target velocity. Similarly, the fdri is Doppler shift of target i and given by

fdri =
2vi
λ
, (5.7)

where λ represents the wavelength of the wave.

The received signal r(t) is fed to the mixer as shown in Figure. 5.1b, and thereafter

low pass �ltering (LPF) takes place. The higher frequencies are removed and down-

converted signal is given by

rs(t) =
Nt∑
i=1

Ai exp(2πjfminτi + j2πt(Sτi − fdri)). (5.8)

This signal, rs(t) is converted to digital by analog to digital converter (ADC) and

then fast Fourier transform (FFT) followed by a constant false alarm rate (CFAR)

detection scheme is applied to get the target detections. For simplicity, and for better

understanding, let us consider targets are within FoV without any mutual interference

and follows the process �ow given in Figure. 5.1b. Therefore, the beat frequency can

be visualized as shown in Figure. 5.2a; corresponding target detections are visualized

as given in Figure. 5.2b.

B Interference environment

In this case, the total received signal of the primary radar is due to two reasons.

The �rst signal is due to primary radar transmitted-re�ected back from Nt targets as

given in Eqn. 5.8. The second signal is due to MI secondary radars transmitting and

primary radar receiving them, as shown in Figure. 5.1a. In this model, it is assumed

that all the mmWave radars are of the same type: same frequency, bandwidth, and

chirp duration. The received signal is modelled as
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Figure 5.2: (a) Beat signal without interference (b) Detections in interference free
environment (c) Beat signal with interference and (d) Detections in interference

environment

rI(t) =
Nt∑
i=1

Ai exp(2πjfmin(t− τi) + jπS(t− τi)2)

+
MI∑
j=1

Aj exp(2πjfminτ
′
j + jπSτ

′2
j ); 0 ≤ t ≤ Tr, (5.9)

The whole received signal is passed through the mixer and LPF to attain IF signal

as

62



Table 5.1: Range of targets inserted

Range of targets inserted in m

Environment Target 1 Target 2 Target 3 Target 4 Target 5

Interference free 10.8 11.6 30 42 55

Interference 10.8 11.64 30.4 42 54.8 (not detected)

rIs(t) =
Nt∑
i=1

Ai exp(2πjfminτi + j2πt(Sτi − fdri))

+
MI∑
j=1

exp(2πj(fmin + fdrj)(t+ τ ′j) + jπS(t2 + τ
′2
j )). (5.10)

Similar to the non-interference case, the IF signal is passed through ADC, FFT,

and CFAR blocks to get the target detections. To simplify the problem, consider �ve

targets (Nt = 5) and two interference source (MI = 2). The same traditional process

is repeated for interference case; the IF signal comes as shown in Figure. 5.2c, and

corresponding detections appear in Figure. 5.2d. It is to be observed that there is

missed target detection due to mutual interference.

Table 5.1, gives the comparison of target range in interference free and interfering

environment. Five targets were inserted at 11 m, 11.5 m, 30 m, 42 m, and 55 m.

All �ve targets are detected in non-interfering environment at the ranges as given in

Table 5.1. But the power level of the echo signal received is less in interfering envi-

ronment compared to non-interfering scenario as seen in Figure 5.2b and Figure 5.2d.

This resulted in missed detection of a target at 55 m (refer Figure 5.2d).

5.2 Proposed Algorithms

Two algorithms, proposed process �ow and respective results are brie�y explained in

this section.

5.2.1 Weighted beat signal normalization

This algorithm identi�es changes in the IF signal and further minimizes the amplitude

by comparing the IF signal envelope with the threshold. The threshold is calculated by

using the forward and backward samples. Further, the IF envelope of the beat signal is
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normalized by the threshold. Thus, the signal-to-interference ratio (SINR) is increased

by nullifying the interference signal. The algorithm's pseudo-code to mitigate the

interference by considering the IF signal as input is described in Algorithm 1.

Algorithm 1: Pseudo-code of Weighted beat signal normalization

Input: IF Signal {xt}lt=1

Output: Weighted and normalized beat signal
Step 1: Forward Sliding
xmaxF

t = max(abs(xt mod l))
Estimate the maximum envelope by forward sliding window of length l .
Step 2: Backward Sliding
xmaxB

t = max(abs(xt mod l))
Estimate the maximum envelope by backward sliding window of length l .
Step 3: Estimate minimum
rt = mint(x

maxF
t , xmaxBt ))

Minimum of either forward or backward envelope is chosen.
Step 4: Estimate weights
wt = 1

rt
IF signal is normalized by the weights wt in each sliding window.

Mixer with 

LPF

Receiving antenna 
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IF Filtered 

Signal

Beat signal 

normalization  

Algorithm

FFT 

Algorithm
CFAR 

Algorithm
Comparator

Threshold

D
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signal
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Figure 5.3: Process �ow for interference environment

A Proposed Process �ow

This algorithm can either nullify the interference e�ect or decrease the number of false

detections. The algorithm block is easy to implement as an additional processing block

rather than modifying the existing hardware. The proposed approach of nullifying

the e�ect is in the time domain IF signal; hence, it can be the next processing block.

The sharp peaks within IF are nulli�ed by using a to-and-fro windowing technique.

Therefore, the process occurs for every chirp signal and does not require any previous

history. Figure. 5.3 gives the modi�ed process �ow to detect targets in the presence

of interference.
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Figure 5.4: STFT of IF signal (a) without interference (b) with interference.

B Simulation Scenario

To illustrate the scenario, consider the mmWave radar which is operating in 77 GHz

with a chirp duration of 59 µs, bandwidth of 400 MHz, and sampling frequency is

set to 50 MHz. Five targets are injected at 11 m, 11.5 m, 30 m, 42 m, and 55

m respectively. Inorder to analyse detections of closely spaced targets, two targets

were positioned at 11 m and 11.5 m, having separation distance of 0.5 m, which is

slightly greater than range resolution (0.375 m). If two target separation distance is

kept below 0.375 m, then those two targets are not resolved as two instead, those two

targets are identi�ed as one. The maximum range of the radar considered is 70 m.

The interference is introduced in the mmWave radar with the same frequency. Due

to the interference, the disrupted IF appeared as shown in Figure. 5.2c. Meanwhile,

the time-frequency plot by applying STFT on the IF can be visualized in Figure. 5.4.

Figure. 5.4a shows STFT on non-interfered IF signal while Figure. 5.4b shows STFT

on interfered IF signal. It is clearly seen an abrupt bends in time-frequency plot (refer

Figure. 5.4b).

C Target Detection

The weighted beat signal normalization algorithm block is to process the IF signal as

shown in Figure. 5.3. In this proposed algorithm, the window size is tunable para-

mater, which moves both forward and backward in sliding fashion. On the processed

IF signal, one-dimensional FFT is applied followed by CA-CFAR (cell averaging -
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Figure 5.5: (a) Weighted IF signal and (b) Detections by proposed algorithm for
window length 80

CFAR) detection technique, with one guard cell and six neighbouring cells.

In no-interference case, �ve targets are detected at 10.8 m, 11.6 m, 30.04 m,

42 m, and 54.8 m as shown in Figure. 5.2b. Whereas in the case of interference,

the traditional detection algorithm (refer Figure. 5.1b) leads to missed detections

(refer Figure. 5.2d). In-order to detect targets immersed in interference, the proposed

process �ow (refer Figure. 5.3) is used. The Figure. 5.5a depicts the weighted and

normalized beat signal with window size of 80. Similarly, it is observed that sucessful

detections are reported in Figure. 5.5b, by adopting the proposed process �ow.

D Impact of Window Size

The only tunable parameter in this process is window size. Hence, the e�ect of window

length on target detection is provided in Table 5.2. It also provides explanation,

regarding detection of targets with varying window size. False detections for lower

window size (20 and 50) are noticed. Further, increase in the window size (beyond

1500) reports missed detection. Figure. 5.6a and Figure 5.6c gives the weighted and

normalized IF signal for the window length 20 and 3000 respectively. Here, because

of the selection of too less or more number of samples within a window length, the IF

signal is not uniformly normalized, causing missed or false detections. Figure. 5.6b

shows target detections with window length of 20, it is noticed that in addition to the

detections of �ve targets, there are few more detections reporting false alarms. The
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Table 5.2: Impact of Window length

Window False Missed Inference

length detections detections

20 Yes No In addition to true targets, 5 more

detections were observed

50 Yes No In addition to true targets, 3 more

detections were observed

90 Yes No In addition to true targets, one false

detection was noticed

1000 Yes No In addition to true targets, 2 more

detections were observed

1500 No Yes Only four targets detected,

one of it is missed

2000 No Yes Only four targets detected,

one of it is missed

2500 No Yes Only four targets detected,

one of it is missed

3000 No Yes Only four targets detected,

one of it is missed
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Figure 5.6: (a and c) Weighted IF signal and (b and d) Detections by proposed
method showing false and missed detection.

reason behind this false alarm is due to small window size and inturn increased noise

power compared to CFAR threshold. Further, Figure. 5.6d gives target detections at

10.8 m, 11.6 m, 30.04 m, and 42 m. Target at 55 m is missed. This missed detection

arises since more number of samples fall within the same window length. Upon

normalizing by the weights, the power is reduced and resulted in missed detection by

CFAR algorithm. Hence, one has to choose the window size in such a way that, only

true target information's are obtained.

5.2.2 Clipping and Hampel Filtering

The algorithm is proposed by exploiting clipping followed by Hampel �ltering the

interfered beat signal. As observed from Figure. 5.7c, the IF signal has drastic changes

in amplitude at certain time instants compared to the non-interfered IF signal (refer
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Figure. 5.7a). Therefore, �rstly these variations in amplitudes are clipped o� by the

use of a clipper. Clipping is done on both the positive and negative sides of the

signal. Threshold for the positive clipper is set to a level equivalent to the standard

deviation (std) of the interfered IF signal, while for the negative clipper threshold is

-std. Further, the clipped signal passes through the Hampel �lter, which is a type

of median �lter. The Hampel �lter accepts window size as input. For each sample,

the �lter calculates the median value of a window consisting of the sample and its

neighboring samples speci�ed by the window size on either side of the sample. The

�lter also estimates the standard deviation for each of the samples about its local

median. If a sample di�ers from the median by more than the standard deviation

speci�ed, it is replaced with the median. Thus, it detects and eliminates the outliers

and smoothens the signal. The pseudo-code of the proposed algorithm is described in

Algorithm 2 which suppresses the interference by examining the IF signal.

Algorithm 2: Pseudo-code of proposed method

Input: Interfered beat signal {bt}lt=1

Output: Clipped and median �ltered signal
Step 1: Clipping
1. If ({bt}lt=1 > std ) then

({bt}lt=1 = std) Positive clipping of beat signal.
2. If ({bt}lt=1 < −std ) then

({bt}lt=1 = −std) Negative clipping of beat signal.
Step 2: Filtering by hampel �lter
1. Choose the sliding window size.
2. Determine the median value for each window.
3. Compare each sample of the window to a local median.
4. Replace the sample with local median if it exceeds threshold.
If ({xt}lt=1 > med ) then

({xt}lt=1 = med)

A Process Flow

Figure. 5.8 gives the signal processing blocks involved in the proposed method to

detect targets in an interference environment. The proposed technique minimizes the

interference e�ect. Clipper and Hampel �lter are the two new blocks employed in this

approach compared to the traditional way of detection (refer Figure 5.1b). The IF

signal has to pass through these two blocks. Thus, it is simple to implement as it does
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Figure 5.7: (a and c) Beat signal without and with interference (b and d) Detections
without and with interference.

not disturb the present hardware. In either of the two blocks, the input signal samples

are compared to a threshold and if the sample value is greater than the threshold it

is replaced with the threshold determined by the respective block.

B Simulation Scenario

To examine the scenario, consider the FMCW radar operating at 77 GHz with 59 µs

as chirp duration, and the sampling frequency is set to 50 MHz. Three targets are

injected at 10 m, 10.7 m, and 45 m, respectively. A similar FMCW radar is used to

introduce interference of the same frequency and the corrupted IF signal is given in

Figure. 5.7c.
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0 1 2 3 4 5

10
-5

-1

-0.8

-0.6

-0.4

-0.2

0

0.2

0.4

0.6

0.8

1

(c) Hampel �ltered IF signal

0 10 20 30 40 50 60 70

Range (m)

-40

-35

-30

-25

-20

-15

-10

-5

0

P
o

w
e

r 
(d

B
)

Range FFT

CFAR Threshold

(d) Detections by hampel �lter

Figure 5.9: (a) Clipped beat signal (b) Detections by clipped signal (c) Clipped and
hampel �ltered signal and (d) Detections by proposed algorithm for window size 9.

C Target Detection

The interfered IF signal is processed by the �ow described in Figure. 5.8. The thresh-

old for the clipper block is set to the standard deviation of the IF and the window
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(b) Detections for hampel window length 25

Figure 5.10: The proposed method shows false and missed detections for variable
window length.

length of the Hampel �lter is 9. Further, it passes through FFT to obtain a range-

pro�le and then to the CFAR algorithm for detection. In CFAR threshold is computed

by considering six adjacent cells and one guard cell.

Without interference case, the injected targets are detected at 10.1 m, 10.8 m, and

45.06 m respectively as reported in Figure. 5.7a. While by employing the traditional

approach (refer Figure. 5.1b) to detect in presence of interference, two targets are

detected at 10.1 m and 10.8 m and target at 45 m is missed (refer Figure. 5.7d).

Thus, the proposed process �ow for the detection of targets immersed in interference

is used. Initially, it was tried to get detections by adopting a clipping block alone.

For the same, the clipped IF signal is reported in Figure. 5.9a, and corresponding

detections are, as in Figure. 5.9b. From Figure. 5.9b, false alarms are noticed. Thus,

to detect true targets, this clipped-o� signal (Figure. 5.9a) is passed through the

hampel �lter, to remove outliers. Figure. 5.9c shows the Hampel �lter output and

Figure. 5.9d gives the target detections at 10.1 m, 10.8 m, and 45.06 m for the hampel

window size of 9.

D Impact of hampel �lter

Here, window length is the variable parameter, which a�ects the detections. Fig-

ure. 5.10a and Figure. 5.10b represent the detections obtained for the window size

5 and 25 respectively. Figure. 5.10a shows targets detected at 10.1 m, 10.8 m, and
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45.06 m, in addition false alarms are observed. Whereas Figure. 5.10b shows detec-

tions at 10.1 m, 10.8 m, 25.1 m, 30.7 m, 45.06 m, 64.9 m, and 65.7 m. Once again

reporting false detections. Thus, varying the window length a�ects the performance.

Therefore, one has to go with adaptive window length, to improve the performance

of the proposed method.

5.3 Target detection in presence of clutter

Beyond the usage of mmWave radar sensors to detect targets, a work was carried to

detect targets in clutter environment. Here, in this section a �lter used to detect such

targets is presented. Simulation results reports detection of multiple moving targets

immersed in ground clutter.

Space-Time Adaptive Processing (STAP) is a radar signal processing technique used

for suppression of clutter and jammer to detect moving targets in the presence of

strong interference. Detection of targets has to be done in presence of severe clutter

environment and also in the presence of jammers. Airborne radars will search for

moving targets within its visible range. Because of the platform motion, the clutter

seen by an airborne radar is spread across zero Doppler region. Ground targets

moving at low velocity possess less Doppler and as a result may be buried in the

clutter region. That is, Doppler spectrum may mask the potential targets. Clutter

returns also depend on the direction of movement. Thus, echo returns depend on

angle of arrival (AoA) and Doppler. So clutter suppression has to be done in two

dimensional space (space and time) [Klemm and Mertens, 2008].

In 1973 Brennan and Reed published the �rst paper on STAP. In 1994 a report

on STAP for airborne radar was given J.Ward. Further Klemm gave the degrees of

freedom (DoF) for an airborne radar [Ward, 1998]. From the literature STAP �lter

works on radar data cube (3 dimensional data - Space, Time and Range) generated

by antenna elements, pulses in one Coherent Processing Interval (CPI) and the range

bins. Spatial dimension is got by using array of antenna elements (N). Temporal

dimension comes from coherent train of pulses (M). The received signals are sampled

at a series of L ranges referred to as range gates. STAP processing is applied to M×N

matrix of samples collected at each such range. The received data for each range bin
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may be organized into N×M matrix. This matrix is called a snapshot. The ensemble

of snapshots at all successive ranges is referred to as a data cube and contains all

the information available for target detection within a CPI [Lapierre et al., 2006].

The STAP �lter has NM taps (spatio-temporal degrees of freedom, DoFs) and has to

estimate these weight in such a way to maximize the return from desired target range

cell at the same time minimizing returns from clutter. Interference will not be known

a priori, which changes with time and in space. This interference characteristics have

to be estimated in real time, which will be done based on the snapshots.

Fully adaptive STAP algorithm requires large number of training data (secondary

data - data from adjacent range cells) to estimate the clutter covariance matrix. If

a covariance matrix needs to be estimated accurately, then about 2NM to 3NM in-

dependent, identically distributed (i.i.d.) secondary data samples are required [Adve

et al., 2000]. It is impractical to have such a large number of i.i.d. samples even

if there are such large number of samples, that will lead to computationally expen-

sive. Therefore, reduced dimension (RD) and reduced-rank (RR) STAP was proposed

[William et al., 2004] with the intent to reduce computational burden and the num-

ber of secondary data for adaptivity. In both RR and RD STAP, methods data is

applied for transformations to reduce the DoF. Further, RR STAP methods have the

bene�t of reduction in training data support but the processor must compute eigen

values and eigen vectors of the interference covariance matrix, in real time, which has

practical constraint.

Thus, in order to reduce the computational load while simultaneously maintaing

the detection performance, limited channel based STAP techniques have been pro-

posed. One sum channel (Σ), two di�erence channels (∆) (di�erence azimuth (∆a)

and di�erence elevation (∆e) and few guard channel could be used. Σ∆-STAP (sigma-

delta-STAP) is one such algorithm which uses one sum channel and one di�erence

azimuth. It requires less training samples compared to fully adaptive STAP. Authors

in [Brown et al., 2000] Used only two channels, they proved that this method has a

better clutter compression as compared to STAP that uses large number of channels.

Further, authors in [Moo, 2001] performed simulation was done using the software

RL-STAP for both homogeneous clutter environment as well as heterogeneous clutter

environment. They proved that partially adaptive STAP techniques like post-Doppler
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STAP and adjacent bin STAP shows a better performance when compared to fully

adaptive STAP amidst computational complexity. In another communication authors

in [Zhang and Wang, 1997] eliminates the drawback of the DPCA method by using

two channels such as Sum and Di�erence. This has better clutter suppression as

compared to the traditional STAP method that uses large number of channels. Most

of the literature above focuses about clutter suppression but not about detection of

multiple moving targets. Multiple target scenario has not been investigated in these

contributions. Therefore, there is a need to carry out research in the multiple tar-

get detection using Σ∆ (Sigma-Delta)-STAP. This motivated us to conduct current

research investigation of multiple target detection using Σ∆ -STAP.

This work is organised as follows: In section II Σ∆-STAP along with the generation

of clutter is described. Section III provides problem formulation, while simulated

results are discussed for detection of single and multiple moving targets at di�erent

velocities in section IV.

5.4 Sum and Di�erence (Σ∆)-STAP and Airborne

clutter generation

5.4.1 Σ∆-STAP

In fully adaptive STAP the optimum weights that maximizes signal to interference

plus noise ratio satis�es Weiner-Ho� [Guerci, 2014] equation is given by

w = R−1s (5.11)

where s is the desired target signal of interest and R is the clutter-plus-jamming-

plus-noise covariance matrix. Since interference is not known a priori, the covariance

matrix R is estimated by using secondary data as given by

R̂ =
1

L

L∑
k=1

xix
′

i (5.12)

where xi denotes the target free snapshot, L is the number of training snapshots.

The conventional STAP algorithm requires large number of training data (secondary

data - data from adjacent range cells) to estimate the clutter covariance matrix as
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shown in Figure. 5.11. Making use of large number of training data leads to compu-

tational load, so number of receiving channels have to be reduced. Figure. 5.12 shows

block diagram of two channel STAP (Σ∆-STAP).

Figure 5.11: Structure of Radar Data cube

The adaptive processing is applied to digitized sum and di�erence channels. STAP

for clutter suppression with sum and di�erence beams was proposed by [Brown et al.,

1996, 2000]. XΣ is sum and X∆ is di�erence channel data of a range cell before

temporal DoF reduction. The data after reduction is given by

X̃Σ = QHXΣ (5.13)

X̃∆ = [I(Nps)⊗QH]X∆ (5.14)

Where Q is the temporal DoF reduction matrix, Nps is the number of di�erence

channel. Let st be the temporal steering vector of a chosen Doppler bin and denote

s̃t = QHst (5.15)

x̃ =

x̃Σ

x̃∆

 (5.16)
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Figure 5.12: Block diagram of Σ∆-STAP [Brown et al., 1996, 2000]

The maximum likelihood estimate of the covariance matrix is given by

R̂ =

R̂ΣΣ R̂Σ∆

R̂Σ∆ R̂∆∆

 (5.17)

where,

R̂ΣΣ =
1

L

L∑
k=1

x̃Σlx̃
H
Σl (5.18)

R̂Σ∆ =
1

L

L∑
k=1

x̃Σlx̃
H
∆l (5.19)

R̂∆Σ =
1

L

L∑
k=1

x̃∆lx̃
H
Σl (5.20)

R̂∆∆ =
1

L

L∑
k=1

x̃∆lx̃
H
∆l (5.21)
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x̃Σl, x̃∆l are Σ and ∆ training cell data. Inverse of eq (5.17) is taken to estimate

covariance matrix, which could be used to evaluate the signal power. This signal

power, if greater than the pre-determined threshold (based on probability of detection

and probability of false alarm) indicates the presence of target. In current research

study, temporal DoF has not been applied and simulation is carried out to incorporate

the same.

5.4.2 Clutter Generation

Figure 5.13: Clutter patch absorbed by an airborne radar

Earth's surface is the main source of clutter for an airborne. Clutter is generated

based on the equations given below

φ = −sin−1
(R2

c + h(h+ 2re)

2Rc(re + h)

)
(5.22)

Ψ = −sin−1
(R2

c − h(h+ 2re)

2Rcre

)
(5.23)

where φ, Ψ are the elevation and grazing angle to the clutter ring respectively, Rc

is range to the clutter patch, h is the platform height, re is the earth's radius (refer

to Figure. 5.13).

78



The clutter return for all the M pulses is computed by the equations below

C(Rc, n) =

Nf∑
i=1

Nc∑
k=1

a(i, k)exp(j2πfD(i, k)nT ), for n = 0 : M − 1 (5.24)

σ(i, k) = σ0(φi, θk)RiδθδRsec(Ψi) (5.25)

where a(i, k) is the amplitude of clutter return from ith range and kth azimuth grid,

fD is the Doppler frequency, T is inverse of prf , σ0(φi, θk) is the normalized terrain

re�ectivity at ikth clutter patch, δR is range resolution, Ri is range to iso-clutter ring.

The power received by the sum channel for ikth clutter patch is given by

PΣ(φi, θk) =
PtGt(φi, θk)Gr(φi, θk)λ

2σ(i, k)Bτ

4π3R4
iL

(5.26)

where Pt is power of transmitted pulse, Gt(φi, θk), Gr(φi, θk) are transmit and receive

antenna gain in elevation and azimuth, λ wavelength, B bandwidth of radar. tau pulse

width of transmitted pulse and L losses respectively. Upon substitution of σ(i, k) in

PΣ(φi, θk) got

PΣ(φi, θk) =
PtGt(φi, θk)Gr(φi, θk)λ

2σ0(δR)(δRθ)sec(ψi)Bτ

4π3R3
iL

(5.27)

Similarly, equation for delta channel is

P∆(φi, θk) =
PtGt(φi, θk)Gr(φi, θk)λ

2σ0(δR)(δRθ)sec(ψi)Bτ

4π3R3
iL

(5.28)

Below equation is the clutter power for guard channel for ikth clutter patch

Pg(φi, θk) =
PtGt(φi, θk)Gg(φi, θk)λ

2σ0(δR)(δθ)sec(ψi)Bτ

4π3R3
iL

(5.29)

5.5 Problem Formulation

Extraction of target information from a cluttered environment is a signi�cant problem

in radar and sonar applications. Consider a situation in which radar is located on an

aircraft and observing targets on the earth's surface, as shown in Figure. 5.13. For

simplicity, the �at-earth model is considered. More clutter returns are observed in

this situation compared to the target observation using GMTI radar. Hence, a clutter

mitigation algorithm in this airborne scenario is essential. The Σ∆ STAP is attaining
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Parameters Values

Carrier Frequency 10 GHz

Platform velocity 120 m/s

Platform Height 8 km

Pulse compression gain 1e6

prf 5 kHz

Duty cycle 0.1

Range 300 km

Antenna elements 16x12

popularity due to the low computational load compared to traditional, fully adaptive

and reduced rank frameworks. In Σ∆ STAP, to estimate the noise covariance, one can

use a lesser number of pulses information in the name of the DoF. In the literature,

two frameworks are presented, namely two-channel and three-channel Σ∆ STAPs.

The simulation results are investigated for 2-channel Σ∆ STAP considering moving

targets of di�erent radar cross sections (RCS). The table below lists the parameters

considered for simulation.

5.6 Results and Discussions

5.6.1 Simulation scenario

Simulated an airborne scenario, in which an active radar is installed on an airplane

and observed the ground target. The active radar (phased array with 184 elements in

a rectangle fashion with rows 16 and columns 12) which was installed on the airborne

platform emits the EM pulses with 10 GHz frequency and collects the returns, process

them to extract the information about ground targets. The pulse repetition frequency

of the radar is 5000 Hz and a duty cycle of 0.1. Due to very less returns, a pulse

compression gain of 1e6 is given in the signal processing. The active radar is located

on an air platform which is moving at a speed of 120 m/s at a height of 8000 m from

the earths sea level. The curved earth model is considered in this simulation.

The elevation and azimuth swept are [1o � 70o] and [−90o � 90o] respectively. Both

are having an incremental step of 0.1 rad. The sigma and delta beam patterns of a
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(a) Sigma beam pattern (b) Delta beam pattern

Figure 5.14: Sum and Di�erence beam patterns(null without shifting the axis).

rectangular array is shown in the Figure. 4 and Figure. 5, where it can be observed

that a peak in sigma pattern (ref Figure. 4) and a null in delta pattern (ref Figure. 5).

The ground clutter associated with this sigma beam return and delta beam return

are incorporated in the power calculation (Eqn. 19) and obtained the sigma and delta

channel power returns. Using this sigma and delta channel data, the targets are

detected.

Firstly, to investigate this, consider a target which is falling in the range bin of

150 with 0.1 normalized Doppler frequency. For this test bid, the sigma-delta stap

is applied and the RD map acquired. The range bin view and Doppler view are

presented in 5.15a and 5.15b. It can be observed that, even with a lesser Doppler, the

algorithm is able to detect the target correctly in the given bin and given Doppler.

From Figure. 5.15a, it is observed that a raise in peak value at a 140th bin which

signi�es the target presence. Similarly, in the Figure. 5.15b, the peak is obseved at

the 0.1 normalized frequency.

Further, �ve targets are inserted from range bins 140 to 160 with a gap of 5 bins,

each with normalized doppler frequency of 0.1 to 0.3 with a step of 0.5. For this test

bid, the sigma-delta STAP is applied and the RD map aquired. The range bin view

and Doppler view are presented in Figure. 5.16a and Figure. 5.16b. It is observed

that, the algorithm is able to detect the target correctly in the given bin and given

Doppler. From Figure. 5.16a, raise in peaks are noticed at 140th, 145th, 150th, 155th

and 160th bins which signi�es the target presence. Similarly, in Figure. 5.16b, the
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(a) Range of a single target (b) Doppler of single target

Figure 5.15: Single target

(a) Range of a multiple targets (b) Doppler of multiple targets

Figure 5.16: Five targets

peaks are observed at the 0.1, 0.15, 0.2, 0.25 and 0.3 normalized frequencies.

5.7 Conclusion

This chapter described two di�erent algorithms to detect multiple targets immersed

in interfering environment by mmWave radar. By proper selection of the �lter window

size, only desired targets are detected. Also, targets immersed in clutter environment

are detected by Σ ∆-STAP �ltering technique by an airborne radar.
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Chapter 6

Conclusions and Future Directions

6.1 Conclusion

This thesis delt with detection and tracking frameworks for the experimental data

extracted by TI's mmWave radar sensors. The results obtained in this research work

demonstrated the usage of mmWave sensors in automotive industries. Further, it

added signi�cant domain knowledge in the application of FMCW radars with the

following major contributions.

The primary focus of this research is in target detection and tracking modules.

The performance of multiple target detection and tracking in the presence of spot-

jammer has been experimentally evaluated using 77 GHz mmWave radar sensors. The

DBSCAN and K-means clustering algorithms, along with GNN and EKF tracker, have

been deployed to generate tracks for �ve di�erent targets. Four di�erent metrics, such

as tracks reported, track segments, false tracks, and track loss, have been assessed to

evaluate the performance. The experimental results revealed that DBSCAN algorithm

has provided superior performance compared to K-means clustering method. The

metrics of USRR with jammer case show that K-means outperforms DBSCAN, but

K-means fails to identify the cluster, so the tracker fails to generate the full-length

track, resulting in fewer track segments than without the jammer case. The DBSCAN

clustering algorithm outperforms the K-means algorithm in both USRR and SRR

modes of operations for both clean and jamming environments. CA-CFAR and OS-

CFAR are better than GOCA-CFAR and SOCA-CFAR detection schemes.

Multiple moving targets are detected by YOLO V5 model. The model is trained

by the RD maps of CA-CFAR detection method, obtained for the real-data captured
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by 77 GHz mmWave radar sensor. The mean absolute error for range and velocity

is evaluated by taking ground truth values obtained by the labeled images and the

results obtained from YOLO model.

The proposed processing modules namely, weighted beat signal normalization and

clipping with hampel �lter are used to process the IF signal to minimize the e�ect of

mutual interference among mmWave radar sensors. By these algorithms, the abrupt

�uctuations of the IF signal are normalized by sliding window fashion. Implemen-

tation of these methods are easy since they does not disturb any existing receiver

architecture processing modules. With an appropriate selection of window size, the

true targets immersed in the interference are detected. Also, in the presence of clutter,

multiple targets are detected by limited channel Σ∆ STAP �lter.

6.2 Future Work

The mmWave radar sensors based real experiments has greater signi�cance in design-

ing autonomous vehicle as the radar is all weather candidate to trust with. One can

carry out multiple research problems based on the current experimental evaluation

carried out in this thesis. Some of the future directions are listed below

1. A true real on-road experiment may be carried out with radars mounted on the

moving vehicle to collect the data in the presence of spot-jamming.

2. In the current investigation a single radar sensor is only considered, one may

include multiple radar sensors to detect and track the multiple targets. This

problem results in multiple sensor multiple target (MSMT) detection and track-

ing frameworks.

3. One can investigate novel fusion algorithms for MSMT scenario.

4. The current research work focuses only on one spot-jammer, to be more realistic

future researchers may incorporate multiple spot-jammers at various directions

to evaluate the detection and tracking performance of radar sensor.

5. The present thesis focused only on radar sensor in the presence of spot-jamming,

the future research direction could be adding Lidar and camera to evaluate the

comprehensive target detection and tracking performance.
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6. The future researchers may look into alternative and e�cient unsupervised clus-

tering algorithms to carry out the spot-jamming based research investigation.

7. In this thesis, the DL method is YOLO V5, to carry out the future research one

may look into alternative and e�cient DL methods.

8. The mmWave frequency band used in this thesis is 77 GHz and one may use

other frequency bands such as 60 GHz, 120 GHz to carry out the future research.

9. Further research may be carried out with multiple heterogeneous sensors mounted

on a vehicle and taking the real data.

10. Largest RCS considered is only of the car. In future, various other large and

small RCS targets may be considered to carry out the research work.
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